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ABSTRACT

A plane electromagnetic wave incident on the interface

of a dielectric medium made of a piezoactive material

leads to the excitation of elastic shear waves.

Piezoelectric material is assumed to have 6mm class

hexagonal symmetry. The case of a half�space and a

finite layer is considered. Coefficients of reflection and

refraction are determined. In the problem of an elec�

tromagnetic wave incidence on a half�space made of a

piezoelectric material of hexagonal symmetry, class 6

mm, the nature of the piezoelectric effect influence on

the transparency condition is established. In the case

of reflection from a finite piezolayer, reflection coeffi�

cients are determined for different variants of bound�

ary conditions.

KEYWORDS: Electromagnetic wave, piezoelectric

materia, electroelastic waves.
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The influence of the electromagnetic field on the na-
ture of the reflection and refraction of shear elastic waves 
in a quasi-static formulation was studied in [1-5]. Piezoe-
lectric materials of cubic and hexagonal symmetry were 
considered. Particular problems of reflection of shear 
electroelastic waves without a quasi-static approximation 
for the equations of the electromagnetic field were solved 
in [6, 7]. 

Naturally, in problems of excitation of electroelastic 
waves by means of an electromagnetic wave incident on 
an elastic medium, it is necessary to use the exact equa-
tions of electrodynamics. 

1. In a rectangular Cartesian coordinate system
x, ,y z   half-space properties

   0,   x y  ,    z

are identified with the properties of vacuum. Half-space 
occupying an area  

 0 ,  x y   ,    z

is an elastic piezoelectric of hexagonal symmetry of class 
6 mm. From half-space  x0 to the interface x 0  


z  0falling transversely polarized flat   electromag-

netic wave with electric field components E  , E 1 2
1 2  and 

magnetic field 3H1 . The electrodynamic equations for 
incident and reflected electromagnetic waves are conven-
iently used in the form 
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0c  – speed of light propagation in a vacuum 
Electroelasticity equations for piezoelectric medium 

0 x  , without quasi-static approximation, the fol-
lowing [7, 8] 
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w  – elastic displacement perpendicular to the plane 
of wave propagation  x, y  , c44  – shear modulus,

  – medium material density, e15  – piezomodule,

1 and   – dielectric and magnetic permeability of the 
medium,   – electromechanical coupling coefficient. 

As the main variant of the boundary conditions on the 
interface plane x 0  the equality of tangential stress to 
zero and continuity of tangential components of electric 
vectors and magnetic fields are assumed 

13 2 2 3 3 0, E   ,E H 1 1 H  при x 0       (5) 

In the future, other variants of the boundary conditions 
will also be considered. 

From the solutions of equations (1) for an electromag-
netic wave incident on the interface, the following expres-
sions are obtained 
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In accordance with (6), the electromagnetic wave 
reflected from the boundary will have the form 
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Where is the amplitude B  is the required quantity. 

2.. he fall of an electromagnetic wave on the bounda-
ry of a medium made of a piezoelectric material leads to 
the excitation of coupled elastic and electromagnetic 
waves in this medium. According to the first two equa-
tions of system (3), the magnetic field of the refracted 
electromagnetic wave and the excited elastic shear wave 
are determined as follows 
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tH F i p x k y

tw C i k y



 p x 
(8) 

where 
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Arbitrary constants F and C must be determined from 
the boundary conditions. 

Substitution of (8) into the third and fourth equations 
of system (3) determines the components of the electric 
field 
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Satisfaction of boundary conditions (12) with the con-
dition  

1  1 1 1  1  1
2 2 2 3 3 30vh nE  E E , H  H H    (11) 

Leads to a system of algebraic equations for the 
sought amplitudes B , ,F C  
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In particular, from system (12), the amplitude of the 
reflected magnetic field is determined as follows 
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The equality to zero of numerator of expression (13) 
determines the conditions for the transparency of media 
relative to each other. By choosing the coefficient of elec-
tromechanical coupling   you can control the degree of 
transparency 

The condition of equality to zero of the denominator 
of expression (13) can be transformed to the form 
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Assuming   1  (the angle of incident wave inclina-
tion with interface is small) equation (14) has a solution 
of the Gulyaev-Bluestein surface wave type. From (14) 

0 1, 1     we obtain a solution for the dimen-
sionless parameter of the Gulyaev-Bluestein phase veloci-
ty [4] 

   

2 2

2 2
1 1

 
   

1  (16) 

2

From (14) and (13) it follows that at normal incidence 
of an electromagnetic wave k  0  the piezoelectric
effect does not affect the reflected wave and does not ex-

cite an elastic wave. 
Consideration of other variants of boundary conditions 

at x  0  leads to the conclusion that there is no influence
of piezoelectric effect. For boundary conditions 

1
2 0xz  0, E   at x 0      (17) 

It turns out B A F C , 0  if 

30, 0xz  H 1   at x 0      (18) 

It turns out B A F C, 0
Obviously, there will be no piezoelectric effect if one 

of the boundary conditions assumes zero elastic dis-
placement w  0 .

3. Let an electromagnetic wave fall on a layer of pie-
zoelectric material with a thickness h . Solution of the 
first two equations from system (3) for region 0 x  h  
are presented as follows 


exp i  
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The requirement that (19) satisfies Eqs. (3) leads to 
the solutions  

 p ,x g x 11 2 1

1 2 2 2

sin cos
cos

xf C p x C
sinD p x D p x
  


(20) 

where 21 1 2C C, , D , D  – arbitrary constants. 
The components of the electric field are determined 

from third and fourth equations of system (3), taking into 
account (19) and (20) 
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where the prime means differentiation with respect to x . 
Substitution (8), (10), taking into account (11) and 

(19), (21), taking into account (20) into the boundary 
conditions (5) leads to a system of equations for the 
sought constants 
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On the second plane that bounds the layer, various 
variants of the boundary conditions are possible. The 
most general is the boundary conditions, when at x  h  
the tangential stress is zero and the electromagnetic field 
is continuous. 

Limit cases are considered here 

2 0,w E  0  при x  h      (23) 

and 
3 0,w H  0  при x  h       (24) 
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In the case of boundary conditions (23), according to 
(19) - (21), we obtain 

1 1 2 1
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The system of equations (22), (25) determines the 
constants B, ,C C1 2 , D1, D2  through the amplitude of the 

incident wave A . From this system, in particular for am-
plitude of  reflected wave, we obtain 

p k  p p tg k tgp h
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From (26) it follows that the numerator and denomina-
tor of expression for amplitude of the reflected electro-
magnetic wave vanishes at 1p  0  (and 2 2

2 t2 k c ).  

By dividing into 1p  and limiting the specified uncertainty 
is eliminated 

k h2
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Equality of the expression numerator to zero gives the 
condition under which electromagnetic wave is not re-
flected. In the approximation of a thin layer 

 2p h 2  1  this condition takes the form 
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It follows from (28) that the electromechanical cou-
pling coefficient   can make the layer transparent to the 
electromagnetic wave. 

If, provided 2
0 2c c  angle of incidence of the wave 

2on the interface x 0  choose k 2 2
2   c , the transpar-

ency condition will be 
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In the case of boundary conditions (24), system of 
equations similar to equations (25) will be 
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1 2 1 2

Equations (30) together with equations (22) constitute 
a system of five equations for determining the constants 
B, ,C C , D , D  by the amplitude of the incident wave 

A, B . In particular, for the amplitude of reflected elec-
tromagnetic wave, we obtain 
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1

The numerator and denominator of expression (31), as 
well as formula (26), vanishes at p  0 . After removing 
the uncertainty, it turns out 

1   



2
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   (32) 

CONCLUSION 

In the problem of electromagnetic wave incidence on 
a half-space made of a piezoelectric material of hexagonal 
symmetry of class 6 mm, the nature of piezoelectric effect 
influence on transparency condition is established. In the 
case of reflection from a finite piezolayer, the reflection 

  coefficients are determined for different variants of 
boundary conditions. 
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ABSTRACT

Advances in technology are making health research increasingly

complex. Artificial intelligence is widely used in this research.

Convolutional neural networks are one of the most common and

optimal algorithms for working with images. Image recognition

results are used to analyze the results of medical examinations of

patients. The subject of the research – analysis of the human brain

computed tomography results using a convolutional neural network

based on the Keras library.

KEYWORDS: Artificial intelligence, convolutional neural 

network, keras, convolutional layer, brain tomography.

INTRODUCTION

Modern hospitals create a large number of medical images every

day. These images are transferred to a special cloud center, which

allows organizing their storage and processing. The main task in pro�

cessing medical images is to extract various medical signs from them,

which in the future are also accumulated and processed. Due to the

significant progress made in the application of deep learning meth�

ods, some of them are successfully applied in the field of medical

image analysis. One such method is a convolutional neural network

(CNN).
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I. NEURAL NETWORKS 

Neural networks are found used in various fields of 
science and technology [1,2]. If we talk about medicine, 
then the scope includes the analysis of images and video 
streams, data series, classification of signs and much more 
[3,4,5]. 

Keras 

Keras is an extended open source neural network li-
brary written in Python that supports GPU and CPU as 
well as a highly modular library of neural networks them-
selves. Keras is currently used in the Theano and 
TensorFlow libraries. Keras provides APIs that allow 
users to focus on developing models and experiment with 
models faster.  

The APIs integrate many small components from 
Tensorflow and Theano as modules, so a network built 
using those two can also be built with Keras, with no per-

formance penalty. The main advantage of using the Keras 
infrastructure is that it can seriously save the developer's 
time when setting up the created network structure [6]. 

Convolutional neural network (CNN) 

Convolutional Neural Network, CNN or ConvNet is a 
feedforward neural network [7,8]. It is usually formed 
from a convolutional layer, a convergence layer 
(activation and pooling) and a fully connected layer. 
Training is carried out on the basis of a backpropagation 
algorithm. When using a feed-forward neural network, a 
problem arises at the training stage related to the fact that 
there are too many parameters and it is difficult to extract 
local invariant functions. Convolutional neural networks 
have three structural features: local connections [9], 
weight distribution, and equal variation. These features 
make the convolutional neural network somewhat 
invariant to movement, scaling and rotation [10]. 

Figure 1. Convolutional neural network architecture 

II. DATA SET

For work, we will use the prepared set of images cre-
ated by Felipe Kitamura. These images are publicly avail-
able CT images of the brain from Google Images [11]: 

https://www.kaggle.com/felipekitamura/head-ct-
hemorrhage. 

This dataset contains 100 images of normal sections 
and 100 images of signs of cerebral stroke. However, there 
is no difference between different types of strokes [12].  

Tags are in the CSV file. Each image belongs to a 
unique person. The main idea behind using such a small 
dataset is to develop a method that can predict the pres-
ence of signs of stroke even with a small amount of base-
line data. 

Figure 2 shows 20 CT images of the brain in the da-
taset. 
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Figure 2. Images of the brain computed tomography results 

III. DATA PREPARATION

Before performing any operations with the data, we 
need to pre-process images in order to improve the esti-
mation of forecast accuracy [13]. 

In order to obtain higher image fidelity in subsequent 
training, we examine images length and width to obtain 
statistics over the set. 

Figure 3 shows images distribution in a set by length 
and width. 

Figure 3. Images distribution by length and width 

The description () function is used to display statistics. 
Results include object counts, means, standard deviations, 
minimums, maximums, bottom 50 percentile, bottom  
25 percentile. 75.50 is both the percentile and median. 

Figure 4 shows the results of statistical analysis for 
length and width. 

Figure 4. Results of set analysis in terms of length and width 

Before training the model, you should make all imag-
es the same size 128 * 128. A simple principle is applied 
here: the smaller the image size, the faster the training 
will take place, more objects will be processed, the less 
likely it is to retrain, but all this is associated with an ob-
vious loss of information.  

If the error is large, then you should use larger images 
and either stretch the small images (and lose significantly 
in quality), or discard them completely and expose net-
work to the risk of overfitting. 

Figure 5 shows images with a size of 128 * 128 after 
processing. 

Figure 5. Images 128 * 128 

IV. WORKING WITH INVERTED IMAGES

We can also improve the model by adding the ability 
to work with inverted images. It does not matter how 
 computed tomography is viewed, cerebral hemorrhage 
can and should be diagnosed in any case. Combined with 
small capacity of dataset, by adding inverted images to it, 
we can significantly improve the model accuracy. 

Figure 6 shows the results of set images rotating by 
90 degrees. 

images = np.array([cv2.resize(image, (128, 128)) for 
image in images]) 
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Figure 6. Images are rotated 90° 

Using three functions from the library, figure, enu-
merate and subplot, all preprocessed images are processed 
and the results are added to the set. 

plt.figure(figsize=(12, 12)) 
for i, flip in enumerate([None, -1, 0, 1]): 
plt.subplot(221 + i) 
if flip is None: 
plt.imshow(images[0]) 
else: 
plt.imshow(cv2.flip(images[0], flip) 

V. IMPROVING IMAGES 

Image enhancement [14,15] is implemented using the 
ImageDataGenerator function, which supports real-time 
data enhancement. During training, the function will gen-
erate data indefinitely until it reaches the specified num-
ber of epochs. We improved the image by increasing hor-
izontal vertical deflection by 90° and 180°, horizontal and 
vertical offset by 0.05 logical values when lifting data, 
increasing rejection ratio and fixing the image channel 
size position (128, 128, 3). 

train_image_data = ImageDataGenerator( 
  rescale=1./255, 
  shear_range=0., 
  zoom_range=0.05, 
  rotation_range=180, 
  width_shift_range=0.05, 
  height_shift_range=0.05, 
  horizontal_flip=True, 
  vertical_flip=True, 
  fill_mode='constant', 
  cval=0) 

validation_image_data = ImageDataGenerator( 
 rescale=1./255, 
 shear_range=0., 
 zoom_range=0.05, 
 rotation_range=90, 
 width_shift_range=0.05, 
 height_shift_range=0.05, 
 horizontal_flip=True, 
 vertical_flip=True, 
 fill_mode='constant', 

 cval=0) 

Figure 7 shows the results of enhancing the images of 
a set using built-in functions. 

Figure 7. Improved set images 

VI. MODEL BUILDING

The SNN model uses a small fixed-size convolution 
kernel (3 * 3). Convolution pool structure of three convo-
lution layers with two pooling layers. The Sigmoid activa-
tion function is used on the output of the convolution lay-
er. Simplified calculation and added Drop layer to prevent 
model overlap. 

Using the summary () function, you can see the com-
plete structure of the network convolutional layer model. 
The results are shown in Figure 8. 

Figure 8. Structure of network convolutional layer 



10 No. 5. 2020SYNCHROINFO JOURNAL

The first segment of a convolutional network consists 
of a convolutional layer and a maximum pooling layer. 
The size of the convolution kernels of these two convolu-
tional layers is 3 * 3, and the number of convolution ker-
nels is 32. The size of the image at the input of the first 
layer is 128 * 128 * 3, and the size of the output is 64 * 
64 * 32. After passing the maximum pooling layer 2 * 2, 
the output size becomes 32 * 32 * 32, because the step 
size is 2. Then the result is fed to the second, similar seg-
ment of the convolutional network. The sizes of the con-
volutional kernel of the two convolutional layers are also 
3 * 3, but the number of links after the convolutional layer 
changes, and the final output size becomes 4 * 4 * 64. 
After processing by the GAP layer to change the data 
from multidimensional to one-dimensional, and Dropout 
regularization to prevent overfitting, the generalization of 
the model is improved, and then the Sigmoid activation 
function is applied. 

The experiment was carried out on a personal comput-
er with Windows 10 operating system; Python program-
ming language was used as an environment for neural 
network training. Keras library was used for feature ex-
traction, model creation and training. 

The set size is 128. After 16 steps, trained model was 
tested on a set of computed tomograms of brain. The 
highest accuracy that was achieved is 91.89% at step 16. 
The results of model  testing are shown in Figure 9. 

def simple_conv_model(input_shape): 
 model = Sequential() 
     model.add(Conv2D(32, kernel_size=3, strides=2, pad-

ding='same', activation='relu', input_shape=input_shape)) 
 model.add(MaxPooling2D(pool_size=2)) 

 model.add(Conv2D(32, kernel_size=3, strides=2, pad-
ding='same', activation='relu')) 

 model.add(MaxPooling2D(pool_size=2)) 
     model.add(Conv2D(64, kernel_size=3, strides=2, pad-

ding='same', activation='relu'))     
 model.add(GlobalAveragePooling2D()) 
 model.add(Dropout(0.4)) 
 model.add(Dense(32, activation='relu')) 

 model.add(Dropout(0.4)) 
     model.add(Dense(1, activation='sigmoid')) 
return model 

The accuracy and likelihood of retraining the model in 
the process of working with CT images of the brain 
change depending on the number of training steps and are 
presented using Tensorboard visualization in the form of 
curves of changes in accuracy and loss factor in Figure 10. 

Figure 9. Model test results 
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Figure 10. Graphs of changes in the values of accuracy and loss factor 

Figure 11. Model results 

VII.II. LTS

The model showed 89% accuracy on the test set. The 
results obtained indicate full applicability of created mod-
el for predicting presence of stroke signs in the brain from 
computed tomography images. Figure 11 shows the re-
sults of created model applying to the test set of images. 

CONCLUSION 

A predictive model for the presence of signs of cere-
bral stroke on computed tomography images using a con-
volutional neural network is proposed and designed. Da-
taset contained images of normal brains and brains of 
stroke patients. Prediction accuracy using the model 
reaches 90%. It is shown that software image enhance-
ment leads to certain effects. 
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ABSTRACT

Modern signals with a complex structure require technolog�

ical equipment capable of evaluating many parameters that

determine the signal quality. Therefore, in order to system�

atize the solutions existing on the market and their capabil�

ities, a review was made of the solutions existing on the mar�

ket for the synthesis and analysis of complex signals. The

main parameters for assessing the quality of complex signals

are considered, the characteristics of generators and analyz�

ers of complex signals existing on the market are presented

and their comparison is made according to the main con�

sumer qualities. The article also describes the basic princi�

ples of generation and analysis of vector signals. The direc�

tion of increasing the significance of the software complex

in systems for generating and analyzing signals and the

advantages determined by this trend, such as an increase in

the time of possible operation of equipment and an increase

in versatility, which makes it possible to increase the eco�

nomic efficiency of the used control and measuring equip�

ment, are shown.

KEYWORDS: vector analysis; vector synthesis.

INTRODUCTION

Signals used in modern digital communication systems,

often, have a complex structure. It is not possible to detect

violations of the "fine" structure of complex signals using

traditional methods of exploring the signal in the time and

spectral regions. Due to the random nature and variability

inherent in such a signal, both the temporal and spectral

form of presentation of complex signals do not allow assess�

ing the quality of the generated modulated signal, determin�

ing the degree of signal distortion arising from the passage of

RF paths. It is known from practice that even a slight viola�

tion of the "fine" structure of a complex signal in RF paths

leads to a noticeable deterioration in the quality of the com�

munication system as a whole. To reveal such damage to the

structure of modulated signals, using more accurate, sensi�

tive instruments, such as a number of relatively new param�

eters and characteristics, including statistical ones, allows

vector signal analysis. It is of fundamental importance that

vector analysis and synthesis of signals is carried out in dig�

ital form – for this, digital data and corresponding mathe�

matical algorithms are used. Vector analyzers allow you to

use new, more accurate, sensitive modulated signal analysis

tools and relatively new quality indicators (EVM, CCDF).

Hardware and software tools for vector synthesis (genera�

tion) of signals (Vector Signal Generator) allow you to gen�

erate modulated signals used in the most common standards

and communication technologies: multi�tone, GMSK, 8�PSK;

EDGE, QAM (4, 8, 16, 32, 64, 128, 256�QAM), 16�PSK, 

64�PSK, etc. [1].
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I. VECTOR ANALYSIS AND SYNTHESIS CONCEPT 

A. IQ radio signal presentation 
Quadrature signals are the mapping of the original 

signal to the real and imaginary axes. As is known, fre-
quency transfer of signals is used to transmit information 
over long distances. As a result, high frequency signals 
are generated. These signals are narrowband signals in a 
broad sense. This means that in such signals the ratio of 
the upper spectrum frequency to the lower one is close to 
unity. A narrowband signal can be represented as a sine 
wave modulated by a low frequency signal. It can be 
written as: 

S(t)  A(t)sin(2ft (t))  (1) 

where A – signal amplitude, f – frequency; φ – phase. 
Mathematically, a sinusoidal signal with an arbitrary 

phase can be represented as a complex exponent. The 
same signal according to the Euler formula can be repre-
sented in the Cartesian coordinate system, which will 
correspond to the quadrature signals. A narrowband sig-
nal in complex form and its decomposition into quadra-
ture components is described by: 

t( ) A(t )e j 2 f t  t( )

t( ) cos(2 ft)
S

I  jQ (t




The mapping of a complex exponential signal to the 
real and imaginary axes is called I (in-phase) and Q 
(quadrature) quadratures. The I signal is a projection onto 
the real (cosine) axis. A graphic representation of the 
signal in I and Q coordinates is shown in Fig. 1 [2]. 

Figure 1. Graphical representation of a quadrature signal 
in the I and Q axes [2] 

B. Signal Representation as a Samples 
Systems that use digital processing and signal genera-

tion use a sample representation of the signal. Sample – 
signal values at a certain point in time (at the moment of 
polling). Time interval between samples – polling (sam-
pling) period; if it is constant – regular sampling, other-
wise – Iregular. The sampling rate, according to the 
Nyquist  frequency, determines the maximum frequency 
of a signal that can be processed by the device without 
distortion. 

Figure 2. Classic graphical representation 
of analog signal and its samples [3] 

II. PARAMETERS DERIVED FROM VECTOR ANALYSIS

A. Error Vector Magnitude 
Unfortunately, the temporal shape of complex signals 

used in modern communication systems does not allow 
determining the degree of distortion of the modulated 
signal due to its inherent random nature and variability. 
To extract useful information from such a noise-like sig-
nal, it is necessary to use a statistical description of the 
power levels in this signal, to obtain the error vector 
magnitude (EVM) magnitude (EVM), which is widely 
used today for evaluating the quality of modulated sig-
nals, and the graph of the integral distribution function of 
the CCDF signal levels (complementary-cumulative-
distribution-function) [5]. 

One of the most widely used quantitative indicators of 
modulation quality in digital communication systems is 
the magnitude of the EVM error vector. This parameter is 

 (2) used in almost all modern digital information transmis-
) sin(2 ft) sion systems as an indicator of signal quality and, accord-

ingly, is reflected in the standards for them (IEEE 802.11 
family of standards, LTE system (ETSI TS 136 141 test-
ing standard), IEEE 802.15.1 (bluetooth), etc.). 

In general, the error vector EV is the vector difference 
between an ideal reference signal and a measured signal, 
as illustrated in Fig. 3.  

Figure 3. Graphical representation of the EVM error vector 

The error vector magnitude (EVM) is the Euclidean 
distance between the coordinates of the ideal and actually 
measured symbols. In general, the EVM is averaged over 
an ensemble of symbol paths and is described by the fol-
lowing expression: 
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Thus, the EVM parameter is a measure of the ratio of 
the error vector to the reference vector. In a perfect sys-
tem, in which there are no noise and nonlinearities that 
can distort the signal, the measured and reference vectors 
would coincide, and the EVM would be zero [4]. 

The magnitude of the EVM error vector is sensitive to 
any degradation in signal quality that affects the magni-
tude and phase trajectory of the signal vector. There are 
regular constellation distortions, figuratively speaking, 
visible to the eye: DC offset, amplitude and phase imbal-
ance, etc. All of them should not be taken into account 
when measuring the EVM value; they must be pre-
compensated. Those. all errors that can be easily elimi-
nated must be eliminated. As a result, noise, discrete in-
terference in the path of the reference and received signal 
and phase distortions remain on the signal constellation. 
Before measuring EVM, it is necessary to normalize the 
measured signal [5]. 

B. Complementary Cumulative Distribution 
Function (CCDF) 

It should be noted that the magnitude of the error vec-
tor only gives a quantitative assessment of the quality of 
the modulated signal, but does not reflect the type of in-
tegrity violation, does not make it possible to determine 
the source and nature of this violation. A more "fine" 
mechanism for analyzing the quality of a modulated sig-
nal is the cumulative distribution function of the CCDF 
signal levels, which is widely used in most modern 
standards. This statistic shows how long the signal is 
equal to or exceeds a certain power level and displays, in 
fact, the dynamics of the signal envelope 

The CCDF function has a strictly individual form for 
each type of modulation, which makes it possible to use it 
to assess the quality of the generated signal. Any damage 
to the integrity of the signal results in a change in the 
appearance of the function.  

In contrast to using the magnitude of the EVM vector, 
analysis of the CCDF type allows not only to estimate the 
degree of signal damage, but also to indicate the nature 
and source of this damage. The type of CCDF function 
depends on the payload of the signal, so it can be used for 
complex testing of paths and channels. For this, it is nec-
essary to know the canonical form of the function for the 
tested channel, to fix and correctly interpret the differ-
ences of the obtained CCDF function from the canonical 
form [5]. 

CCDF curves can be used to identify a number of im-
portant characteristics in the design and testing of RF 
devices. For example, signal compression (clipping) can 
be easily detected by comparing the CCDF of the input 
signal and the amplified output signal, as illustrated in 
Fig. 4. As you can see, the effect of the limitation is man-
ifested in the "cutting" of signal trajectory outliers at the 
corners of the vector diagram. 

This method of detecting distortions is still less visual 
and effective in comparison with CCDF, which makes it 
possible to immediately detect very subtle violations in 
the structure of the modulated signal. 

Figure 4. CCDF for QPSK signal with pre-modulation filtering 
and signal with limitation (bottom figure) [5] 

This effect makes the CCDF a good indicator of the 
degree of linearity of the transmission path, in particular 
the level of compression of the signal in the PA [5]. 

III. SOFTWARE SYSTEMS FOR VECTOR SIGNAL GENERATION

Today's wideband, time-varying vector modulation 
signals (also called complex or digital modulation) are 
very convenient to investigate using Fast Fourier Trans-
form (FFT) and other digital signal processing (DSP) 
techniques. Vector signal analysis enables fast, high-
resolution spectral measurements as well as demodula-
tion and advanced time domain analysis. It is especially 
useful for measuring the characteristics of multiplexed or 
modulated signals used in communications, video record-
ing, television broadcasting, radar and ultrasonic research 
[16]. 

A. Vector VSG (MTUCI) 
The vector signal generation (synthesis) program 

"Vector-VSG" is designed to generate samples of the 
quadrature components of modulated signals used in the 
most common communication standards and technolo-
gies: multi-tone, GMSK, 8-PSK; EDGE, QAM (4, 8, 16, 
32, 64, 128, 256-QAM), 16-PSK, 64-PSK with the ability 
to write them to files of popular formats – ASCII, binary. 

Vector signal generation software allows you to in-
troduce into the generated signal a number of the most 
common distortions inherent in RF paths. At the moment, 
additional service capabilities are being introduced into 
the signal generation program, in particular, distortions of 
the generated signals of various kinds: noise of the signal 
generation path and the reference signal path, DC offset 
(DC offset), phase error (Phase error); imbalance of am-
plitudes and phases (IQ imbalance); frequency shift 
(Frequency deviation). You can introduce the necessary 
distortions into the generated signal on the corresponding 
distortion panel, which appears when you select the 
Distortion item in the Main Menu. 
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Figure 5. Example of Vector VSG program interface [6] 

The program uses a pre-modulation signal filtering 
module. Currently, it is possible to use several types of 
filters. When generating modulated signals of various 
kinds, adjustable filters can be used: Gaussian filter with 
variable BT parameter, RRC and RC filters with variable 
Alpha parameter. The user can apply a number of stand-
ard filters with parameters corresponding to the regulato-
ry documents of several communication standards: GSM, 
EDGE, WCDMA WCDMA RC. The program provides 
for the use of custom filters. 

Selecting the Settings item in the Main Menu allows 
you to go to the selection of the parameters of the chan-
nels of the actual modulated signal formation (Transmit-
ter, Tx), reception (1 ^ x) and the Communication chan-
nel). This makes it possible to introduce into the generat-
ed signal various types of distortions characteristic of real 
RF devices [6]. 

B. WinIQSIM (Rohde & Schwarz) 
The R&S WinIQSIM ™ software is specially de-

signed for the generation of digitally modulated signals. 
The graphical user interface, together with the context-
sensitive help system, makes operation intuitive.  

Figure 6. Example of WinIQSIM program interface 

A convenient way to generate signals of all supported 
standards, the generation of multi-carrier and multi-
segment signals make the R & S®WinIQSIM ™ a con-
venient tool for a wide range of tasks. 

Program features: 
 Use either SI (MKS) or CGS as primary units.

(SI units are encouraged.) English units may be used as 
secondary; 

 User-generated digital pulses generate digital
arbitrary waveforms with freely selectable modulation 
parameters; 

 Generation of CW signal with multiple carriers;
 Multi-carrier signal generation allows you to

combine multiple digital signals and generate a single 
signal with different frequency offsets; 

 The multi-segment waveform function allows
the arbitrary waveform generator to store several differ-
ent waveforms in the memory and ensures the shortest 
switching times between them, while still allowing 
smooth transitions; 

 Generation of additive white Gaussian noise
AWGN and its superposition on the signal; 

 The import function allows I / Q samples to be
transferred via a server connection to the R & 
S®WinIQSIM ™ signal generator circuit for filtering and 
overlaying with AWGN noise [7]. 

IV. VECTOR SIGNAL GENERATORS AND THEIR 
COMPARISON

A. SMW200A (Rohde & Schwarz) 
The R & S®SMW 200A is ideal for generating digi-

tally modulated signals for the development of new 
broadband communications systems, testing 3G and 4G 
base stations, or in the aerospace and defense sector. 

Figure 7. Exterior of the vector signal generator R&S 
SMW200A [8] 

Main parameters: 
 One or two RF outputs, each with a range from

100 kHz to 3/6 / 12.75 / 20 / 31.8 / 40 GHz, with different 
frequency combinations; 

 High output power without additional options
(at least 18dBm up to 6 GHz); 

 IQ generator bandwidth up to 160 MHz, IQ
modulator bandwidth up to 2 GHz with modulation from 
an external generator; 

 Memory of ARB generator up to 1 mld. counts;
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 Support for all major wireless standards (includ-
ing LTE Advanced and WLAN 802.11ac). Digital stand-
ard signals can be configured and generated directly in 
the R & S®SMW 200A; 

 Support for higher order MIMO, including
3x3,4x4 and 8x2. 

 Additional features:
 Optional integrated fading simulators (up to 8

modulating oscillators, 16 signal paths and 20 fading 
paths per channel); 

 Built-in digital summation of baseband signals,
even with frequency and level offset; 

 Test Case Wizard for LTE and 3GPP simplifies
verification of base station compliance with 3GPP TS 
25.141 or 3GPP TS 36.141; 

 Supports complex standards such as dual carrier
HSPA, carrier aggregation LTE and LTE multi-user. Al-
lows connection of external SGS100A generators to cre-
ate four RF paths. Has a phase coherence option used, for 
example, to beamform antennas. 

Characteristics: 
 Ability to equip the generator with additional

options required for specific applications; 
 Generator capacity exceeds that of two com-

bined conventional generators; 
 Multi-carrier signal generation and signal com-

binations of different standards; 
 Only one two-channel generator is required to

form the sum of the wanted signal and interference, often 
required for testing receivers; 

 Built-in ability to simulate fading [8].

B. E8267D (Keysight) 

Figure 8. Exterior of the vector signal generator E8267D [9] 

Key features: 
 The ability to test modern receivers using realis-

tic broadband signals from radar systems, electronic war-
fare and satellite communication systems due to metro-
logical-grade characteristics and wide functional capabili-
ties; 

 Simulate complex electromagnetic environments
with up to 4 GHz modulation bandwidth; 

 Reduce the time required to create complex sig-
nals through the use of Keysight Signal Studio software: 
pulse sequencing, setting the relative noise power (NPR), 
creating multi-tone signals, wireless signals, etc.; 

 Create the most complex signals with industry-
leading single sideband phase noise: –143 dBc / Hz (typ.) 
At 1 GHz at 10 kHz offset; 

 Compatible with industry standard software
packages such as MATLAB and Excel [9]. 

Specifications: 
 Frequency range from 100 kHz to 44 GHz;
 Frequency switching time 9ms;
 Output power -130 to +22 dBm;
 SSB phase noise (10 GHz; 10 kHz carrier offset)

- -126 dBc / Hz; 
 Harmonics (10 GHz) -55 dBc;
 Non-harmonic components (1 GHz) -88 dBc;
 AM frequency from 0 to 100 kHz;
 FM deviation (max.) 1 to 128 MHz;
 FM phase deviation (max. In normal mode)

from 1 to 800 rad; 
 Minimum pulse width 20 ns;
 Error vector amplitude (LTE) 0.8%;
 Adjacent Channel Power Level Relative

(16QAM, 10 GHz) -64 dBc; 
 Built-in 80 MHz baseband generator bandwidth;
 External I / Q modulator bandwidth up to 4 GHz;
 64 Msample waveform playback memory;
 Built-in modulation types: BPSK, QPSK, 8-

PSK, QAM-16, QAM-64, OOK, ASK-2, ASK-4, ASK-8, 
FSK-2, FSK-4, MSK, GMSK, pulse, frequency hopping, 
Chirp, arbitrary baseband signal specified by the user [9]. 

Features: 
 Built-in arbitrary waveform generator and base-

band generator; 
 Output power level 22dBm;
 Functional completeness of vector microwave

signal generators operating in the range up to 44 GHz; 
 The modulation bandwidth of the internal LF

generator reaches 80MHz [10]. 

C. TSG4106A (Tektronix) 
The generator has built-in support for the most 

common vector modulation schemes: ASK, QPSK, 
DQPSK, π / 4 DQPSK, 8PSK, FSK, CPM, QAM (4 to 
256), 8VSB and 16VSB [11]. 

Figure 9. External view of the TSG4106A 
vector signal generator [11] 

Main characteristics: 
 Generation of analog and vector / digital signals

in the frequency range from 0 to 6 GHz; 
 Typical amplitude uncertainty ≤ ± 0.30 dB (for 0

dBm CW at 22 ºC) from 10 MHz to 6 GHz; 
 Baseband I / Q inputs (400 MHz bandwidth);
 Modulation ASK, FSK, MSK, PSK, QAM, VSB

and special I / Q signals; 



17No. 5. 2020 SYNCHROINFO JOURNAL

 Low phase noise (-113 dBc / Hz @ 20 kHz off-
set from 1 GHz carrier); 

 1 μHz resolution at any frequency.
Benefits: 
 The TSG4100A Series Vector Signal Generator

offers mid-range performance with modulation band-
widths up to 200 MHz, but is offered at an entry-level RF 
generator price ($ 17,500). 

D. G7M-06 (Mikran) 
Signal generator G7M-06 is designed to generate 

continuous harmonic signals, as well as signals with 
analog and digital modes of modulation. The areas of 
application of the signal generator are research, tuning, 
control and testing in the production of HF and 
microwave devices and equipment used in 
communications, radar, instrumentation and 
measurement technology.  

The G7M-06 signal generator is controlled from an 
external personal computer with the VEGA software 
installed through universal commands of the SCPI 
standard, which allows the device to be integrated into 
automated control and measuring complexes. 

Figure 10. External view of the vector signal generator 
G7M-06 [12] 

Characteristics: 
 Frequency range 10 MHz to 6 GHz;
 Wide range of output power adjustment from -

90 to +12 dBm; 
 Low phase noise of −132 dBc / Hz at 20 kHz

offset from 1 GHz carrier; 
 Analog modulation capabilities: AM, FM, FM,

IM, as well as digital (PSK, FSK, MSK, QAM, VSB); 
 Custom digital modulation capabilities;
 Built-in baseband generator;
 HF modulated bandwidth 100 MHz.
 Key features:
 Continuous generation of harmonic signal with

fixed frequency and power; 
 Scanning by frequency, power or arbitrary list of

frequencies / powers; 
 Continuous generation of modulated signal;
 Continuous generation of baseband signals

(I and Q). 
 Benefits:
 Low price (about $ 12,500) [12].

E. MWT-160U (Microwave Electronics LLC) 

Figure 11. External view of the vector signal generator 
MWT-160U [13] 

Main characteristics: 
 Operating frequency range 8 kHz – 6/10/16 GHz;
 Output power up to 33 dBm matched load;
 Rubidium reference generator (optional) with

temperature instability up to ± 1 * 10-10; 
 Frequency hopping time up to 560 MHz <4 ns;
 Ultra-low phase noise (-140 dBc / Hz typ. @

10 kHz offset from 1 GHz carrier); 
 Ultra-low distortion <-81 dBc;
 Generation of arbitrary modulation signals with

bandwidth up to 560 MHz from the built-in baseband 
generator, from the built-in sample memory or Ethernet 
data stream; 

 Built-in memory of samples with a volume of 67
million samples; 

 Symbol rate up to 600 Msps;
 DAC 16 bit 1.2 GHz;
 Generate signals from an external analog IQ

source with bandwidth up to 1.8 GHz; 
 Pulse modulation with pulse duration from 4 ns;
 Generation of chirp, frequency hopping,

multitone and other types of signals; 
 10 Gb / s I / O interface (Ethernet) allows real-

time data transmission over a radio channel at speeds> 
5 Gb / s; 

 FPGA programming is available to the user
(Kintex-7) [13]. 

F. SG396 (SRS) 
Based on a new frequency synthesis technique called 

Rational Approximation Frequency Synthesis (RAFS). 

Figure 12. External view of the vector signal generator 
SG396 [14] 



18 No. 5. 2020SYNCHROINFO JOURNAL

Main characteristics: 
 Frequency range from 400MHz to 6 GHz;
 Dual baseband generators;
 Vector and analog modulation;
 Modulation I / Q inputs (300 MHz RF BW);
 ASK, FSK, MSK, PSK, QAM, VSB, and cus-

tom I / Q; 
 Presets for GSM, EDGE, W-CDMA, APCO-25,

DECT, NADC, PDC, ATSC-DTV & TETRA; 
 GPIB, RS-232 and Ethernet interfaces;
 1 μHz frequency resolution at any frequency;
 Switching speed <8ms;
 Output power -110dBm to + 16.5dBm.
 Features:
 Based on a new frequency synthesis technique

called Rational Approximation Synthesis (RAFS); 
 High frequency of phase comparison (usually

25 MHz); 
 There are no excitations in the synthesis of frac-

tional frequencies; 
 There are no costs for the spheres of yttrium iron

garnet to provide almost infinite frequency resolution, 
respectively, the price is about $ 5000 [14]. 

G. Comparison 
The SMW200A is the only generator on the list that 

can work with MIMO systems, but it comes at a huge 
cost. 

E8267D has the lowest single sideband phase noise, 
has a wide output power range, and is capable of generat-
ing arbitrary baseband signal specified by the user. 

The TSG4106A offers mid-range performance with 
modulation bandwidths up to 200 MHz, but is offered at 
an entry-level RF generator price ($ 17,500). 

G7M-06 – relatively wide, compared to other genera-
tors, range of output signal power adjustment, small di-
mensions, low price. 

MWT-160U – the highest output power up to 33 
dBm, has one of the lowest phase noise levels, the largest 
onboard sample memory, built-in FPGA programmabil-
ity, the fastest sweep time. 

The SG396 is based on a new frequency synthesis 
technique called Rational Approximation Synthesis 
(RAFS), which reduced the price of $ 5000. 

V. VECTOR SIGNAL ANALYZERS PARAMETERS 

One of the main parameters of a vector analyzer is the 
parallel processing bandwidth, which depends on the 
speed of the ADC and the performance of the DSP. 
Analyzing and demodulating high-speed radio interface 
and spread spectrum signals requires parallel analysis 
bandwidths of the order of a few MHz. However, 
widening the parallel analysis bandwidth and using an 
ADC with a higher sampling rate can negatively affect 
the dynamic range and frequency resolution of the 
analyzer. Real-time bandwidth reflects the instrument's 
ability to analyze continuous stationary signals in real 
time. For broadband analyzers, this bandwidth can be 
significantly less than the parallel processing bandwidth. 
The duration of the recorded realizations is related only 
to the amount of DSP memory and determines the 

capabilities of the device for recording and detecting 
pulse and single-shot signals. 

The rest of the analyzer's parameters: operating 
frequency range, sensitivity, range of measured levels 
and dynamic range at the input are entirely determined by 
the type of used frequency converter. Measuring signal 
levels and frequencies requires calibration of its gain, as 
well as the use of frequency synthesizers with the 
required stability and phase noise level. 

VI. SOFTWARE SYSTEMS FOR VECTOR SIGNAL 
ANALYZERS

A. Vector VSA (MTUCI) 
The vector signal analysis program "Vector-VSA" al-

lows for a comprehensive analysis of signals, calculation 
of their various parameters and characteristics. Work 
with the program is carried out using a number of win-
dows. In this case, various forms of signal display can be 
selected: signal constellation or vector diagram, temporal 
display of the signal in the form of graphs, amplitude and 
phase spectra, etc. 

In the process of analyzing signals, if necessary, they 
are demodulated, clock sequences are restored, a copy of 
the original message is obtained, etc. The program allows 
calculating a number of signal characteristics, the most 
interesting and informative of which is the EVM error 
signal vector. Requirements for the value of this parame-
ter are included in all modern standards for digital com-
munication systems. Algorithms for calculating EVM for 
signals with GMSK modulation (GSM standard) and 
signals used in EDGE technology are currently imple-
mented in software. Samples of the analyzed signals can 
be specified in the form of files of various formats (pcm, 
txt) and, if necessary, converted by software. 

Figure 13. Vector VSA program interface example [15] 

Main features and functions of the VSA program: 
 Analysis of the input signal in the time domain;
 Spectral analysis of the signal;
 Analysis of input signal parameters: voltage,

power; 
 Display of signals in the time domain;
 Display of I / Q quadrature components;
 Installation of markers in the time and spectral

regions with display of marker parameters; 
 Finding extreme values of the studied signals;
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 Measurements of modulation parameters: signal
shift (DC offset), phase error (Phase error); amplitude 
imbalance (IQ imbalance); frequency shift (Frequency 
deviation); the amplitude of the error vector EVM (Error 
vector magnitude); 

 Digital demodulation of signals (Digital demod-
ulation) GMSK, EDGE, 3GPP, 16QAM. 

 Filtering signals according to the used standard
[16]. 

B. 89600 VSA (Keysight Technologies) 
The 89600 VSA software is a digital system that ana-

lyzes signals using raw data and mathematical algo-
rithms. To do this, it is enough to have discrete data sam-
ples coming from a measuring device, program or digital 
bus. With the increasing use of digital technology in to-
day's wireless communications systems, the 89600 VSA's 
value for analyzing these complex signals is steadily in-
creasing. 

Figure 14. Example program interface 89600 VSA [17] 

Main features and functions of the program: 
 Measurement and analysis of frequency, time

and modulation characteristics of the signal; 
 Analyze data from over 40 supported devices or

use with simulators to validate design devices; 
 Characterization of power amplifiers based on

complex stimulus / response measurements; 
 Simultaneous or sequential configuration, exe-

cution and display of results of several measurements 
with an unlimited number of traces and markers; 

 Recording and playback of signals for advanced
analysis; 

 Test automation using .NET language (full sup-
port) or SCPI (partial support) [17]. 

VII. VECTOR SIGNAL ANALYZERS AND THEIR 
COMPARISON

A. M9393A (Keysight) 
The Keysight M9393A PXIe Vector Signal Analyzer 

consists of four separate modules: the M9365A PXIe 
Downconverter, the M9308A PXIe Synthesizer, the 
M9214A Digitizer, and the M9300A PXIe Reference 
Clock. The M9300A Reference Generator Module can be 

used simultaneously by several different modular 
instruments. It is also recommended to use the M9169E 
PXI-H PXI-H Switching Input Programmable Step 
Attenuator Module when connecting the FRX option to 
extend the frequency range to 50 GHz. 

Figure 15. External view of the vector signal analyzer 
M9393A [18] 

Functionality: 
 Frequency range: 9 kHz to 8.4 GHz, 14 GHz,

18 GHz or 27 GHz; 
 Extending the frequency range to 50 GHz (min-

imum frequency 3.6 GHz) using the FRX option; 
 Demodulation bandwidth: 40 MHz (standard),

100 MHz or 160 MHz (optional); broadband IF output 
(option WB1); 

 Up to four synchronized channels.
 Main characteristics:
 Amplitude measurement absolute error: ± 0.13 dB;
 Average Noise Level (DANL): –168 dBm / Hz

with preamplifier and noise correction; 
 Intermodulation distortion (3rd order intercept,

TOI): +31 dBm; 
 Frequency switching speed: less than 135 μs [18].

B. FSW (Rohde & Schwarz) 
The R&S®FSW has an analysis bandwidth of up to 5 

GHz, providing measurement of broadband modulated or 
frequency hopping signals like those found in the new 5G 
New Radio standard or in automotive and pulse radars. 

800 MHz real-time analysis bandwidth allows you to 
monitor any events occurring in a wide spectral 
bandwidth and trigger on short signals. 

Figure 16. Exterior view of FSW vector spectrum 
and signal analyzer [19] 



20 No. 5. 2020SYNCHROINFO JOURNAL

Main characteristics: 
 Frequency range 2 Hz to 90 GHz (up to 500

GHz with external harmonic mixers from Rohde & 
Schwarz); 

 Low phase noise: –140 dBc (1 Hz) @ 10 kHz
offset (1 GHz carrier), –143 dBc (1 Hz) @ 100 kHz off-
set (1 GHz carrier); 

 Spurious free dynamic range (SFDR) 60 dBc for
2 GHz analysis bandwidth with built-in ADC; 

 Analysis bandwidth up to 5 GHz (2 GHz band-
width with integrated ADC, 5 GHz bandwidth when us-
ing the R & S®RTO oscilloscope as external ADC); 

 Real-time analysis with bandwidth up to 800
MHz, 2.4M FFT / s, POI (100% detection probability) 
0.46 μs, and 500 MHz real-time I / Q streaming interface; 

 SCPI command recorder for easy instrument
remote control code generation; 

 New design and Windows 10 operating system
with support for multi-touch gestures; 

 Possibility of parallel launch and display of sev-
eral measurement applications [19]. 

C. Comparison 
FSW has a wider frequency range, built-in spectrum 

analyzer, has its own interface, but M9393A has a lower 
noise floor. 

VIII. CONCLUSION

The article describes the basic principles of vector 
generation and vector analysis of telecommunication sig-
nals used in assessing the quality of the signal conversion 
paths. The main hardware and software vector generators 
and analyzers, their parameters and features are consid-
ered, their characteristics are compared. 

Modern VSA and VSG have high parameters allow-
ing to analyze/generate signals of existing telecommuni-
cation systems. 

It is shown that almost all modern VSA and VSG al-
low adding new advanced telecommunication standards 
and protocols to the software being developed, which 
gives users greater flexibility in investing in the areas of 
development they need. It also increases the life cycle of 
equipment, due to the ability to implement the generation 
of signals of more modern signals, by modifying the 
software, allowing you to reduce the cost of instrumenta-
tion and, in general, the cost of developing a radio fre-
quency path. 
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ABSTRACT

Interactions between people, groups, organizations, and

biological cells have a relationship character that can be

represented as a network. The system properties of such

networks, regardless of their physical nature, but clearly

determining the performance of networks, create the total�

ity of the real world. Complex networks – are naturally

existing networks (graphs) that have complex topological

properties. The researchers who participate and also make

discoveries in this field come from various Sciences such as

mathematics, computer science, physics, sociology, and

engineering. Therefore, the results of research carry both

theoretical knowledge and practical applications in these

Sciences. This paper discusses the definition of complex

networks. The main characteristics of complex networks,

such as clustering and congestion, are considered. A popu�

lar social network is considered as a complex network. The

calculation of nodes and links of the considered social net�

work is made. The main types of AI development and

training are highlighted.

KEYWORDS: complex networks, network implementation,

technology, node, communication, network, artificial intelli�

gence, algorithm, characteristics, clustering, workload, train�

ing, algorithm, analysis, solution, problem

INTRODUCTION

Often in practice, the interaction between different objects

and/or subjects is expressed in the form of established rela�

tionships or associations that show how the relationships of

system elements relate or interact. Any of these interac�

tions can be represented as a "Question�Answer" bundle,

which is defined as binary relationships in which each

object represents a specific point that is connected to

another object using a line or arc. Another factor also

comes up here – the inheritance Paradigm, which is based

on distributed axioms of biosphere unity: fuzziness – clar�

ity (1D and 2D) of continuous nature and is built on three

clusters of inseparability. Two incompatible universal laws

of nature are valid �Transformation and Conservation, for

the closeness of the basis the third dogma is inevitable –

Inheritance 3D [1].
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I. CONNECTIONS AND DISTANCES BETWEEN NODES 

Every day, the relationship between a person and their 
personal digital devices becomes stronger and stronger. 
Along with this, the degree of immersion of people in the 
virtual world – in the world of the Internet, applications 
and social networks is also growing. Virtuality is absorb-
ing more and more, drawing people deeper and deeper 
into its networks, and making people separate nodes of 
this network. Gadgets are constantly expanding their ca-
pabilities and connecting people in one digital, large-scale 
and complex social network. 

A social network is a resource, a platform that pro-
vides relationships between people. Your profile is used 
to communicate and create an offline connection or a 
connection based on common interests. People upload 
their photos and information about themselves to their 
social network profiles and thus personal information 
becomes public, and the intensive development of infor-
mation technologies has significantly increased interest 
and attention to the problem of privacy and security of 
personal data, including during their automated pro-
cessing [2]. Thus, personal data may be used by other 
users, including for unfavorable purposes. 

Each of the network nodes has a certain number of 
connections, combining with other nodes of the same 
type. If the connection between nodes has a direction, 
then the network is oriented, and if the connection is 
symmetric for all nodes connected by it, then the network 
obtained by such connections is called undirected. For 
example, if we assume that a connection exists if two 
people are close friends, then the network will be undi-
rected. If we assume that there is a connection, if one per-
son considers himself a friend of another, then the formed 
network will be oriented. The number of links of a node is 
determined by its degree. In oriented networks, there is an 
outgoing and incoming node degree. The degree distribu-
tion of nodes is an important characteristic of a complex 
network. The main part of all complex networks is close 
to the power law distribution of degrees of nodes with an 
exponent between 2 and 3. the Distance between nodes is 
the minimum number of connections that must be over-
come in order to get from one node to another. For all 
network pairs, there is an average distance between them 
when moving from one node to another. This distance is 
called the average distance between nodes – . For most 
complex networks, , where N is the number of 
nodes in the network [3]. 

Determining the distance between nodes is closely re-
lated to clustering, which is one of the local characteris-
tics of the network. It represents a characteristic of the 
level of interaction between the nearest neighbors of a 
node. The clustering task is to fragment objects from the 
Y-set into several subsets (clusters), in which the objects 
are more similar to each other than objects from other 
clusters. There are several main known clustering meth-
ods. In most cases, to choose the correct method, you 
need to determine the type of connection between net-
work objects. 

II. THE METHOD OF NEAREST-NEIGHBOR OR SINGLE LINK

In this method, the distance between two clusters 
(Figure 1) is determined by the smallest distance between 
two close objects in different clusters (1). 

 W S,  w s, min
w W , s S

R  (1) 
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where W , S  – clusters. 

Figure 1. The method of nearest-neighbor or single link 

If different parts of such clusters are connected by 
chains of elements that are close to each other, this meth-
od allows you to select clusters of arbitrarily complex 
shapes. The result of this method is clusters represented 
by long "chains" that are "linked together" only by indi-
vidual elements that happen to be closest to each other. 

III. MOST DISTANT NEIGHBOR METHOD
OR FULL CONNECTION

In this method, the distance between clusters (Fig. 2) 
is determined by the largest distance between any two 
objects in different clusters (2). 

 W S,  w s,   maxR Д

w W , s S
 (2) 
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where W , S  – clusters. 

Figure 2. Most distant neighbor method or full connection 

This method is good to use when objects actually 
come from different structures. 

IV. WARD'S METHOD

One of the main clustering methods is the Ward's 
method, which is constructed in such a way as to optimize 
the minimum variance within clusters. This objective 
function is known as the intragroup sum of squares or 
sum of squared deviations (3). 
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where jx is the value of the attribute of the j-th object. In 
the first step, the sum of squared deviations is 0. This 
method is aimed at combining closely located clusters and 
tends to create small clusters. 
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V. UNWEIGHTED PAIR GROUP METHOD 
USING ARITHMETIC AVERAGES (UPGMA) 

The distance between two clusters (Figure 3) is the 
average distance between all pairs of objects in them. The 
distance between these clusters is determined by (4). 

 D u      ,u u ,T D T D
T T





, ,      (4) 
u

where u ,   are clusters containing Tu , T  objects, re-
spectively. 

Figure 3. Unweighted pair group method 
using arithmetic averages (UPGMA) 

This method should be used if the objects actually come 
from different structures. In cases where there are clusters 
of the "chain" type, assuming unequal cluster sizes. 

VI. WEIGHTED PAIR GROUP METHOD 
WITH ARITHMETIC MEAN (WPGMA) 

This method uses the cluster size (the number of ob-
jects contained in the cluster) as the weighting factor. The 
distance between clusters is determined according to the (5). 

   ,  ,

2
u D DD u, ,     (5) 

This method should be used only if there is an as-
sumption about clusters of different sizes. 

VII. UNWEIGHTED PAIR GROUP METHOD 
WITH CENTROID AVERAGE (UPGMC) 

In this method, the distance between two clusters 
(Figure 4) is taken as the distance between their centers of 
gravity. The distance between the centers of gravity is 
determined by (6). 
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igure 4. Unweighted Pair Group Method 

with Centroid average (UPGMC) 

VIII. WEIGHTED PAIR-GROUP METHOD 
USING THE CENTROID AVERAGE (WPGMC) 

This method is similar to the UPGMC method, the on-
ly difference is that weights are used to account for the 
difference between cluster sizes (the number of objects in 
them). This method is preferable if there are assumptions 
about significant differences in cluster sizes. 

The clustering coefficient of a node is the probability 
that the two nearest neighbors of that node are themselves 
nearest neighbors. For example, as we are friends with 
our friend, so we are friends with his friends. The concept 
of friends of friends can also be found in social networks. 
Connection through friends of friends or friends at ambigu-
ous numbers may be submitted to the original node. That 
is, going through a huge amount of links, we can return to 
the starting point at the source node, as all nodes in the 
network are interconnected. Each node must be processed 
and analyzed, which is very time-consuming work. 

Using the example of one of the most popular social 
networks, such as Vk.com, which has been included in the 
top 10 most popular sites in Russia for several years, let's 
look at the task that the network has to face. The monthly 
audience of this site is 71 million people, this is the num-
ber of nodes involved in the social network. There are 
many more connections between these nodes. Let's as-
sume that the text information about one participant cor-
responds to the volume that fits on a standard A4 sheet.  
On average, a sheet contains 25 lines, each line containing 
75 characters of 8 bits each, i.e. the size of a single page is 
approximately 1.5 KB, and the amount of information for 
active users is about 105 GB. Based on the fact that this 
information is presented in the form of typewritten text 
and contains certain items (full name, address, place of 
study, etc.), it is structured and the easiest to analyze. In 
addition to text information, there is also information in 
various graphic and multimedia formats (drawings, pho-
tos, videos, audio), which is more difficult to structure 
and is not considered in this work. We can assume that if 
we consider a social network as an information network 
consisting of nodes and communication channels, it con-
tains 71 million nodes. Communication channels deter-
mine the interaction of users, i.e. their familiarity, and it is 
more likely that all users of the network are familiar with 
each other through their friends. Thus, we need to deter-
mine such connections, that is, find a route from one node 
to another, and then conduct an analysis. It is known that the 
number of routes will be equal to n!, where  is the number 
of nodes, that is, in our case, the number of routes is equal to 
71000000!. Based on the Stirling's approximation: 

n

 e 

! 2n n  n                                     (7)

After making calculations, the value of the number of 
routes is 10284000000 . Therefore, the total amount of infor-
mation analysis is 1.5 KB * 10284000000  which is much 
more than the original 105 GB. 

This volume must be analyzed every time a change 
occurs. The problem is difficult to understand and only AI 
can solve it. The more times It is used to solve the same 
type of problem, the faster it learns, and the more difficult 
this task is, the higher the level of intelligence. Training 
uses a large amount of data, which allows the AI to 
choose its own method and approach to training, and for 
complex network technologies, it is the basis for techno-
logical development.  

The most popular task for segmentation data mining 
requires that a given group be fragmented into internal 
homogeneous clusters in order to better identify different 
groups of people who share a common set of characteris-
tics. 
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Classical approaches model this problem on relational 
data. Each individual (data point) is described by a struc-
tured list of attributes. Indeed, in several scenarios, this 
modeling choice is an excellent proxy for dealing with con-
text-sensitive issues. However, such methodologies alone 
cannot answer the natural but non-trivial question: What 
does it mean to segment a population for which the social 
structure is known in advance? The first way to solve this 
problem can be defined in a complex network analog of the 
data mining clustering problem-Community Discovery. 

So far, many algorithms have been proposed for effi-
ciently and efficiently splitting graphs into connected clus-
ters, often maximizing specially adapted quality functions. 
One of the reasons why this task is considered one of the 
most difficult is its failure: there is no single, generally ac-
cepted definition of what a community should look like. 

With today's huge amounts of data generated by next-
generation networks, and the evolution of computing in-
volving coordination between edge and core platforms, 
the need for data center evolution will be paramount. The 
next-generation mobile capabilities in sensing, visualiza-
tion, and location will generate huge amounts of data that 
must be managed on behalf of network owners, service 
providers, and data owners. 

When developing and researching AI, several different 
systems and methods are distinguished: state-space 
search; natural language processing; knowledge represen-
tation; expert systems and decision support systems; ma-
chine learning and artificial neural networks; genetic al-
gorithms; multi-agent systems [4]. 

State-space search is when one of the search options is 
always in the focus of other artificial intelligence technol-
ogies. This method is a method in which there is a need 
and need to know which of the methods exist in order to 
perform a search and understand why everything is based 
on searching in the state space of an artificial intelligence 
system, as well as how and how artificial intelligence 
systems can use various types of heuristics. Natural lan-
guage processing-using this method, AI systems are able 
to communicate with users in a language they understand, 
not only by entering commands, but also by voice. 

Knowledge-based artificial intelligence systems use 
various formalizations that represent knowledge. There 
are still several such methods that are absolutely universal 
and to some extent reflect the ability of people to describe 
their knowledge. In addition, since the creation of the first 
knowledge-based systems, many mathematical methods 
have been developed to address the so-called factors of 
ignorance-completeness, unreliability, uncertainty, fuzzi-
ness, attenuation, and many others, which makes artificial 
intelligence systems able to work and make decisions in 
conditions of uncertainty, as a person does. 

Thus, the most important class of knowledge-based 
systems are expert systems, which in turn often form the 
core of various decision support systems. Expert systems 
include an extended knowledge base of any problem area 
that collects and integrates expert knowledge (dynamic 
systems are constantly updated) and allows to make deci-
sions based on them. 

Artificial intelligence is still far from being able to 
generate algorithms on its own, and it is still being helped 
by humans. To improve the quality of work, the algorithm 
needs to be constantly expanded, fixing existing methods. 

For example, for social networks, the method of expert 
systems is used, which allows you to process a large 
amount of information, and as a result gives a conclusion. 
Functional work requires a fast response of the analysis 
and processing system, which will help to form data clus-
ters in a timely manner to simplify problem solving in 
order to implement the tasks of social networks. 

One of the main tasks is to form social and target 
groups. These groups and clusters are formed in stages 
and take milliseconds of time. Also popular in social net-
works is AI, equipped with the following functions: video 
editing and photo editor, telephone operator, designer and 
spam defender, consultant, marketing psychologist, diag-
nostic assistant. 

An effective structure will help organizations gain 
confidence in their AI technology. This approach should 
go deep into AI in the enterprise and in the individual 
model to help ensure that key trust imperatives are inte-
grated and controlled throughout. It must continually 
evaluate and maintain control over complex, evolving 
algorithms, establishing methods, controls, and tools that 
provide anchors of trust throughout the lifecycle, from 
strategy to evolution. It should also provide clear guid-
ance to organizations and stakeholders in the various 
management and oversight functions [5]. 

IX. CONCLUSION

Performing tasks that are usually handled by humans 
is the main property of AI. These problems lead to the 
fact that our life is greatly simplified. Each appearance of 
new devices is reduced to the fact that their dimensions 
become minimal, and performance increases significantly. 
Many of these devices are equipped with special sensors 
that allow you to "communicate" with the network, with a 
person and with other devices, transmitting information 
through communication channels along various routes. In 
this case, you need to perform a large data analysis, which 
is capable of AI. After all, the task of statistics, collecting 
information, as well as storing information about a selec-
tion of objects, and ordering it is not an easy task even for 
AI, but it is still possible to solve. To help, the AI uses clus-
tering, the choice of which method depends on the goals 
and objectives set. AI intelligence, in turn, can provide reli-
ability, speed, and the ability to independently make deci-
sions on a number of tasks. However, as the level of inte-
gration of new technological architectures increases, the 
risks of security and privacy violations also increase. 
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ABSTRACT

The growing era of technology through the internet, Internet

of Things (i.e. IoT) has a powerful and strong industrial sys�

tem that provides an opportunity to grow and applications to

use ubiquitously. Its applications use sensor, wireless, mobile

and RFID technology devices. In recent years IoT applica�

tions are enhancing to being deployed as well as developed.

The IoT promises to have a great future era of the Internet

uses that involves machine�to�machine communication. 

It helps to enable the sensor network as well as technologies,

even IoT got involved in our day�to�day routine such that it

supports to control and to monitor a human being's mundane

by providing mobile access, remotely. Undoubtedly, remote

access is the incredible feature of the IoT which has been

given to this world. The main objective of IoT is to provide

remotely accessible at low�cost that too by often visits through

electronic devices. This paper presents the maximum possi�

bilities of challenges, applications, security issues and tech�

niques of IoT.

KEYWORDS: Internet of Things, IoT devices, applications,

Technologies
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I. Introduction 

In the era of growing the leverages of smart electronic 
devices with a high speed of IoT. It has gained a wide 
range of popularity with acceptance as the standard for 
the resources which have network constrain. Those em-
bedded devices and network things that have sensors 
which are interconnected through the networks either pri-
vate or public [1-3]. The IoT devices can be organized 
remotely so that one could perform the desired functional-
ity. In terms to share the information by using these de-
vices via a network that employs some standard commu-
nication protocols, which has been set for security pur-
pose. As figure 1 shows the connectivity held in between 
the IoT devices, it doesn’t matter wherever the devices 
are, this requires the wireless network, appliances, devices 
that support network connectivity. 

The upcoming years of IoT will change the real-world 
objects into smart virtual objects. The smart devices 
which are used to get connected vary from wearable de-
vices to the huge machines, where each device is having 
sensor chips to connect. Few of IoT devices are Lenovo 
smart shoes have sensor chips to support the fitness data 
to track and to analyze, even electrical appliances such as 
refrigerators, washing machines, microwaves, etc. can be 
accessed and controlled easily from a remote location, 
and the most renowned devices for IoT is the surveillance 
cameras that can be controlled remotely, no matter wher-
ever a person is in this world [4, 5]. IoT has taken over 
the community requirements too, apart from the field of 
the electronic devices for personal use.  

Figure 1. IoT Overview Model 

The plethora of smart devices give diversity to use its 
functionality such as to monitor a surgery, to detect the 
weather predictability of its condition, automobiles con-
nectivity, to track or to identify an animal, etc. there are 
uncountable areas where IoT serves the whole community 
whichever needs it. The data which has been collected 

through those electronic devices that process in the real-
time that improves the efficacy to the complete system. 
The futuristic IoT significance is evident because of its 
application which has been used in mundane life. In the 
case of growing field of IoT that evolves the rapid growth 
of the hardware techniques to improve the bandwidth 
through the incorporating cognitive radio which is based 
on the network that addresses under-utilization of the fre-
quency spectrum [6,7].  

Since the paradigm of IoT represents the interconnect-
ed networks collection as well as the heterogeneous de-
vices. So, it inherits the issues of conventional security 
that is related to computer networks. Moreover, the re-
sources constrain challenges towards IoT security of its 
sensors and devices that have limited memory and power.  

If we go back to see the previous years of IoT makes a 
tremendous effort to cope with its security issues, that 
approaches to have end-to-end IoT security. A recent sur-
vey [8], categorizes the issues arises in the security of IoT 
during the application, data, communication as well as 
architecture. The IoT threats are there for hardware, soft-
ware, applications as well as network components. There 
are security issues to analyse has been discussed by 
Granjal el.al [9]. The analysis of security has been pre-
sented and discussed by the work done by the researcher 
has been shown in the paper [10-15]. This targets an eval-
uation for Intrusion Detection Systems (IDS), compara-
tively. If it comes to provide the analysis of the issues in 
security of IoT the fog computing has been presented by 
the scientific work in the papers [16-18]. The contribu-
tions towards the IoT that provides security, access con-
trol, privacy, and confidentiality that also includes the 
security of the middleware layer [19]. These authors dis-
cuss the issues in IoT related to the privacy, security of 
data, trust management, the security of the network, au-
thentication, as well as IDS.  

Scientific researchers have searched the preservation 
mechanisms for privacy in IoT. Many researchers de-
scribe the security of computing multi-party security to 
enforce preventing IoT users’ privacy. The credit mecha-
nism to check and to attribute base on access control has 
been described as solutions to effect preservation of pri-
vacy. The possible threats and countermeasures for IoT 
based on cloud, many research works are there to identity 
and node compromising, location privacy, to add or to 
remove the layer, as well as key management for IoT 
threats while using cloud [20-22]. The architecture of the 
IoT compliance needs to implement privacy, security and 
trust. The trust model expects to provide data confidenti-
ality as well as data integrity while end-to-end communi-
cation makes possible by the mechanism for authentica-
tion. Furthermore, to evade improper data usage, the 
model for privacy needs to define access mechanisms and 
policies to decrypt and encrypt data [23].  

The rest paper has been organized as follows. In Sec-
tion 2, the security in IoT will be delineated. Section 3 
includes the architecture of IoT. After all of the preserva-
tives towards the IoT security and its hindrances, technol-
ogies of IoT will be discussed in section 4. In Section 5, 
challenges in IoT details are there, whereas Section 6 in-
cludes the possible applications in the field f IoT,  before 
concluding the paper in Section 7. 
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II. Security Issues in IoT

2.1 What is IoT? 
The IoT itself a wide range, and it is hard to define 

IoT in few words, the unique definition that is available 
universally acceptable by the world of IoT community 
users. “The IoT is an open, as well as a comprehensive 
network of the smart and intelligent objects, are capable 
to auto-organize data and resources, sharing information, 
to react and act in the situation as well as to be able to 
change inside the environment.” The IoT continues to be 
the most hyped and latest concept in the world of IT [25].  

The IoT has already attracted many lives and attention 
by its vision for a network of physical objects for global 
infrastructure that enables anytime, connectivity at any 
place from one to many things at a single time [26]. IoT 
has been introduced as a global network that allows the 
human-to-human, things-to-things, and human-to-things 
communications. It could be anything that connects as 
well as communicate smartly or intelligently better than 
ever before [27]. 

2.2 Requirements for IoT setup 
IoT is the huge world in itself. It is not the work of 2-3 

machinery as a part of the setup. It requires the need to 
secure hardware as well as software. This requires a large 
setup with a lot of embedded real-time connectivity use to 
build a proper IoT. To implement the IoT successfully, it 
requires the following: 

- Dynamic Resource Demand 
- The need for Real-Time  
- The demand for exponential growth 
- Applications availability 
- Protection of Data  
- Privacy of Users 
- Applications to consume efficient power 
- To execute the applications for nearby end-users 
Apart from above-mentioned prerequisites, IoT needs 

to access in an open as well as an interoperable cloud sys-
tem. This required the basic three components that are 
needed for seamless IoT and its computing. 

- Hardware: In IoT hardware required the compo-
sition of the sensors, CCTV, embedded devices to com-
municate, actuators, IP cameras, etc. which are needed to 
connect a hardware device to help in communication. 

- Middleware: In IoT, this is required to store the 
data and also supports the computing tools to analyse data 
with the analytical power of Cloud and Big Data. 

- Presentation: This is the broadcasting part of 
IoT, that helps to visualize the data and an interpretation 
tool that can be used to design several other applications. 

2.3 Security for IoT 
In terms to deploy the security, [28] several parame-

ters and mechanisms are required to be estimated which is 
mentioned below: 

- Privacy, Integrity and Confidentiality of Data 
(PIC) 

IoT is a huge platform to travel the data to communi-
cate which passes through the multi-hops exist in the net-
work; a proper mechanism to encrypt is needed to ensure 
the data confidentiality. It happens because of the assorted 
network, device and services to store the data on any de-

vice is prone to violate privacy rules of compromising 
nodes that exist in the IoT network. The IoT device is 
vulnerable to the attack that causes an intruder to impact 
the integrity of data by modification of data storage for 
malicious purposes. 

- Availability of Services 
The attacks on the devices in IoT hinder the service to 

provide by the conventional Denial-of-Services (DoS) 
attacks. Several schemes include the jamming intruders, 
sinkhole attacks or replay attacks that exploit the compo-
nents of IoT at different layers to wane the QoS to pro-
vide IoT users. 

- Accounting, Authorization, and Authentication 
(3A). 

IoT communication security requires the authentica-
tion in between the two parties to give them the legal ac-
cess for their privilege services, for this, an authenticated 
device is mandatory. The mechanism of authentication’s 
diversity for the existence of IoT is lying majorly for the 
heterogeneous diversity for its fundamental architecture 
and its environment that supports devices of IoT. These 
ambiences pose a challenge to define its standard protocol 
globally to authenticate in IoT. Correspondingly, the 
mechanisms to authorize for ensuring the system access 
or to provide authorized user, it needs a proper authoriz-
ing implementation and authenticating implementation 
results in a reliable environment to ensure an environment 
to secure communication. Accounting of the resource 
usage, with its auditing as well as reporting, gives a trust-
worthy mechanism to secure the network management. 

- Efficiency for Energy 
The devices in IoT are typically resource-constrained 

as well as are characterized by less storage and low pow-
er. The IoT architecture results in an enhancement to con-
suming energy by network flooding and IoT resources 
exhausting by forged and redundant service request. 

III. IoT Architecture

At the end of 2020, 25 billion things are expecting to 
be connected [29] which is in a large number, so the exist-
ing Internet Architecture with the TCP/IP protocols which 
have been adopted in 1980 [30] that cannot able to handle 
a huge network as large as the IoT that cause a need for 
the latest open-architecture that address different security 
as well as QoS issues and it supports the existing applica-
tions of the network by using the open protocols [31]. 
Without an appropriate privacy assurance, as IoT is not 
likely in terms of adopting by many IoT users [32]. 
Hence, the fortification of IoT users’ privacy and data are 
major IoT key challenges [33]. 

According to the further IoT development, a number 
of the multilayer architectures for security have been pro-
posed. As per the paperwork [34], describes the three-key 
level of IoT architecture, whereas [35] mentioned the 
four-key IoT architecture level of its security, and [36] 
described the five-layer architecture by using the superla-
tive features of Internet and Telecommunication Man-
agement architecture based on the TCP/IP as well as 
TMN models, respectively. Correspondingly, six multi-
layered architecture has been proposed which is based on 
the hierarchical structure of the network [37]. As shown 
in figure 2, about the six-layer architecture of IoT which 
have been described below in details: 
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Figure 2. IoT Architecture Layers 

- Coding Layer: This is the foundation layer of 
IoT that provides identification to the interest objects. In 
this layer, each object is allocated a unique ID that makes 
it much easy to discriminate the objects [37]. 

- Perception Layer: In this layer, a physical mean-
ing is provided to each object. It constrains the sensors of 
data in distinct forms such as RFID tags, IR sensors and 
other networks of sensors [38] that could able to sense the 
humidity, location, temperature, speed, etc. of the objects. 
This layer collects the important information of each ob-
ject from its sensor devices which is linked with them as 
well as converts the existed/received information into the 
digital signals so that they can pass for the further action 
on the Network Layer. 

- Network Layer: This layer having the aim to re-
ceive the important information that too in the form of the 
digital signals from its second layer i.e. Perception Layer 
as well as transmit it to its processing system exists in its 
fourth layer i.e. Middleware Layer by the transmission 
medium such as Bluetooth, WiMax, WiFi, Zigbee, 3G, 
GSM, etc. with its protocol such as IPv6, IPv4, DDS, 
MQTT, etc. [39]. 

- Middleware Layer: In this layer, the information 
is received from its sensor devices [40]. It contains tech-
nologies such as ubiquitous computing that assures the 
direct access to its database to collect the entire important 
information in it. By using the Intelligent Processing 
Equipment (IPE), the processed information, as well as a 
fully automatic action, has been taken which is based on 
its information for its processed results. 

- Application Layer: In this layer, IoT applications 
for all type of industries that are based on its processed 
data due to the promotion of its application to develop the 
IoT, so this application layer is very important in the large 
scale to develop the IoT network [36]. Those applications 
which are related to the IoT for smart transportation, 
smart homes, smart planet, etc. 

- Business layer: In this layer, helps to manage the 
IoT applications as well as services which are responsible 
for all the IoT related research. It creates various business 
model to affect business strategies [41]. 

IV. Technologies of IoT

Initially, IoT was inspired by the community of RFID 
to discover information possibility to tag the object for 
browsing an address of internet or database entry of inter-
net, so that it correspondingly for an RFID or its near field 
communication technologies [42]. In the paperwork [43], 
technologies related to IoT such as RFID, nanotechnolo-
gy, intelligence embedded technology, and the sensor 
technology have been introduced. Other technologies 
such as RFID, 2D barcode, and NFC allow identifying the 
physical objects to refer over the internet. IoT integrated 
the RFID with sensor technologies, so that hardware de-
vices can get connected with the internet resources, ubiq-
uitously. The trending IT industry waves, since the com-
puting field application, global roaming technology and 
communication network technology has been applied. 
Additionally, it includes the sophisticated technologies of 
communication network and computer, so that it could 
support the IoT technologies, for instance, remote com-
munication technology, information technology, remote 
information transmission technology, controlling technol-
ogy, sea measures intelligence analyzes, etc. [44-46]. 

- RFID 
Radio Frequency Identification (RFID) transmits an 

object’s identity or a person’s identity through the radio 
wave, wirelessly, in the form of given serial number. The 
major RFID components are antenna, reader, access con-
troller, server, reader and software [47]. It is more se-
cured, reliable, accurate, efficient and inexpensive. It has 
extensive wireless applications range for instance patient 
monitoring, tracing, military apps, distribution, etc [48]. 

- EPC 
Electronic Product Code i.e. EPC, a 64 bit and 98-bit 

code on an RFID tag that is electronically recorded and 
envisioned to create an enhancement in the system of 
EPC barcode. EPC global organization is responsible for 
its standardization of EPC technology that has created the 
EPC global network, to share the RFID information. It 
has main four components i.e. EPC Discovery Service, 
Object Naming Service, EPC Security Services, and EPC 
Information Services. 

- Barcode 
This is just a distinct way to encode numbers as well 

as letters to use the bar combination and to space the 
changing width. [49], Barcode is optical on the machine 
to read labels which are attached to its items to record the 
related item information. In recent times, the system of 
QR code becomes renowned outside the industry of au-
tomotive because of its huge capacity to store and to read 
faster as compared to the standard. Majorly, three kinds of 
the barcode are there i.e. Numeric, 2 Dimensional and 
Alpha Numeric. This is designed to read by the machine. 
Generally, it is readable by the laser scanners. It can be 
readable by using cameras. 

- Wi-Fi 
Wireless Fidelity i.e. Wi-Fi, is a technology for net-

working to allow the computers as well as its other devic-
es for communicating over the signal wirelessly. The fa-
ther of Wi-Fi is Vic Hayes. [50], the predecessor to Wi-Fi 
has been invented by NCR Corporation in the year of 
1991, in Nieuwege, Netherland. The very first wireless 
products have been brought on the market with its speed 1 
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Mbps to 2 Mbps, under the name of WaveLAN. Millions 
of WLAN connectivity has been delivering Wi-Fi at 
homes, offices, even at the public or private locations 
such as café, metros, restaurants, railway stations, air-
ports, etc. There are a lot of technologies that contain the 
kind of WLAN product to support IEEE 802.11 with du-
al-band, 802.11b, 802.11a, 802.11n and 802.11g.  

- IP 
IP stands for Internet Protocol. This is the crucial net-

work protocol which is used on the internet. It has been 
developed in the years of 1970s. The principal communi-
cation protocol is IP, exists in the Internet protocol suite 
to relay datagrams over the boundaries of the existing 
network [42]. It has five classes that range in the IPv4 i.e. 
Class A, Class B, Class C, Class D, and Class E, whereas 
only the Class A, B and C are majorly used classes. The 
real protocol gives the 4.3 billion addresses of IPv4, alt-
hough, IPv6 will be ominously argument the availability 
to the addresses up to 85000 Trillion. IPv6 is majorly 
used in this 21st century that supports addresses approxi-
mately 2128. 

- ZigBee 
This is one of the protocols which have been devel-

oped to enhance the WSN’s features. ZigBee Technology 
has been formed by the ZigBee Alliance in the year of 
2001. The important ZigBee’s characteristics which have 
low data rate, moderately short transmission range, scala-
bility, low cost, flexible protocol design, reliability [51]. It 
is the wireless network protocol that has low power, based 
on the IEEE 802.15.4. ZigBee ranges around the hundred 
meters as well as 250 kbps bandwidth. The topologies of 
ZigBee work as a cluster tree, mesh, and star that is broadly 
used in digital agriculture, home automation, medical 
monitoring, power systems and industrial controls. 

- Bluetooth 
This is the technology that is short-range radio tech-

nology and inexpensive wireless technology. It eliminates 
the proprietary need of cabling in between the devices, for 
instance, notebook PCs, PDAs, handheld PCs, printers 
and cameras within its effective range i.e. 10 to 100 me-
ters. Generally, to communicate via Bluetooth at less than 
1 Mbps, it uses the IEE 802.15.1 standardized specifica-
tion. Firstly, in the year 1993, Ericsson Mobile Commu-
nication Company initiated the project which is named as 
“Bluetooth”, is the creation of PAN i.e. personal area 
network. Bluetooth device set shares a mutual channel to 
communicate which is known as Piconet. This Piconet 
can share data within 2 to 8 devices at a period, and this 
data could be a sound, video, text and picture. There are 
more than a thousand companies that comprise by Blue-
tooth Special Interest Group with Cisco, Intel, Ericsson, 
Motorola, Toshiba, Aruba, and HP. 

- Actuators 
It converts the energy into the motion. This means the 

actuator drives motion into the mechanical system. It 
takes electric current, hydraulic fluid and some different 
power source. It can create the rotary motion, oscillatory 
motion and linear motion. Typically, cover short distances 
up to 30 feet that can communicate less than 1 Mbps. It is 
used in the applications of industrial and manufacturing. 
Mainly, it has three kinds i.e. electrical, pneumatic and 
hydraulic, whereas electric actuators used commonly, 
hydraulic actuators and pneumatic actuators system al-

lows increasing the torque and forcing from the smaller 
motor. 

- WSN 
Wireless Sensor Networks consisting the autonomous 

devices by using sensors to cooperate environmental con-
ditions as well as physical conditions, for instance, sound, 
temperature, pressure, pollutants, vibration, at distinct 
locations. WSN is the most important element in the par-
adigm of IoT [52].  IoT based WSN has received incredi-
ble attention in several areas such as home security, mili-
tary, accurate agriculture monitoring, healthcare, habitat 
monitoring, manufacturing, flood detection, forest fire, so on.  

- NFC 
NFC stands for Near Field Communication, is a set of 

wireless technology that is for short-range i.e. 13.56 MHz, 
which is approximately equal to the distance of 4 cm. 
This technology makes the life more convenient and easi-
er for its users around the world to make it easy for ex-
changing the digital content, connect electronic devices 
and transactions, such that they could connect with a 
touch of electronic devices. It allows the wireless net-
works instinctual initialization of NFC complementary to 
the Bluetooth. 802.11 With its capacity up to 10 cm to 
support its long-range distance. It works in the untidy 
environment that doesn’t need the line of sight simple as 
well as easy for the connection method. It has been first 
invented by the Sony and Philips companies. In this, 424 
kbps is the data exchange rate, whereas the consumption 
of power during the time of reading data in the NFC 
which is under 15 ma. 

- AI 
Artificial Intelligence i.e. AI refers environment of 

electronic that is responsive as well as sensitive in the 
people’s presence. In an ambient smart world, electronic 
devices work in the concert to support the people for car-
rying out their mundane life activities in a natural way to 
use the Information & Intelligence which is in its con-
nected network devices, hideously. This system has char-
acteristics such as context awareness, embedded, adap-
tive, anticipatory, and personalized. 

- Cloud Computing 
This is the only technology that analyzes as well as 

store the data. Intelligent computing technology has an 
ample amount of server are congregated on one platform 
of cloud that allows resource sharing to be accessed at any 
place or time. It is the most valuable part of IoT, apart 
from converging sensors, it also processes on enhanced 
analyzes, and power of the important information which 
is received by the sensors as well as provide the good 
space capacity to store data. The potential of cloud com-
puting contains the zillionths of sensors that give a mas-
sive advantage, as well as help IoT to be dependent over 
cloud computing. 

- Optical Technologies 
The increasing fast development in the field technolo-

gies that includes optical technologies, such as Cisco’s 
BiDi and Li-Fi, it could be an important breakthrough in 
IoT development.  

- Nano Technologies 
The smallest and enhanced version of the intercon-

nected things, it can reduce the system consumption by 
making it enable for device development with the na-
nometer scale, to be used as an actuator and sensor as a 
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normal device. This Nano device has been made up of 
nano-components that result in networking to define a 
new paradigm that uses the Nano-things on Internet. 

- Network Technologies 
In the IoT success, these technologies have played an 

important role. This is the huge network that provides a 
connection between the objects. It provides us with the 
effective, huge and fast network that covers a huge num-
ber of the devices which is potential in the network. This 
modern era fully dependency over ubiquitous computing 
needs super powerful, super-efficient, as well as super-
fast growing generation of the wireless system. Likewise, 
short-range communication between the network, tech-
nologies like Wi-Fi, Bluetooth, Infrared, etc. are famous 
to use.  

- MEMS 
This micro electro mechanical system (MEMS) is a 

combination of the mechanical and electrical components 
that work together for providing the numerous applica-
tions to include actuating and sensing, that uses it com-
mercially in various areas in the form of accelerometers 
as well as transducers. The combination of MEMS and 
Nanotechnologies provides a cost-effective solution to 
improvise the IoT system communication. The other ben-
efit is to reduce the size of actuators and sensors to inte-
grate the computing devices ubiquitously, as well as the 
frequency higher range. 

V. IoT PRIVACY CHALLENGES  

With the help of using IoT, everything seems easy as 
it makes a person and an object addressable and locatable 
to make human life easier comparatively than earlier, 
however the lack in the confidence about the privacy and 
security to the data of the users. The ubiquitous adoption 
of the IoT that have a sturdy secure infrastructure, even 
though it includes some concerns related to its privacy as 
below: 

- Breaching Sensor Nodes Security 
The sensor vulnerability by the attacks includes the 

bidirectional sensor network. The other data transmission, 
data acquisition is possible too. The attacks including 
tampering, flooding, jamming, Sybil, and other attacks 
make breaching of the sensor nodes, even after providing 
the best possible security system. 

- Abusing Cloud Computing 
The huge network of the cloud computing that con-

verge servers by allowing the resource sharing in between 
them, such kind of sharing resources faces a lot of threats 
in there security such as phishing, man-in-the-middle, etc. 
There are important steps that have been taken to ensure 
the security of IoT. Cloud Security Alliance i.e. CSA has 
been introduced a few possible threats such as Data Loss, 
Malicious Insider, Hijacking Accounts, Monstrous use of 
computer sharing, and others. 

- RFID Illicit Access 
The tags in RFID help to access the authenticated user 

as it contains the details about the users. The exposure of 
any credential information or data of the user by any un-
authorized user can create severe damage to the user data. 
Few real-life RFID threats include side channel, RFID 
virus, SpeedPass Hack, or other attacks that could harm 
the data. 

- Limitation of Resources 
The resource-guarded IoT architecture is the major 

hindrance to define the security mechanism robustly. 
Contrastingly, those paradigms which are conventionally 
limited by the cryptographic algorithms to work under 
those constraints that provide multicasting as well as 
broadcasting which is needed to exchange its certificates 
or the key. This storage and energy are needed to cope 
with in the situation to provide an accomplished imple-
mentation for communicating IoT protocols with com-
plete security. Entailing the protocols are redesigning to 
be ample energy-efficient and light-weighted, despite 
needing the complex structure of computations to im-
prove the techniques for energy harvesting. 

- Security Protocols Interoperability  
IoT mechanisms for its global security for standardiz-

ing it and its protocol so that it could be implemented at 
the different layers which are required to be interoperated 
by using the conversion mechanism. It becomes effective-
ly by using the security standards combination lying at 
each layer, within the global mechanism. 

- Range of Heterogeneous Devices 
This gives the vast range to vary from small sensor 

devices that have low power to the high-end servers, 
which is needed to be implemented in the security frame-
work of multi-layer security. It makes itself to adapt in the 
environment with the existing resources, to make the de-
cisions related to the selection of the IoT layers security 
mechanisms, before the process to provide the services to 
the end-users. Dynamically adapting the security frame-
work of the IoT architecture’s required intelligence, such 
that resources standardization in the IoT architectures can 
be deployed.  

- Failure Single Points  
There are numerous architectures, networks, and pro-

tocols exist in the paradigm of IoT, heterogeneously. Due 
to this reason, it becomes more deployable to each exist-
ing point. Mechanisms of IoT and its standards have been 
introduced to reduce the redundancy to keep in the view 
for trading-off in-between the reliability and the cost of its 
complete infrastructure. 

- Trust Managements & Updates 
This is the most open issue for the future work into re-

search that provides trust management and the scalable 
management, and to update the existing software into 
zillions of IoT devices. The major problem with its relata-
ble data is to make it reliable and secure for the owner of 
the IoT device by the government. Data Privacy, as well 
as Supply Chain, is the open research area for the re-
searcher as it has violation in the wide range. Block tech-
nology is enabling for the solution to secure IoT, even 
though, this itself impose the research challenges to be 
handled through its efficiency, key collision, regulations, 
scalability as well as arbitration. 

- The Vulnerability of Firmware/Hardware 
The low power, as well as low cost devices, is ubiqui-

tously becoming trendy. In this, IoT architecture becom-
ing more exposed to the vulnerabilities related to its 
hardware, not related to its physical malfunctioned. Even, 
the algorithm implementation for its security lying in its 
hardware, packet as well as routing to process its mecha-
nisms which requires verification before IoT get de-
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ployed. There is a different standard to verify the proto-
col, so that no intruder can crack the existing system. 

- Vulnerable BlockChain 
The security of IoT is robust and approaching for the 

system of block-chain which is highly vulnerable. The 
mechanism is depending on the power of miner hashing 
that can be compromised in a few manners. Sometimes, 
the attacker hosts the block-chain to make the private key 
for limiting the random exploitation. Its efficient mecha-
nism is needed to define the assurance of the transaction 
privacy, that avoid attacks in a race that gives result the 
double spending, during the time of transaction. 

VI. IoT APPLICATIONS

Mostly, mundane leveraging applications we normally 
visualize them user-friendly and easy to communicate 
with each other. It helps to use a wide range of infor-
mation sharing for pioneering applications. Several exist-
ing emerging applications provide autonomously capable 
to enhance the quality of living standards. Majorly, real-
time applications are becoming popular such as a self-
driving car with the traffic evaluating by real-time, condi-
tions of road as well as the weather or some other crucial 
information that is being exchanged by those applications 
of IoT. Few of IoT applications are mentioned below in 
this section.  

- Smart Environment: It helps to predict the natu-
ral calamities which are going to happen in the coming 
future such as earthquakes, flood, etc. It is possible be-
cause of the emerging innovative IoT applications that 
help to monitor environmental pollution.  

- Smart Traffic System: It makes enables to detect 
the congestion in transportation, that provides the feature 
such as reporting accidents, detection of being theft, traf-
fic jam, climate-changing situation, etc. It provides the 
smart city idea to manage a traffic system according to the 
existing situation by predicting it through the IoT applica-
tions. 

- Smart Hospitals: IoT applications are quite re-
nowned in the flexible hospital environment by using the 
RFID tag to evaluate patient’s blood pressure, oxygen 
level, heart rate, temperature, etc. It helps a lot during the 
time of emergency while cardiac attack. 

- Smart Home: For monitoring the household utili-
ties such as water supply, energy consumption and me-
ters. These IoT applications help to save the utilities by 
detecting in advance so that it could save the wastage of 
water, electricity or other household utilities. For instance, 
the garden gets water as per their need, or alarm will buzz 
while water leaks, and so on. 

- Smart Retailing: RFID with IoT provides benefit 
to the supply chain or the retailers. In this, equipped RFID 
products can be tracked in the existing stock, so that it 
could get detected during shoplifting. It helps to track 
overstock, sales chart as well as effective strategy graph. 

- Smart Agriculture: The IoT application helps in 
monitoring the light, soil nutrition, humidity, etc. so that it 
helps to improve the GreenHouse experiencing by the auto-
matic adjustment of the temperature for maximizing the pro-
duction. The precise level of water and fertilization to im-
prove the quality of water as well as to save the fertilizers. 

VII. CONCLUSION

Gradually, IoT is bringing incredibly technological 
changes in people mundane life. It turns into help for 
making a happier life which is comfortable, simple and 
easy to live due to the various applications and technolo-
gies of IoT. IoT is universally standardized with no stand-
ard definition. User-to-user application has been varying 
that needs to be interoperable. IoT is there to use for glob-
al governance with standard protocols for better future. 
This is vast in its usage by its applications into areas such 
as industrial, transportation, governance, implementation, 
habitat, education, mining, medical, etc. The global 
mechanism to secure the IoT layers is important due to its 
diverse IoT resources. This paper outlined future research 
areas for making IoT more efficient, scalable, and reliable 
for its security solutions. 
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ABSTRACT

From the moment the air/aero/aerial objects appeared the

necessity of monitoring for them arose and were solved

using different tools, such as radio communications, radio

direction finding, radar and others. With the advent of glob�

al satellite navigation, the massive introduction of naviga�

tion equipment began in almost all areas of human activity

and especially in mobile (moving) objects (cars, aircraft,

ships, etc.). This allowed aircraft crews to accurately deter�

mine their coordinates in real time under any weather con�

ditions. However, the organization of uninterrupted data

transmission to ground control centers remained problem�

atic. In this regard, aircraft monitoring systems were prima�

rily installed on military and civil aircraft, while the other

categories and types of aircraft were equipped only with

communication systems. Thus, currently, there is the lack of

navigation devices allowing flight monitoring and commu�

nication in small aviation. As a result, in case of emergency

landing of small aircraft, it takes a lot of time and effort to

find its location, therefore providing emergency assistance

to passengers and crew is not possible.

This problem can be solved by the system for determining

the location of small aircraft using technologies of global

navigation satellite systems and mobile satellite communi�

cations. This system includes devices for registering the

location of the observed object, transmitting data via mobile

cellular and satellite communications, processing, storage

and displaying of data. The proposed system, by continu�

ously recording and transmitting aircraft location data to

the ground control center, helps minimize time and narrow

the search area of the aircraft that made an emergency land�

ing.

KEYWORDS: monitoring of flight trajectory, monitoring,

small aircraft, global navigation satellite system, satellite com�

munication, flight safety
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INTRODUCTION 

Small aviation is backbone of general aviation (GA) 
and provides transportation of passengers and cargo, as 
well as agricultural, patrol, medical, training and other 
needs of the population and country. The category of 
small aircraft (AC) includes light and ultralight aircraft, as 
well as unmanned aerial vehicles weighing 10 kg or more. 
To date, the number of small aircraft is 89% of total num-
ber of aircraft. At the same time, small aircraft market 
continues to grow rapidly [1, 2] and requires the im-
provement of safety system, high-precision control of 
aircraft movement and elimination of errors based on 
misunderstandings between the pilot and dispatcher. 

According to the Interstate Aviation Committee 
(IAC), in 2018, in civil aviation of states parties to inter-
state Agreement on Civil Aviation and the Use of Air-
space, out of 58 aircraft accidents, 35 occurred with par-
ticipation of small aircraft, as a result of which 44 people 
died. The main reasons for these incidents are human fac-
tor and equipment malfunction [3]. 

When flying small aircraft on a terrain that is so re-
mote from radars that tracking their flight is impossible, 
in the event of an accident or catastrophe, the search for 
an aircraft emergency landing site is a difficult task, im-
plementation of which requires significant time costs, 
which leads to a decrease in likelihood of saving people 
lives. 

It is possible to significantly reduce the time and nar-
row search areas for aircraft that has made an emergency 
landing by providing continuous informing ground con-
trol points with navigation information about the flight, 
including data on the trajectory and flight parameters. In 
modern flight control systems, for navigation purposes, 
GPS / Glonass devices are used, which only let crew 
know the coordinates of aircraft without transmitting data 
to ground control points. Uninterrupted transmission of 
reliable navigation data from the global navigation satellite 
system (GNSS) in real time can be organized using latest 
advances in signal transmission through low-orbit mobile 
satellite communication systems [4,5]. 

In this regard, the creation of a monitoring system for 
flight trajectory of small aircraft using GNSS and low-
orbit satellite communication systems is an urgent task. 

Literature review 

Determining the location and parameters (speed, ac-
celeration and direction of movement) of aircraft (AC) 
movement in space is one of the main tasks of navigation. 
Geotechnical, astronomical, radio-technical and lighting 
navigation aids can be used for the purpose of ground-
based determination of location and parameters of aircraft 
movement [6]. The most common are radio navigation 
aids based on the emission and reception of radio waves 
by airborne and ground radio technical devices and meas-
urement of radio signal parameters, carrying navigation 
information. The main system of radio navigation aids is 
radio navigation system (RNS). The RNS classification is 
shown in Figure 1 [7]. 

Figure 1. Classification radio navigation system 

Currently, aircraft flight monitoring is carried out us-
ing the following systems [8]: 

– s ort-range navigation and landing radio systems
(VOR / DME – VHF Omni-directional Radio Range / 
Distance Measuring Equipment and ILS – instrument 
landing system); 

– ong-distance navigation radio systems;
– satellite radio navigation systems (a system with the

technology of automatic dependent surveillance-broadcast 
ADS-B – Automatic dependent surveillance-broadcast 
ADS-B). 

Short-range navigation radio systems used are inte-
grated radio navigation systems, including onboard 
equipment and ground-based omnidirectional azimuth-
rangefinder radio beacons and radio beacon groups. Prin-
ciple of these systems operation is based on determining 
range and azimuth of observed object in relation to the 
ground radio beacon. 

The system allows determining the coordinates of the 
aircraft not only on board, but also at the ground point. 
For ground determination of the range R and azimuth θ of 
the aircraft relative to the radio beacon (Figure 2), the 
ground beacon transmitter sends sounding pulses, which 
are relayed by the aircraft on-board equipment and then 
received by the ground equipment. Range R BC from this 
radio beacon is calculated based on the measured time 
delay of the response signal compared to interrogation 
signal. Azimuth θ is determined from angular position of 
radiation pattern at time of response signal arrival [9]. 

Figure 2. Scheme for determining the position of aircraft 
by the goniometric-rangefinder method 

Short-range radio systems allow solving the following 
tasks: 

– continuous determination of aircraft position both on
board and on the ground; 
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– performing a flight along a given route;
– taking the aircraft to any given point, regardless of

visibility conditions, indicating the moment of approach 
to the point and moment of its passage; 

– i plementation of controlled cloud penetration and
landing approach; 

– observation from the ground by all-round visibility
indicator (IKO) for aircraft, determination of their coordi-
nates and aircraft identification, if they are equipped with 
aircraft identification system equipment. 

Radio engineering system in short-range navigation 
operates on ultrashort waves, so the exchange of signals 
between aircraft and ground beacon is possible only at 
line-of-sight ranges, which mainly depends on flight alti-
tude, for example, at a flight altitude of 10 km, the range 
is up to 380 km. In mountainous areas and in the presence 
of obstacles in path of ultrashort waves propagation, the 
range of system decreases. 

The most common radionavigation approach system is 
the glide path system. This system consists of localizer 
and glide path radio beacons, forming a landing and radio 
beacon group and emitting radio signals into space. Lo-
calization and glide path beacons are installed in close 
proximity to the runway (runway). Reception and pro-
cessing of beacon signals by onboard equipment provides 
guidance of the aircraft in horizontal plane (along the 
course) and in the vertical plane (along the glide path). A 
schematic representation of aircraft landing process using 
the course-glide path system is shown in Figure 3 [10]. 

Figure 3. Scheme of aircraft landing 
on the course-glide path system 

Pulse-phase and phase long-range navigation radio 
systems are widespread, since they allow objects to de-
termine their coordinates when they are not in the line of 
sight of radio beacons. These systems use ultra-long 
waves, for which there is a weak dependence of the atten-
uation of the field strength on the distance, which makes 
it possible to ensure the range of the system more than 
900 km [8]. 

The basis of long-distance navigation radio systems 
are reference stations with known coordinates, which only 
send navigation signals. In turn, the on-board equipment 
of aircraft receives and processes signals. 

To determine the coordinates of the aircraft, the dif-
ference-ranging method is used, based on the construction 
of lines of equal difference distances. The principle of the 
differential-rangefinder method is to measure time differ-
ence between the arrival of signals from pair of stations 
using a receiver indicator. This difference defines the line 
of position of aircraft in hyperbola form. To determine the 

exact coordinates of the aircraft, at least two pairs of sta-
tions are required [9]. 

Long-range radio-technical systems solve the follow-
ing tasks: 

– de ermination of aircraft location using special maps
with a hyperbolic grid; 

– determination of flight navigation elements;
– re aying signals for transmitting the coordinates of

aircraft in distress and when searching for crews that have 
made an emergency landing. 

The most advanced are satellite radio navigation sys-
tems. System with ADS-B technology allows monitoring 
the aircraft movement and receiving aircraft movement 
parameters both on board the aircraft and at ground 
points. This system is characterized by highest accuracy 
of aircraft navigation parameters determination among all 
known systems. ADS-B is based on GPS global positioning 
system or inertial navigation system for determining the 
exact coordinates of an aircraft in space [11]. 

Aircraft equipped with ADS-B technology are capable 
of transmitting information: course, altitude, horizontal 
and vertical speed, to other aircraft, as well as to ground 
points located at a distance of up to 440 km. 

When using a system with ADS-B technology, an ac-
curate map of aircraft location is displayed on radar sta-
tion screens for aircraft movement and on the aircraft 
board. 

System with ADS-B technology (ADS-B) consists of 
the following components (Figure 4): 

– transmitting subsystem, which performs the func-
tions of generating and transmitting reports on the sending 
aircraft / vehicle / obstacle; 

– data line broadcasting mode;
– receiv ng subsystem, which includes the functions of

receiving and assembling reports on the receiving aircraft 
/ vehicle or in the receiving ground system. 

Figure 4. System components with ADS-B technology 

During the system operation with ADS-B technology, 
aircraft determines its position using the GNSS system, 
then transmitter installed on aircraft transmits data via a 
radio signal. The radio signal is received by receivers 
installed on other aircraft and ground points, where the 
received information is processed. The main advantages 
of radio navigation aids are their ability to operate in al-
most any meteorological conditions day and night, to 
make measurements with high accuracy and determine 
absolute coordinates of aircraft and ground speed. 

However, radio equipment is subject to natural and 
organized interference, limited in range, and accuracy of 
their measurements decreases as aircraft moves away 
from the ground subsystem and radar landmark. In this 
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regard, use of radio-technical navigation means is impos-
sible to ensure continuous monitoring during flight and 
location determination in case of accidents and disasters 
of small aircraft. 

Flight trajectory monitoring system for small aircraft 

The developed system for flight trajectory monitoring 
of small aircraft is an automated system that collects te-
lemetry and navigation data, data transmission using mo-
bile cellular or satellite communication systems, receiv-
ing, processing, archiving data and issuing information to 
system users. 

The system contains three main components –
terminal, data processing center (DPC) and dispatch cen-
ter (DC). Main components of the terminal are: naviga-
tion module, communication modules, barometric sensor 
and terminal status sensors. The terminal is installed on 

board aircraft and provides registration of input infor-
mation (telemetry and navigation data) about state of 
monitored aircraft and data transmission via mobile cellu-
lar or satellite communications to data processing center. 
Data center provides automatic, continuous and parallel in 
time data reception from all registered terminals, data 
processing and archiving, and provision of processed data 
to the DC. Control center displays position data and other 
aircraft parameters, which simplify aircraft identification 
and search operations in the emergency event. 

Algorithm of the system for small aircraft 
flight trajectory monitoring 

The algorithm for small aircraft flight trajectory  mon-
itoring is presented in form of a UML (Unified Modeling 
Language) activity diagram (Figure 5). 

Figure 5. Monitoring system activity diagram of small aircraft flight trajectory 
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The terminal status sensors (terminal integrity sensor 
and cable control sensor) and the terminal barometric 
sensor are always on. When aircraft is raised to an alti-
tude, barometric sensor registers the change in atmospher-
ic pressure and terminal modules are switched on. 

Further, the main telemetry and navigation data are 
formed: measurement of atmospheric pressure, determina-
tion of aircraft location, time and date, battery charge lev-
el, data registration from sensors for monitoring the integ-
rity of the terminal. The received data is saved on the ter-
minal memory card. 

During a communication session, which occurs with a 
predetermined period, accumulated data packet is trans-
mitted to data processing center mainly via GSM mobile 
cellular communication, and in its absence – via Iridium 
mobile satellite communication. The controller of aircraft 
flight trajectory monitoring system can change data 
transmission frequency during the communication session 
with terminal. 

Data processing center receives data from the termi-
nal, performs data integrity control using a cyclic redun-
dancy check (CRC) in order to identify erroneous data 
and process them. When processing the data, authoriza-
tion of flight is established and analysis for the presence 
of an emergency situation. In cases of observation of an 
unauthorized flight or detection of an abnormal situation, 
for example, an aircraft crash (a sharp increase in pressure 
registered by a barometric sensor), violation of terminal 
integrity, absence of a signal from the terminal, and oth-
ers, system provides for notification of the situation of 
responsible persons, as well as a system message to the 
dispatcher on duty. 

All collected information, including about sent alarm 
notifications, is archived in the data center and simultane-
ously displayed in the dispatch center in the form of a 
terminal location map, graphs of monitoring sensor read-
ings and aircraft information (registration number, model, 
owner, operator, flight hours, latest technical service). 

CONCLUSION 

Implementation of proposed system for monitoring 
flight trajectory of small aircraft will allow continuous 
small aircraft trajectory monitoring and flight parameters, 
remotely identify registered air objects and collect statis-
tical information about their flights. As a result, the level 

of flight safety of small aircraft will increase. 
The use of system is also of great social importance, 

since in the event of an accident or catastrophe, system 
will minimize the time it takes to detect an aircraft emer-
gency landing (catastrophe) site and reduce the aircraft 
search area, which will increase the likelihood of saving 
people. 

Thanks to the system application, it will be possible to 
carry out technical control over the fleet of small aircraft, 
to reveal facts of unauthorized aircraft flights, to control 
the activities of public and private owners of small air-
craft. 
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20TH EDITION OF GLOBAL SYMPOSIUM FOR REGULATORS
RESPONDS TO CHALLENGES OF DIGITAL TRANSFORMATION 

IN THE WAKE OF GLOBAL CRISES AND BEYOND

New GSR�20 Best Practice Guidelines highlight key role of regulators and policy�makers in “building back better”

Geneva, 03 September 2020. Promoting an adaptive, resilient and collaborative regulatory system is key to “building

back better" and advancing digital transformation for all, according to participants at ITU's 20th edition of the Global

Symposium for Regulators (GSR�20), held virtually from 1 to 3 September.  

Regulatory authorities that gathered at GSR�20 agree that in the wake of COVID�19 digital regulation can boost the

readiness of digital markets to face unexpected events and emergencies and deliver up to the expectations despite the odds.

Accordingly, they have adopted GSR�20 Best Practice Guidelines: The gold standard for regulation to respond to the chal�

lenges of digital transformation in the aftermath of global crises and beyond.

"This crisis has demonstrated that information and communication technology is a unifying thread that runs through

all aspects of our societies and economies, and our approach to ICT investments must recognize and embrace this reality,"

said ITU Secretary�General Houlin Zhao. "At stake is the ability of regulators and policy�makers everywhere to unlock

investment to support growth, jobs and innovation – but also to save lives and demonstrate their value added in this increas�

ingly connected world."

National economies and citizens have been relying increasingly on digital infrastructure during COVID�19. The

current crisis and the probability of new global emergencies means that regulators will need to switch to regulatory frame�

works that are adaptive, collaborative, outcomes�based and technology neutral.

The GSR�20 Best Practice Guidelines emphasize the need for coordination among all stakeholders, integrating sus�

tainability into regulatory frameworks, maximizing benefits while reducing harms of digital technologies, striving for trans�

parency and trust throughout the regulatory process, an evidence�based approach, and frequent revision of regulatory

frameworks to ensure they remain fit for purpose.

"The GSR�20 Best Practice Guidelines cast a framework for progressive regulatory patterns and policy while chart�

ing the way ahead for industry and regulators. We have identified concrete steps to pursue regulatory reform towards achiev�

ing thriving, inclusive digital markets," said GSR�20 Chair Dan Sjцblom. "As the pace of digital transformation accelerates,

developing an effective regulatory approach is more vital than ever. In the face of new global emergencies, governments and
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regulators need to consider holistic, cross�sectoral, and, to the extent possible, multi�national regulatory and policy

approaches."

The GSR�20 Best Practice Guidelines propose the following reforms: 
Agile framework for competition in digital markets: Regulators should support innovation and new business and

licensing models that facilitate affordable access to and investment in health, enterprise, and educational services on digi�

tal platforms. 

Codes of conduct (voluntary or enforceable): Regulators should guide digital platforms and support them through�

out the process of creating codes, their implementation and enforcement in important areas, such as online content mod�

eration on digital platforms, addressing misinformation and online news quality, and child online protection. Media and

digital literacy and awareness efforts should likewise be central to navigating the challenges around services that are enabled

by the digital transformation.

Upgrading national emergency plans: Creation and implementation of effective emergency plans enables better pre�

paredness and decision�making during crises. Such plans are key to anticipating future unexpected events and their nega�

tive impacts and they should focus on both urban and rural areas through a multi�technology approach. Bilateral, region�

al and international cooperation should ensure business and public service continuity and underpin national recovery

efforts. 

Spectrum reform: Spectrum managers need to be able to respond timely, making spectrum available for wireless

applications when and where they are needed, and as easily as possible, giving spectrum users and innovators flexibility to

provide services that will deliver the greatest benefits. Ensuring that sufficient unlicensed spectrum is available drives inno�

vation and investment in a range of technologies that can complement and support networks and expand broadband access

at low cost. Spectrum reform should also be focused on ensuring that access to broadband service is provided affordably to

those areas and populations that have been traditionally unserved or underserved.

At the same time, regulators recognize that there is no single, comprehensive blueprint for best practice and that reg�

ulatory patterns for the connected digital economy will be rooted in local circumstances while addressing regional and glob�

al challenges, especially now while the world is striving to build back better with digital technologies across the board. 

"In the wake of the COVID�19 crisis, the work of regulators and policy�makers is critical," said Doreen Bogdan�

Martin, Director of ITU's Telecommunication Development Bureau. "Our ICT policy and regulatory frameworks will need

to be fit�for�purpose. They will need to be up�to�date, flexible, incentive�based and market�driven to support digital trans�

formation across sectors, and across geographical regions. In short, they will need to leverage the power of digital platforms

and infrastructures to build the resilience we need to protect us against future global emergencies."
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IRIDIUM PARTNER INTELLISENSE READY TO DEPLOY
AUTONOMOUS FLOOD AND WEATHER SENSORS 

FOR VULNERABLE ENVIRONMENTS

The AWARE flood sensors were developed in partnership with the Department of Homeland Security 

as part of a multi�year contract

MCLEAN, Va., September 10, 2020. Iridium Communications Inc. (Nasdaq: IRDM) partner Intellisense Systems

Inc., a leading provider of integrated environmental sensing solutions, has created groundbreaking Internet of Things (IoT)

wireless flood and weather sensors to protect vulnerable environments. These new sensors provide NGO’s, businesses, and

federal, state, and local governments with the capability to rapidly respond to hazards, such as floods and wildfires, help�

ing to protect both lives and land.

The AWARE Flood Sensor from Intellisense is a fully remote and autonomous flood warning system that sends flash

flooding alerts automatically. These sensors are deployed in flood�prone areas and deliver immediate updates to first

responders. The real�time situational intelligence enables them to quickly implement necessary road closures and evacua�

tion notices for communities, businesses, and other personnel. By utilizing the Iridium® network and its integrated solar

power system, the device can be installed in both urban and the most rural communities without significant infrastructure

investment.

In August 2019, Intellisense was awarded a multi�million dollar contract from the Department of Homeland

Security (DHS) to finalize development, commercialization, and production of the AWARE Flood sensor. The automated

flood alert and warning solution rapidly evolved based on feedback, enhancing its accuracy, performance, and dependabil�

ity. Intellisense has now made these sensors commercially available, helping to make more communities resilient to flood�

ing events.

Intellisense also provides portable, all�in�one weather sensors that are making it possible to remotely deploy these

autonomous meteorological devices in new geographies. The small and light�weight systems can deliver meteorological

data from anywhere in the world, from the sub�zero temperatures of Antarctica to known wildfire hotspots, utilizing both

cellular infrastructure and the Iridium network.

The company also recently introduced the MWS®�C410 all�in�one weather sensor, designed to support emergency

personnel responding to wildfires. The device uses Iridium satellite connectivity in remote wilderness areas, making it pos�

sible for wildfires to be detected quickly no matter where they are.

“Intellisense is making remote flood and weather monitoring affordable and accessible anywhere on the planet,”

says Iridium Executive Vice President of Sales and Marketing, Bryan Hartin. ”Floods and wildfires can move quickly and

quietly, so Intellisense solutions provide a critical role in monitoring, protecting, and supporting vulnerable environments.”

A copy of the full announcements from Intellisense can be found here: FTS and Intellisense Systems Partner to Offer

Weather Sensors for Wildfire and Emergency Management Application, AWARE Flood IoT Water Level Monitoring

System Is Now Commercially Available

The Intellisense AWARE Flood IoT Inundation Sensor.

Image Credit: Intellisense

The Intellisense MWS®�C410. 
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