
2 No. 6. 2022SYNCHROINFO JOURNAL

VIRTUALIZATION SECURITY: 
A GATEWAY TO SECURE CLOUD COMPUTING

Ranabhat Saugatdeep
Moscow Institute of Physics and Technology (MIPT), Moscow, Russia, ranabkhat.s@phystech.edu

Alexey N. Nazarov 
Federal Research Center Computer Science and Control of Russian Academy of Sciences, Moscow, Russia,

a.nazarov06@bk.ru

Tuleun Terhemen Daniel
Moscow Institute of Physics and Technology (MIPT), Moscow, Russia, tuleun.t@phystech.edu

DOI: 10.36724/2664-066X-2022-8-6-2-9

ABSTRACT

Lately, the most efficient solution for an organization and individual of

internet based distributed computing platforms is cloud computing.

Processing, storage, and data management are just a few of the useful

services that end users can get from cloud computing. However, it raises

a lot of issues with privacy and security which needs to be resolved. Major

component of cloud computing is virtualization technology, which helps

to develop complex cloud services based on the externalization and com�

position of these resources. The primary concern with cloud computing

security is virtualization security. The collective measures and methods

that ensure the safety of a virtualization environment are referred to as

virtualization security.  It tackles the security risks that virtualized com�

ponents encounter, as well as techniques for mitigating or preventing

them. In recent days, attacks are mainly aimed either to the virtualization

architecture or the infrastructure. We prefer to examine the security holes

associated with virtualization in this paper and how concentrating on vir�

tualization security might ultimately result in safeguarding cloud com�

puting platform. Through this paper we tend to highlight the recent

progress and an overview of the existing works performed on various

dimensions of the cloud security. We conclude our paper by making sev�

eral recommendations with respect to the attack vector for supporting

cloud protection with a mathematical LP model. .
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a. Virtualization deployment planning, design, man-
agement  

b.. Restric and protect administrative access

c.. C trols against Hypervisor-based Attacks
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d. Access control for virtual network

e.. S pshots and image management

f.. C trol the access to VMs

g. Isolate guest OS and perform partitioning

h.. Monito the resources
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