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ABSTRACT

Modern computer networks have a complex infrastructure that

requires constant monitoring to detect anomalous conditions that can

cause malfunctions, which is unacceptable for large�scale distributed

networks. An important problem in the intelligent processing of syslog

data is the existence of multi�label datasets. Among the Russian�lan�

guage scientific publications, the problem under consideration in the

context of information security of computer networks is not present�

ed. The purpose of the research work is to increase the security of

computer networks through the use of multi�label learning methods in

solving the problem of classifying system log class labels. In this paper,

a comparative analysis of single�label and multi�label classifiers in a

computational experiment on the Mean accuracy metric was carried

out. According to the results of the analysis, 80% of single�label clas�

sifiers were inferior in classification accuracy according to the Mean

accuracy multi�label metric to their counterparts, which may indicate

a strong influence of multi�label class labels on the models under con�

sideration. The considered structure of experimental data in a tabular

form is influenced by the multi�label problem much more strongly

than it can be estimated by a standard frequency check, which actual�

izes further research in this direction.

KEYWORDS: supervised learning, multi�label classification, multiclass

classification, information security, multi�label learning
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ping_avg
signal_delay

server_response_timetotal
server_response_delay

network_outdropped
packets_dropped

disk_ioreadmergespersec
disk_iowriteawait

ping_avg,
network_outdropped, disk_ioreadmergespersec,
server_response_timetotal

disk_await, 
disk_writebytes, network_outbytes, network_inbytes, 
ping_max

Label 
Powerset

Tree.DecisionTreeClassifier
Tree.ExtraTreeClassifier

Ensemble.ExtraTreesClassifier
Neighbors.KNeighborsClassifier

Ensemble.RandomForestClassifier
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