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BENEFITS OF TRANSFORMATIVE INFORMATION 
AND COMMUNICATION TECHNOLOGIES 

Mohammed Omar Ahmed Abdulvasea 1 

1 Taiz University, Taiz, Yemen 

ABSTRACT 

In this work we discussed core issues about maximise the potential of 
digital technologies to improve lives, addressed key topics, including new 
developments in the field of sustainable economy. Measurement is crucial 
for achieving universal and meaningful connectivity (UMC). Accurate and 
comprehensive data help us understand priorities, design effective inter-
ventions and monitor progress. Each country has its own characteristics, 
faces its own challenges, and must follow its own path to UMC. 
Low-income economies show notable advancements, driven by gains in 
Internet access, mobile broadband penetration, and affordability. To assist 
stakeholders in their research work, the ICT Development Index (IDI) was 
launched to give a measure of countries’ digital connectivity. It was revived 
in 2023, with a new methodology that has UMC at its core. The country 
reviews are an important tool for regulators and policymakers as they work 
to create an environment that promotes investment, competition, digital 
innovation, protects consumers, and ensures that the benefits of digital 
transformation are widely shared. They highlight diverse experiences and 
different regulatory patterns while exploring good practices, challenges 
and lessons learnt by regulators in navigating digital transformation. The 
country reviews also help develop a better understanding of the role and 
impact of collaboration and collaborative governance, and the use of new 
tools for regulating ICT markets. The review is based on ITU publications: 
"Egypt’s digital transformation and collaborative regulation" and "The ICT 
Development Index". 
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 Introduction 

Universal and meaningful connectivity (UMC) is defined as the ability of people 
everywhere to enjoy secure and productive online experiences at an affordable price. The 
concept emphasizes a multidimensional approach to digital connectivity that harnesses 
the potential of connectivity for social and economic development. The role of data in 
achieving UMC is often overlooked. For decades, the International Telecommunication 
Union (ITU) has been collecting, analyzing and disseminating data on information and 
communication technologies (ICTs). The updated IDI provides comparisons not only 
across geographic regions but also over time to assess progress towards UMC.  

Due to data limitations, the IDI can only provide a partial assessment of a country’s 
status on this dimension. It complements the rich datasets and suite of tools maintained by 
ITU, including the ITU DataHub, the Dashboard for Universal and Meaningful Connectivity, 
ICT Regulatory Tracker, Digital Regulation Platform and the Global Cybersecurity Index; 
publications including the Measuring Digital Development and Global Digital Regulatory 
Outlook series; ITU Guide to Measuring ICT Access and Use by Households and Indi-
viduals, ITU Handbook on the Collection of Administrative Data on Telecommunica-
tions/ICT and Handbook on Digital Regulation [1-6]. 

The ICT Development Index 

Under Resolution 131, only scores are reported; economies are not ranked. This 
approach focuses on what matters: how close are countries and groups to universal and 
meaningful connectivity, and how much progress have they made? This allows for 
meaningful comparisons with averages across income groups and regions. However, 
connectivity is neither a competition between countries nor a zero-sum game – progress is 
not achieved at the expense of others, and all countries can achieve the IMC. A rank-
ing-based approach can reinforce the impression of competition and suggest misleading 
conclusions. For example, if all countries achieved a score of at least 95 out of 100, there 
would still be a country ranked first and another ranked last, even if the last-placed country 
has almost achieved the IMC and is not actually far behind the first.  

The economies covered by the IDI 2024 [7] are listed in Table 1, which shows the 
geographic region and income group to which the economy belongs, the overall IDI scores 
for 2023 and 2024, the economy’s performance (blue horizontal bar) relative to the income 
group (orange line) and the regional average (dark blue line), and the scores for the 
Universally Connected and Meaningfully Connected pillars. Scores for the overall IDI and 
the two pillars range from 0 to 100. A score of 100 corresponds to a situation where the 
economy or group has reached the goal value for each component indicator. A score of 
zero corresponds to a hypothetical situation of an economy with no Internet, no mobile 
broadband coverage, no mobile broadband subscriptions, zero data traffic, etc. 

The average IDI 2024 score for the 170 economies is 74.8.1 The lowest score is 21.3 
and the highest is 100.0. Forty-two economies have an IDI score between 90 and 100. 
Another 49 economies have a score between 80 and 90. These results suggest that much 
of the world is well advanced on its way to UMC, with more than half of the economies past 
the 80-point mark (the median being 82.0).  

IDI does not capture all the aspects of the UMC framework, notably excluding fi 
broadband penetration, Internet speed, ICT skills, and safety and security, which implies 
that the picture may look more positive than it is in reality. Advanced economies may 
perform better on some aspects of UMC that the IDI score currently does not capture (e.g. 
fixed broadband, 5G, skills). The capping of extreme values and the logarithmic trans-
formation of the traffic indicators also contribute to smoothing the distribution of IDI scores, 
since the income distribution is not transformed. 

The IDI score for the 165 economies in the common set is 75.3 for IDI 2024, up from 
72.9 in 2023, which translates into 3.3 per cent growth. Among those 165 economies, 158 
had a higher score than they did in IDI 2023, and only 7 saw their score go down, in most 
cases by only a modest amount (Fig. 1). The changes ranged from -5.7 to +34.2 per cent. 
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Table 1 

Table 2 

Note: Based on the 165 economies common to both the IDI 2023 and 2024 reports 
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Fig. 1. Comparison of IDI 2023-2024 change with IDI 2023 score 

Table 2 gives a synopsis of overall progress for selected indicators and giving the 
number of economies that have achieved it in IDI 2023 and 2024. The indicators are those 
for which the goalpost corresponds to a conceptually defined target (rather than being a 
purely technical parameter). The table reveals encouraging results. 

The IDI allows for comparisons among peers and against relevant group averages. 
Among the six regions, Europe and the Commonwealth of Independent States (CIS) 
achieve the best group performance (at 90.1 and 87.0 respectively). They are also the 
most homogeneous. Asia-Pacific (77.3), the Americas (77.1) and the Arab States (75.7) 
achieve almost the same average score. But this result conceals extreme disparities. The 
Arab States group includes countries with both the highest IDI score (100.0) and the 
third-lowest (28.7) among the 170 economies in the IDI 2024 set. Likewise, in the 
Asia-Pacific group, the gap between the best-performing country (97.8) and the worst 
(33.1) is nearly 65 points. While the average IDI score for Africa (50.3) is by far the lowest 
among the regions, there is more than a 63-point difference between the region’s best 
(84.7) and worst (21.3). Indeed, when it comes to connectivity, geography is a very poor 
predictor of IDI performance. 

Opportunities for improvement exist in all income groups. Low-income economies 
should focus on Internet access, mobile broadband penetration, and affordability. Middle- 
and high-income economies need to improve mobile broadband penetration and traffic per 
subscription. 

Egypt’s digital transformation and collaborative regulation 

The G5 framework marks a shift from a narrow focus on telecommunications/ICTs to 
a much broader consideration of each country’s readiness to embrace a fully inclusive 
digital economy and society. 

The country reviews are an important tool, working to create an environment that 
promotes investment, competition, digital innovation, protects consumers and ensures 
that the benefits of digital transformation are widely shared. They highlight a variety of 
experiences, while exploring best practices, challenges and lessons learned by regulators 
in managing digital transformation. 

The country reviews also help to better understand the role and impact of cooperation 
and co-governance, as well as the use of new instruments to regulate ICT markets. Each 
country assessment is unique, focusing on the specifics of national regulatory and insti-
tutional frameworks for digital markets to thrive and on co-governance. 
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While all country reviews follow a similar methodology, the process of developing the 
study is necessarily highly collaborative and tailored to the country’s specific needs and 
priorities. For each country, the reviews provide actionable insights and pointers of im-
mense value to other countries eyeing a similar path as they navigate the rapidly evolving 
digital landscape. Equally they deliver a practical and inspiring message of empowerment, 
of overcoming resistance and securing acceptance of the work’s value and of what it can 
deliver. 

Egypt has prioritized digital transformation in recent years, in line with an econo-
my-wide sustainable development strategy. Egypt is among the highest-scoring of the 
transitional Arab State economies, particularly due to its high score in the digital devel-
opment toolbox.  

Globally, countries are moving towards G5 regulation (see Fig. 2). The aim is to 
harmonize frameworks across sectors by engaging public and private sector stakeholders. 
This entails ICT regulator collaboration with other sector authorities to coordinate an ap-
proach to overlapping digital economy issues, as well as working closely with industry and 
civil society to be more inclusive as new policies and regulations are developed. 

Fig. 2. Generations of ICT regulation – conceptual framework. Source: ITU 

Egypt’s ICT-sector priorities and activities are driven by the Sustainable Development 
Strategy (SDS): Egypt Vision 2030, a high-level policy agenda for socio-economic ad-
vancement and transformation [8]  

The SDS sets out key performance indicators (KPIs) and programs along three key 
dimensions: economic, social, and environmental. The economic dimension is built on four 
pillars: 1) economic development; 2) energy; 3) knowledge, innovation, and scientific re-
search; and 4) transparent and efficient government institutions. The fourth pillar refers to 
a transparent, fair, flexible, and accountable public administration sector that efficiently 
and effectively maximizes citizens’ satisfaction and responsiveness to citizens’ needs. 
However, it does not explicitly refer to collaboration between various state agencies. 

Notably, among the 77 economic development programs and projects, several are 
related to ICTs, digital services, and technology, including a national high-speed Internet 
project, the development of cloud computing, the development of digital payments to 
achieve financial inclusion, and the development of the digital community to enhance ef-
ficiency and transparency for all institutions. Similarly, SDS identifies knowledge, innova-
tion, and scientific research KPIs to improve Egypt’s ICT and public infrastructure rankings 
in the Global Innovation Index (GII) [9]. For each identified economic program and project, 
the SDS also focuses on the need for legal or regulatory reform. 

Many of these agreements were driven or influenced by the New Administrative 
Capital project, announced in 2015, to build a new city for government ministries and 
agencies as well as Egypt’s financial sector. Government ministries and agencies began 
moving to the new city in December 2021, and MCIT has been heavily involved in their 
digitalization projects to help office relocations and improve administrative efficiency. 
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We reviews Egypt’s progress in terms of digital transformation and collaborative 
regulation based on various sources, including virtual and written interviews with NTRA as 
well as multiple government agencies and private-sector entities [10]. 

Egypt has a medium level of broadband penetration, with nearly 60 per cent of 
households having Internet access in 2019. 6.69 fixed broadband subscriptions per 100 
inhabitants in 2020, as well as 59.34 mobile broadband subscriptions per 100 inhabitants 
in 2019 [11]. Mobile broadband levels consistently increased between 2015 and 2019, 
rising at rates of between 1.5 and 5.4 subscriptions per 100 inhabitants. Fixed broadband 
penetration grew more slowly and even decreased slightly between 2019 and 2020. In 
terms of overall totals, NTRA reported that Egypt had 7.99 million fixed broadband sub-
scribers and 45.71 million mobile broadband subscribers in the second quarter of 2020 
[12]. 

With Internet access available in approximately 60 per cent of households, there is 
still considerable room for growth in Internet penetration. 

Egypt’s mobile broadband and Internet markets are considered fully competitive 
based on 2020 data in the ITU ICT Eye [13] The mobile market is comprised of four op-
erators – Etisalat, Orange, Telecom Egypt, and Vodafone – all of which offer 4G services 
[14] In addition, all but Telecom Egypt also offer 2G and 3G services. The same four 
companies hold licences to offer fixed-line services through fixed telephony or virtual fixed 
telephony licences. A fixed telephony licence allows Telecom Egypt to set up and establish 
core network infrastructure and to offer local and international fixed telephony services, as 
well as fax services Etisalat, Orange, and Vodafone hold virtual fixed telephony licences 
that allow them to provide fixed services using the core network infrastructure of other li-
censed operators [15]. 

Table 3 
Sample of sector authorities involved in the digital economy 

Source: ITU analysis 

Egypt has licensed 10 Internet service providers (ISPs) as of January 2022 [16]. 
Three types of data service licences are available in Egypt [17]. Class A licences allow 
licensees to set up, manage, and operate core network infrastructure necessary for In-
ternet services, while Class B licences allow licensees to set up, manage, and operate 
core infrastructure necessary for local and international data transfer services. Neither 
Class A nor Class B licences allow the provision of voice services. Class C licences allow 
the licensee to offer free Internet services at the same tariff as fixed telephony calls. NTRA 
has awarded six Class A licences, three Class B licences, and one Class C licence [18]. 
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The World Bank identified various measures that the government adopted to improve 
access to digital technologies and services during the pandemic, including: 

• providing flexibility for prepaid users to pay for usage after consumption;
• covering the additional cost of upgrading monthly packages;
• securing free cloud applications for companies; and
• providing free Internet services to university professors.
The World Economic Forum also noted that free SIM cards also offered to students in 

Egypt. Table 3 summarizes three key regulators in Egypt. 
At the highest level, the Digital Egypt strategy intends to transform Egypt into a digital 

society, and it underpins several current MCIT activities. Additional key policies include 
strategies addressing artificial intelligence (AI), cybersecurity, and e-commerce. 

MCIT is focused on the development of Digital Egypt, which it describes as “an 
all-encompassing vision and plan, laying the foundations for the transformation of Egypt 
into a digital society” [19]. 

Digital Egypt is built around three main elements: digital transformation, digital skills 
and jobs, and digital innovation. These are collectively built on digital infrastructure and the 
legislative and regulatory framework. In discussing the legal and regulatory framework, 
MCIT notes that it is cooperating with other sectors to reform Egypt’s legislative framework 
through the proposal of multiple laws, including those addressing cybercrime, intellectual 
property, consumer protection, e-signatures, and data protection. 

In line with the SDS, Egypt is undertaking multiple activities intended to transform the 
country, including the leveraging of digital technologies and services. MCIT and NTRA are 
playing key roles in Egypt’s digital transformation through direct cooperation with entities 
across the economy. 

MCIT has an ongoing cooperative relationship with the Ministry of Higher Education 
and Scientific Research related to digital transformation and information infrastructure: 

• digital universities;
• electronic exam system and smart university applications in national universities;
• innovation hubs in regional universities;
• specialized Internet of Things (IoT) laboratories.
We can see 11 joint projects between the two ministries, with a budget of more than 

EGP 4.7 billion (USD 298 million). The ministries intend to implement the project in private 
universities as well. 

Another key example of cross-sectoral collaboration is seen in the housing sector, 
including with respect to building codes and the development of smart cities. 

The planning, management and sustainability of smart cities is handled through 
codes providing a baseline for the design and requirements for smart telecommunication 
infrastructure for different building types. 

NUCA specifically highlighted: 
• NTRA codes related to telecommunication infrastructure and design codes for

residential buildings, Residential Moderated Buildings, high-rise buildings, office buildings, 
service buildings; 

• NTRA codes related to mobile network infrastructure such as cellular base station
construction codes; 

• the Network Node/ Central Communication Office Design Guidelines and Educa-
tional facilities. 

Considering core design principles and best practices Egypt could focus on options 
increasing the incidence of approaches, such as co-regulatory and self-regulatory models, 
broader stakeholder consultation efforts, and further incorporation of authoritative 
benchmarks and metrics [20]. Egypt could also look ahead to innovation-based policy and 
regulation, and more adaptive, balanced, and fit-for-purpose policy and regulation. 

Following from Egypt’s efforts to align the SDS, and by extension the Digital Egypt 
strategy, with the Sustainable Development Goals, the government could take steps to 
routinely report on implementation progress. While the government has created a Vision 
2030 website, for example, it does not yet provide information on either the strategy or 
progress towards SDS implementation. By providing regular implementation updates, the 
government would hold itself accountable for implementing its strategy and improving the 
KPIs. This accountability could be and arguably should be shared among the multiple 
government ministries and agencies responsible for implementation of Egypt’s goals. 
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Conclusion 

Egypt has taken important steps to enable its digital transformation. The SDS and the 
Digital Egypt strategy underpin a wide range of activities over the next decade that are 
intended to transform Egypt into a digital society. This includes collaborative efforts within 
the ICT sector and encompasses ministries and regulatory authorities in other sectors. 

Egypt is currently making significant progress in its transition to an advanced level of 
digital transformation, for example in the G5 Benchmark digital development toolbox pillar, 
and steps to strengthen its transformation into an economy with a robust digital regulatory 
regime built on collaborative principles are being taken. Potential areas of focus could in-
clude expanding consultative processes and increasing focus on agile and streamlined 
regulatory processes. 

The digital age has brought about unprecedented advancements in technology and 
connectivity, but with it comes a host of new challenges for regulators. The International 
Telecommunication Union (ITU) has made it one of our priorities to support countries in 
enacting effective, collaborative policy and regulation to ensure that the benefits of digital 
transformation are shared by all. 

For over 20 years, ITU and our partners in the wider global regulatory community 
have made enormous progress in analyzing, mapping and understanding the evolving role 
that regulation plays in society and in economies. Through this effort, we now have a 
clear-eyed view of the path ahead for all countries, no matter where they are, in their 
journey towards Fifth generation collaborative digital regulation, or G5, that has emerged 
as the gold standard for regulators seeking to promote an enabling environment for digital 
transformation [21]. The G5 framework marks a shift of scope beyond a narrow consid-
eration of telecommunications/ICT to a far broader one of each country’s readiness to 
exploit a fully enabled digital economy and society. The country reviews are an important 
tool for regulators and policymakers as they work to create an environment that promotes 
investment, competition, digital innovation, protects consumers, and ensures that the 
benefits of digital transformation are widely shared. 
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ABSTRACT 

In the modern world, the information and communication technologies 
(ICT) have become the basis for the confident development. All countries 
are on the way to the introduction of the new digital technologies in the 
following areas of activity: Smart Homes, Healthcare, Agriculture, Industrial 
Automation, Transportation and Logistics, Retail, Smart Cities, Energy 
Management, Digital Government. The key to implementing new ICTs is to 
integrate them into existing communication networks. However, it is 
necessary to verify that the new equipment will not damage the integrity of 
the Resilience and Security of the Communication Network. For these 
purposes, a system of mandatory confirmation of the conformity of means 
and services of communication is introduced and maintained in a working 
state. In the case of the introduction of new ICTs, there is a need to modify 
the current regulatory framework, Equipping testing laboratories with new 
equipment, Staff training and development activities, Validation and 
implementation of new test methods. In most developing countries the 
above-mentioned set of activities presents objective difficulties. The article 
provides a general approach to the organization of the introduction of new 
ICT. 
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    Introduction 

On 10.05.2024 there was a meeting of the Second Research Group of the 
Telecommunication Development Sector (TDS) of the International Telecommunication 
Union (ITU), Question 4/2 “Telecommunication/ICT equipment: Conformance and 
interoperability, combating counterfeiting and theft of mobile devices” (ITU-D SG2, Q4/2). 
The meeting was held in Geneva. More than 130 delegates from more than 40 countries 
attended the meeting in person and online. The meeting was chaired by the Vice- Reporter 
on question 4/2, Ava Coco Valerie Nadeja Gué (Côte d ' Ivoire) and Reporter on question 
4/2, Ibrahima Silla (Guinea). They were assisted by the Vice- Reporter, Dr. Sergei Melnik 
(the International Academy of Communications, Russian Federation), Ms. Tharalika Livera 
(Sri Lanka) and Mr. Serin Abdu Lahatt Silla. (Senegal), Mr. Yang Yongzhi (China), 
Remotely). 

The meeting examined and accepted contributions from the Guinea, Zambia, Côte d ' 
Ivoire, Russia and Chad. The contributions "Proposals for the development of conformity 
assessment for new promising ICTs» from the International Telecommunications 
Academy was represented by Dr. S. Melnik. There was a brief discussion after the 
presentation of the contribution. Colleagues from Switzerland approved the material and 
proposed approach to solving the problem. Americans were more skeptical. Paying 
attention to this the material presented is generally methodological, and suggested that 
additional procedures should be developed within the framework of the proposed 
approach. Colleagues from the Guinea, Senegal, Sri Lanka and Hungary fully supported 
the contribution and proposed to include this material in the general report on the work of 
ITU-D SG 2 Q 4/2. Thus contribution was accepted and built upon further work. 

Colleagues from the African countries shared the methods of combating counterfeit 
and stolen mobile devices. This issue is not confined to one country or region. Interest in 
the materials was shown by colleagues from Switzerland. Targets were set to create an 
interregional register of stolen mobile devices. However, Dr. S. Melnik outlined another 
important and topical problem – the spread of existing methods and the creation of the new 
ones to combat counterfeit devices of the Internet of Things (IoT). This topic was 
presented in a separate seminar. The seminar was chaired by the Vice- Reporter Q 4/2. 

The aim of the seminar was to solve the problems, challenges faced by the 
developing countries in ensuring the consistency and interoperability of the ICT 
equipment, with a particular focus on countering mobile device theft and counterfeiting and 
the regulatory aspects of IoT technologies. Contributions from Kenya were presented at 
the workshop, with the participation of Brazil, Ghana, Senegal. The issues of using the IoT 
and Artificial Intelligence (AI) were highlighted in his speech by the Deputy Head of SG2, 
Roland Kundozia from Ghana. The materials presented are of great interest to developing 
countries when introducing new ICTs for the digital economy transformation.  

The IoT ecosystem 

IoT is a global infrastructure for the information society, enabling advanced services 
by interconnecting (physical and virtual) things based on existing and evolving 
interoperable information and communication technologies" [1]. IoT is the network of 
physical objects or "things” embedded with electronics, software, sensors, and network 
connectivity, which enables these objects to collect and exchange data. These devices 
collect useful data with the help of various existing technologies and then autonomously 
flow the data between other devices. The security and reliability of connectivity, devices 
and privacy of stored data and transit data raises concern for stakeholders.  

The IoT Ecosystem consists of: 
 Devices and Sensors
 Connectivity
 Data Processing Hardware
 Platform
 Cloud and Data Centers
 User Interface (UI)
 Security
 Standards and Regulations

Devices and Sensors - Core Elements: These are the physical objects equipped with 
sensors and actuators that gather the data from their environment or perform the specific 
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actions based on received instructions. Examples: Temperature sensors, motion 
detectors, wearable devices, smart meters. 

Connectivity – Function: Provides the means for devices to communicate with each 
other and with central or cloud-based systems where further processing is done. 
Technologies: Wi-Fi, Bluetooth, Cellular (LTE, 5G), LPWAN (LoRaWAN, Sigfox), and 
more. 

Data Processing Hardware – Purpose: Processes the data collected by sensors 
before it's sent to the cloud or on-premises servers for more intensive computation. 
Implementation: Edge computing devices that preprocess data to reduce latency and 
bandwidth usage.  

Platform – Role: Acts as the backbone of the IoT system, integrating different devices, 
managing their communication, and enabling data flow among them. Capabilities: Device 
management, data collection, and application enablement.  

Cloud and Data Centers – Storage and Analysis: Cloud servers and data centers 
provide the infrastructure for storing vast amounts of IoT data and running complex 
analytics models to extract actionable insights. Integration: Often integrated with AI and 
machine learning capabilities for advanced predictive analytics. 

User Interface (UI) – Interfaces: Dashboards, mobile apps, and other user interfaces 
allow users to interact with the IoT system, configure settings, and visualize data in an 
understandable format. Customization: Tailored to specific needs, providing relevant 
information and controls to the user. 

Security – Importance: Protects the integrity and confidentiality of IoT data and 
systems from cyber threats. Measures: Includes encryption, two-factor authentication, 
secure boot, and regular security updates. 

Standards and Regulations – Standardization: Ensures device interoperability and 
compatibility. Compliance: Adheres to regional and international regulations governing 
data protection, privacy, and device operation in different industries 

Key application areas for new ICT 

The Smart Homes Automation of home environments through connected devices like 
thermostats, lights, and security systems that can be remotely controlled and monitored. 
Healthcare Remote patient monitoring systems, wearable health trackers, and 
telemedicine solutions that enhance patient care and health management. Agriculture 
Precision farming techniques using sensors for soil moisture, weather conditions, and crop 
health, improving yield and resource efficiency. Industrial Automation Smart factories are 
equipped with sensors and automated machinery for increased production efficiency, 
predictive maintenance, and supply chain optimization. The Transportation and Logistics 
Fleet management solutions, real-time vehicle tracking, and smart traffic management 
systems to optimize logistics and reduce congestion. Retail Enhanced customer 
experiences through smart inventory management, in-store new ICT devices that improve 
service, and personalized marketing. Smart Cities Integrated systems for managing urban 
services such as traffic, waste management, and energy usage to improve sustainability 
and city life. Energy Management Smart grids and new ICT devices for efficient energy 
use and management in homes, buildings, and cities. 

IoT devices classification 

The categories of the IoT Devices are divided into 3 Classes according to their 
computing power and communication capabilities [2]:  

 Low Processing and Low Connectivity (LPLC) device
 Low Processing and High Connectivity (LPHC) device
 High Processing and High Connectivity (HPHC) device

Rec. ITU-T Y.4108 deals with devices such as tags with no processing power 
High Processing and High Connectivity (HPHC) device Functional Entities: 
sensing/actuating/data capture functional entity message handling functional entity; 

gateway access functional entity; hardware management functional entity; cloud 
service/application interface functional entity; connectivity management functional entity; 
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application execution engine functional entity; device management functional entity; 
information sharing functional entity; data analytics functional entity; data storage 
functional entity. 

Low Processing and High Connectivity (LPHC) device Functional Entities: 
Sensing/actuating/data capture functional entity; message handling functional entity; 

gateway access functional entity; hardware management functional entity; cloud 
service/application interface functional entity; connectivity management functional entity; 

Low Processing and Low Connectivity (LPLC) device Functional Entities: 
sensing/ actuating/ data capture functional entity; LPLC message handling functional 

entity; gateway access functional entity; hardware management functional entity. 

Regulatory framework for new ICTs including IoT 

The regulatory framework for the IoT is a set of the policies, standards, and guidelines 
designed to oversee the development, deployment, and management of IoT technologies. 
An effective regulatory framework is critical to ensure the security, privacy, interoperability, 
and ethical use of IoT devices and data. Regulatory Framework for new ICTs must 
organize: 

 Security Standards development
 Privacy Protections
 Interoperability Requirements development
 Quality of Service (QoS) and Reliability Standards development
 Consumer Protection Laws
 Compliance with International Standards
 Ethical Guidelines development

First of all local regulator should provide: 
 Device and Network Certification
 Spectrum Management
 Data Governance and Sovereignty

Device and Network Certification: Implementing certification processes to ensure 
devices meet regulatory standards before they reach the market. Mandating network 
certifications to guarantee that IoT devices operate safely within the network infrastructure. 

Spectrum Management: Regulating the use of radio frequencies to prevent 
interference and ensure reliable communications for IoT devices. 

Data Governance and Sovereignty: Defining rules on data ownership, sharing, and 
transfer, especially in cross-border operations. Setting standards for data sovereignty, 
determining how data is stored, processed, and protected 

Conformance standarts for new ICT devices 

The standard development organizations are globally committed to establishing the 
comprehensive frameworks for the new ICT devices to ensure their security, 
interoperability, and efficiency. These standards are part of a concerted effort by these 
organizations to provide clear guidance on the development and implementation of new 
ICT technologies. They address various aspects including the physical layer, network 
layer, session layer, and application layer requirements, along with security and privacy 
considerations. The standard development organizations like ITU, IEEE, and ISO are 
actively working on creating and updating standards to ensure the conformance of new 
ICT devices: 

ITU (International Telecommunication Union) provides standards: ITU-T Y.2060 
(2012): Overview of Internet of Things (IoT). ITU-T Y.4000/Y.2066 (2014): Series of 
IoT-related standards including requirements and capability framework [1, 2]. 

IEEE (Institute of Electrical and Electronics Engineers) provides standards: IEEE 
802.15.4: Standard for low-rate wireless personal area networks (LR-WPANs). IEEE 
P2413: Standard for an architectural framework for the Internet of Things (IoT) [3, 4]. 

ISO (International Organization for Standardization) provides standards: ISO/IEC 
30141 (2018): Internet of Things (IoT) – Reference architecture. ISO/IEC 27030 (2021): 
Information technology – Security techniques – Guidelines for security and privacy in 
Internet of Things (IoT) [5, 6]. 

ETSI (European Telecommunications Standards Institute) provides standards: ETSI 
TS 103 645: Provides a high-level guide on the security of consumer IoT. ETSI EN 303 
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645: Establishes cybersecurity standards for consumer IoT devices to protect users' 
privacy and personal data [7, 8]. 

TIA (Telecommunications Industry Association) provides standards: TIA-942: 
Specifies telecommunications infrastructure standards for data centers, with 
considerations for IoT deployments. TIA-1179: Sets standards for healthcare facilities' 
telecommunications infrastructure that support IoT devices [9, 10]. 

3GPP (3rd Generation Partnership Project) provides standards: 3GPP TS 22.368: 
Service requirements for machine-type communications, including aspects related to IoT. 
3GPP TS 23.682: Outlines the architecture enhancements to facilitate IoT and M2M 
communications [11, 12]. 

OneM2M provides standards: OneM2M: Delivers technical specifications for a 
common M2M service layer that can be embedded in hardware and software to connect 
devices. TS-0004-V3.11.2: specifies the communication protocol(s) for oneM2M compliant 
Systems, M2M Applications, and/or other M2M Systems. 

Joint Technical Committee provides standards:  ISO/IEC JTC 1/SWG 5: The joint 
technical committee undertakes the study of IoT and its related technologies, including the 
smart grid and information exchange for facilitating capabilities. 

Specific Technical Reports and Activities provides standards:  Efforts to ensure the 
compliance of IoT devices with existing X73 standards in the healthcare domain, focusing 
on personal health devices (IEEE 11073 standards). Comparative analyses of ISO/IEC 
and IEEE standards in the field of IoT to ensure conformance and interoperability between 
devices and systems from different manufacturers. 

International cooperation 

One of the most important problems was and remains is the fight against the use of 
counterfeit and stolen devices. These devices can be harmful., As a communication 
network, So and so., Who uses them. This problem is not solved locally in one country. It 
requires the consolidation of all countries in the region. International cooperation is 
particularly important and is organized in the TDS of ITU as part of the work of SG2 Q 4/2. 

The head of Q 4/2 Ibrahima Sylla form Guinea is taking every effort to organize 
international interaction. Several dozen contributions from various countries were 
considered and approved. These contributions allow the pooling and use of existing 
expertise and technical tools to build regional systems to combat counterfeit products. The 
electronic registers of devices are created and maintained, Passed the necessary checks. 
The national systems of confirmation of conformity of means of communication are 
working and improving. 

In Figure 1 are the leaders and participants SG2 Q 4/2 at the Geneva meeting 
10.05.2024. In Figure 2 are the leaders and participants SG2 Q 4/2, Geneva 01.11.2023. 
The topics discussed in the framework SG2 Q 4/2 are important for the implementation of 
new ICTs in general, Joint seminars are also held.  
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Fig. 1. Leaders and participants SG2 Q 4/2 at the Geneva meeting 10.05.2024 

Fig. 2. Leaders and participants SG2 Q 4/2, Geneva 01.11.2023 

In the final report for 2023, a special place was occupied by the report, on 4/2 and the 
African Union by the representative of Russia, Dr. S. Melnik at a joint meeting SG 11 ITU-T 
and SG 2 Q 4/2 ITU-D, which took place on 13.10.2023. The report noted the importance 
of work on mandatory certification of means of communication for such new technologies, 
And about 5G, IoT and Digital Transformation in General. The primary importance of the 
use of mechanisms and methods of digital metrology for remote testing was mentioned. As 
a result of 13.10.2023 work It was decided to sign memorandums of understanding 
between the SG 11 ITU-T and SG 2 Q 4/2 ITU-D. At the request of the Chairman of the 
Meeting, the memorandums of understanding were presented by Dr. Sergei Melnik. 
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Fig. 3. Seminar on the application of the digital metrology mechanisms in modern ICT

During the discussion, it was decided to hold a seminar on interaction in the field of 
testing ICT equipment using remote methods based on digital metrology mechanisms. 
The seminar on the application of the digital metrology mechanisms in modern ICT was 
held in Dubai 22.11.2023 during the WRC-23. The seminar was held in the format of 
Russia – Africa (Fig. 3). 

Conclusion 

The work on the introduction of new ICTs is underway around the world. The most 
important aspect of this work is the international cooperation. The good example of such 
cooperation is the work of ITU, Question 4/2 "Telecommunication/ICT equipment: 
Conformance and interoperability, combating counterfeiting and theft of mobile devices” 
(ITU-D SG2, Q4/2). In cooperation with specialists from different countries, 
recommendations are developed for the application of new ICT standards. Methods of 
combating counterfeit products are being improved. New test methods are being 
introduced for ICT devices. All this allows each country to have its own system of 
certification of means of communication, which significantly affects the ability to conduct 
an independent technical policy. The independent technical policies enhance the use of 
new ICTs, connecting more unconnected users and moving closer to the UN Sustainable 
Development Goals. 

REFERENCES 

[1] Rec. ITU.T Y.2060. Overview of Internet of Things (IoT). 
[2] Rec. ITU-T Y.4000/Y.2066 (2014): Series of IoT-related standards including requirements and capability framework. 
[3] Rec. IEEE 802.15.4: Standard for low-rate wireless personal area networks (LR-WPANs). 
[4] Rec. IEEE P2413: Standard for an architectural framework for the Internet of Things (IoT). 
[5] ISO/IEC 30141 (2018): Internet of Things (IoT) – Reference architecture. 
[6] ISO/IEC 27030 (2021): Information technology – Security techniques – Guidelines for security and privacy in Internet of 
Things (IoT). 
[7] ETSI TS 103 645: Provides a high-level guide on the security of consumer IoT. 
[8] ETSI EN 303 645: Establishes cybersecurity standards for consumer IoT devices to protect users' privacy and personal data. 
[9] TIA-942: Specifies telecommunications infrastructure standards for data centers, with considerations for IoT deployments. 
[10] TIA-1179: Sets standards for healthcare facilities' telecommunications infrastructure that support IoT devices. 
[11] 3GPP TS 22.368: Service requirements for machine-type communications, including aspects related to IoT. 
[12] 3GPP TS 23.682: Outlines the architecture enhancements to facilitate IoT and M2M communications.



www.media-publisher.eu/synchroinfo-journal

Synchroinfo Journal 2024, vol. 10, no. 3 17 

ARTIFICIAL INTELLIGENCE  
IN THE GEOSPATIAL INDUSTRY 

Denis Chivanov 1 

1 Institute of Radio and Information Systems (IRIS), Vienna, Austria, 
iris@media-publisher.eu  

ABSTRACT 

Tools that use artificial intelligence (AI) technologies have been growing 
rapidly in recent years, including in the geospatial industry. Any kind of 
geospatial tool involves huge amounts of data, and the best insights are 
obtained by merging different data sources. Analyzing the data to find 
these important insights takes a significant amount of time. Powerful AI and 
machine learning algorithms can significantly reduce the time and amount 
of manual work. The task of processing data sets – sometimes including 
hundreds of thousands or millions of points – Is where AI can shine. This 
article looks at the types of AI models that are dominating the geospatial 
industry. This, of course, deviates from the general trends around 
generative AI, such as large language models and image generators, 
which is how AI is commonly used in the geospatial industry today. An 
analysis of the institutional models, functions and existing international 
normative frameworks of the UN system applicable to AI governance is 
presented to help understand how the system has adapted not only its 
strategy and programmatic implementation over the past few decades to 
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  Introduction 

As geospatial data scientists are faced with huge amounts of collected data and the 
labor-intensive task of processing it, AI helps analyze huge data sets to efficiently extract 
valuable insights. While there have been great advances in the ability to collect data, what 
is most important is to effectively manage and analyze this data with less human 
intervention. AI has gained increasing attention recently, especially for its ability to detect 
changes or identify objects, which has spurred investment and innovation, leading to 
better products and optimized processes. 

Artificial intelligence (AI) combines three disciplines – math, computer science, and 
cognitive science – to mimic human behavior through various technologies. All of the AI in 
place today is task-specific, or narrow AI. Artificial General Intelligence (AGI) – AI as the 
general ability to reason, think, and perceive today is not technically possible. 

Machine Learning (ML) refers to the field and practice of using algorithms that are 
able to “learn” by extracting patterns from a large body of data. This contrasts to traditional 
rule-based algorithms. The process of building a machine learning model is, by nature, an 
iterative approach to problem solving. ML has an adaptive approach that looks over a large 
body of all possible outcomes and chooses the result that best satisfies its objective 
function. 

Data science is the practice and methodology of implementing analytics or machine 
learning techniques, with subject matter expertise, to provide insights that lead to actions. 

When it comes to AI in today’s geospatial industry, the most important thing is going 
to be digital twins. The fundamental concept of high-definition maps and maintaining a 
fresh, up-to-date database of assets that are hard to see, and usually at a scale that’s not 
comparable to what you’d see from satellite or aerial view. There’s a lot of urban 
environments being mapped, an incredible amount of infrastructure. 

For the first time, it’s possible to take huge data sets and start extracting key pieces of 
geospatial information. This allows for further training, and when improvements to these 
algorithms or the next set of deep learning models come out, the user doesn’t need to 
create new priors. As you iterate, the amount of time it takes to achieve higher quality 
decreases, and you get a finer level of detail. AI makes it possible to get a high-resolution, 
reliable digital representation of the world in a fraction of the time, hence the concept of the 
digital twin. An example of geospatial fusion is Uber. The convergence of a lot of existing 
technologies made this possible, like the map interface, smartphones, location services, 
even payment services. All of these things existed before, but this multi-billion dollar 
organization came into being because they brought together several of these components. 
The other thing is the amount of data that is now available. There are several groups that 
are doing mapping. The development of autonomous vehicles has slowed down. But one 
of the positives that has come out of all of this has been the amount of investment in 
sensors and mapping. 

An important innovation being deployed in telecommunications applications is the 
combination of geospatial location of assets such as street lights and street signs with 
building facades, mixed perhaps with the addition of a sensor that encodes the signal 
strength. It is now possible to create a map that is in the invisible spectrum, which can help 
either improve wireless access, or the way the location is determined if the user is 
experiencing poor GPS quality, for example due to tall buildings in a metropolis. 

There is a lot of talk these days about how AI will lead to job losses. But there is 
another way to look at it. AI also creates a lot of new job opportunities in the areas of 
creating and maintaining multiple databases, as well as related technologies and services 
[1]. 

Scaling Commercial Data with AI 

Many commercial solutions using geospatial technologies are now emerging in the 
insurance space, enabling them to engage in large-scale projects. For example, 
insurance, construction, and home maintenance companies can better understand the 
condition of each building or asset in a city, significantly reducing the time it used to take to 
get out and work on the ground, making smarter estimates and decisions. With AI, in a 
non-disaster scenario, insurers need to understand the value of homes, how they will 
insure them, and how they can reduce the risk. Or in a post-disaster scenario, insurers 
need to understand what areas have been damaged, how they can provide quick support, 
and what the extent of the damage is for each property.  
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Often in a post-disaster scenario, such as a hurricane, it will be weeks or months 
before insurance companies can get the data and therefore write claims so that people 
have the money to actually repair and fix some of the damage that has been done. Being 
able to do this in minutes or even seconds is critical. The application of AI in geospatial is 
improving the ability to quickly take large data sources, process them, and take action to 
make smart, targeted decisions. For example, using AI-generated data to build a model for 
rapid change detection. Change detection was originally very difficult for computers 
because dozens of details can change when comparing images. 

For example, there is a tree with leaves, and after three months the tree has no leaves 
– this is a minor change. Collecting high-quality data that can train models really
specifically for different types of changes, such as adding significant details (constructing a 
new building, laying out different types of roads, utilities, etc.) is useful because it provides 
high-fidelity data to inform decisions [2]. More and more companies are combining multiple 
datasets to make smarter assessments. There are already optical datasets from the 
stratosphere, datasets from self-driving cars that collect information on the streets 
themselves. It will be very interesting to combine these different datasets to make smart 
decisions at a city scale. 

We can improve customer workflows by continuing to develop algorithms. AI data 
sets today allow us to extract a lot of different things, and be able to really focus on what's 
going to be useful. So, for example, you can monitor power lines. As more sensors are 
added, you can do climate studies, including methane emissions at the scale of small 
buildings. There are a lot of interesting use cases for AI that will help us improve and scale. 

AI and related technologies are being used extensively in the geospatial industry. 
They make it possible to use the flood of geospatial data that is produced daily by sensors 
and imagers reaching from the ground to the sky and beyond to provide new and detailed 
insights to decision makers at incredible speeds. Most of these tasks would take humans 
months or years to complete. Once a problem is defined and a solution methodology is 
adopted, AI eliminates human error. Such methodologies improve the reproducibility of 
scientific research. 

The human mind can only visualize in three spatial (and one temporal) dimensions, 
while AI algorithms use hundreds or even thousands of dimensions to better solve 
problems, detect patterns, and understand relationships between data. However, this also 
makes AI a black box: we have no way to understand such complexity, so we can only 
troubleshoot and test its methodologies by monitoring the results. 

An important aspect is the use of AI to save lives by supporting disaster mitigation, 
assessment, and response. There is also a lot of talk in the geospatial and spatial data 
community about the use of GPT4 (generative AI) for geospatial discovery; and the new 
Meta Segment Anything Model (SAM) AI model that can be applied to Earth observation 
data. 

AI is a hybrid tool that can be used with other technologies, including in difficult 
conditions and in relatively rare areas, such as detecting cracks in dams. Previously, the 
only way to access areas of a dam was to send inspectors on ropes, but now drones can 
be used to develop a digital twin that now gives on-demand access to these difficult areas. 
It is now possible to use images that are superimposed on the digital twin and then apply 
AI technologies. 

Airports can use AI to analyze video footage and sensor data to detect and track 
objects in real time. It can help identify suspicious or unattended luggage and track its 
movement, or detect unauthorized personnel or attempted tampering and notify security 
[3]. 

AI is data-driven, and adding IoT sensors to digital twins will be another important 
component. Adding piezometers, inclinometers, weir flow sensors, etc. will provide more 
timely information. 

Today we see the evolution of systems with large language models for text-to-image 
generation, like ChatGPT and MidJourney. This technology is not only distributed through 
research papers, it is a research paper, a tool, a code, a license to use the code. This 
means that there is so much creativity around, and it has expanded any horizon that a 
research group could have on its own [4, 5]. 
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Technologies for Geospatial and Built World Data 

AI is most useful when it analyzes huge amounts of data to find important insights. 
Geospatial data scientists have been using AI for years before the current AI boom. 
Different data collection methods and projects can result in very different point clouds, but 
in general we’re talking about data sets with hundreds of thousands of points, and in many 
cases, millions. For use cases like urban planning, utility inspections, or BIM management 
in AEC, it’s not enough to simply create a 3D model with a point cloud. These scientists 
also need to clearly identify individual assets in the point cloud, whether they’re different 
street assets like signs and traffic lights, power line anomalies or power line components, 
or building assets. Of course, this is possible without AI. It just takes significantly longer 
and opens up the possibility of human error. 

Along with AI, another of the biggest trends in the industry is the growth in the number 
of satellites launched into space. Most of these satellites today are still dedicated to 
communications, but Earth observation is a rapidly growing sector. According to one 
estimate from 2023, just over 22 percent of all satellites in space were dedicated to Earth 
observation, and that percentage will continue to grow as more industries find ways to take 
advantage of this data. This is being addressed in part by the dramatic decrease in the 
cost of launching these satellites and the increased availability of publicly available 
imagery from international organizations. However, beyond improved accessibility, AI is 
also making it easier to obtain information from the Earth’s surface, especially for 
industries that don’t have an established understanding of geospatial workflows.  

Satellites are producing higher-resolution images than ever before, and AI can play a 
major role in this type of work. For example, environmental organizations could track 
things like land cover, water bodies, and land use. Large agricultural practices use satellite 
imagery to monitor large swathes of crops and their yields, and to get a more complete 
picture of the effectiveness of various strategies. Governments are perhaps the biggest 
users of this data, in part for security measures. They can get views of other countries from 
space and can monitor activity around borders and other national security measures. At a 
time of increasing extreme weather activity due to climate change, information from 
satellite imagery plays an important role in how governments and other humanitarian 
organizations help prepare for and respond to natural disasters [6]. 

One of the most valuable things you can do with sequentially collected imagery is 
compare the same location from different dates and be able to pinpoint what has changed, 
from the obvious to the minute [7]. 

United Nations Activities on Artificial Intelligence (AI) 

2023 will go down in history as the year generative artificial intelligence – also known 
as “gen AI” – took the world by storm. Companies have begun to rethink their business 
models amid predictions of significant market growth. Countries – particularly in the 
developing world – have turned to the United Nations (UN) and the International 
Telecommunication Union (ITU) for guidance on how to make this transformative 
technology work for them. 

At the same time, a third of humanity remains offline worldwide. As the pace of AI 
innovation continues unabated, a careful balance must be struck between innovation, 
regulation, and inclusion to avoid creating another digital divide. 

The joint effort between ITU and 46 UN agencies and bodies features 408 projects 
covering 17 Sustainable Development Goals (SDGs). Each project demonstrates the UN 
family’s commitment to helping AI realize its potential to deliver on the 2030 Agenda. This 
UN-led innovation takes many forms, from improving health outcomes using large 
language models [8] to mapping groundwater supplies using satellite data and AI. And it 
comes at a time when efforts to govern AI are ramping up both within and outside the UN. 
A recent paper, a joint effort led by ITU and UNESCO, identifies more than 50 existing 
policy instruments across the UN system that can inform and shape AI governance [9]. 

With transformative impact across many industries and sectors, artificial intelligence 
(AI) has the potential to spur global innovation, improve data-driven decision-making 
across all countries, and accelerate progress towards the Sustainable Development Goals 
(SDGs). Amid rapid innovation and advances in AI, there is growing recognition that the 
technology combines opportunities for extraordinary growth and inclusive sustainable 
development with the potential for significant disruption and risk.  
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The risk discussion is particularly relevant for areas where AI technologies could have 
adverse implications for peace and security, such as autonomous weapons systems, as 
well as the role of AI in disinformation, its use in law enforcement, or the delivery of public 
services. 

AI is already the focus of intense geopolitical competition. States with the financial 
and technical resources and capabilities are prioritizing AI systems as a strategic 
objective. Meanwhile, tech companies wield significant influence and control over data, 
algorithms, and computing resources. Harnessing the benefits of AI systems while 
minimizing their risks and potential harm requires a collaborative effort among 
stakeholders through shared global responsibility. The rapid emergence of generative AI 
applications has further accelerated the move toward exploring adaptive governance 
models and mechanisms that evolve with technological advances. These models should 
combine openness to experimentation and innovation with informed risk and responsible 
adoption of technologies to promote inclusive and sustainable development and ensure 
trust. Such models should also take into account the limited resources that small and 
medium-sized enterprises or stakeholders have for compliance and regulatory efforts, and 
they should be designed proportionately. 

These trends reinforce the need for global AI governance to be anchored in the 
United Nations (UN) Charter and human rights frameworks, and for the UN system to 
continue to leverage its unique convening power to promote international cooperation and 
multilateral participation in governance efforts [10].  

Given the horizontal, transversal, and cross-sectoral nature of AI, it has the potential 
to impact all aspects of humanity. Mitigating associated risks will require multiple lenses to 
address any issues comprehensively – from economics and markets to the social fabric 
and digital rights to inclusivity (Fig. 1). A global AI governance discussion, therefore, needs 
to factor in the following dimensions: 

– the AI value chain and its socio-economic and geopolitical impacts, as some
countries vie for technological dominance while others risk being confined to sources of 
data, cheap labor or raw materials; 

– the AI life-cycle, which looks at the technical dimensions of AI development and
deployment; 

– the bro der macro risks and challenges associated with AI;
– the diverse levels and avenues of impact that AI has on different sectors and

aspects of society – from precision agriculture supporting higher agricultural yields, to 
lethal autonomous weapon systems introducing new threats to peace and security;  

– that governance must go hand-in- hand with the sustainable development
opportunities presented by AI. 

Fig. 1. Current and evolving global AI risks 
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An AI value chain is typically comprised of the following elements: computer hardware 
→ cloud platforms → data and AI models → applications → services. As AI use and 
innovation gain momentum, an equity gap and unequal concentration of power are 
emerging across all elements of this value chain. For instance, the economic benefits of AI 
applications are accrued primarily by three stakeholders: businesses building AI models 
and applications, hardware companies supplying the chips and compute capacity that 
power AI models, and cloud service providers. Most of these companies are currently 
located in a handful of countries. 

Conversely, workers in developing countries are delivering on a substantial chunk of 
the work related to aspects such as data labelling and content moderation while accruing 
limited economic benefits. While such divides have increasingly been observed with 
technological advancements over the past several years, the scale and pace of the impact 
of AI technologies and applications on the digital divide is unprecedented. It has the 
potential to exacerbate the gap between developing and developed countries while 
adversely affecting women and children and people in marginalized situations, who are 
both at risk of facing bias from AI systems as well as having limited control over how their 
data is collected and processed. Geopolitical factors are also essential to consider, as the 
design and manufacturing of hardware chips are restricted to a few companies and 
countries, while a number of other countries have their role confined to being sources of 
essential minerals and metals needed to produce such chips and other hardware. 

It is also important to consider the environmental cost of building and training large AI 
systems as well as the resource-intensive manufacturing of the hardware-powering AI 
systems. While some emerging AI regulations reflect environmental considerations, and 
some studies are assessing and measuring the energy consumption of AI systems, there 
is a gap in global accountability regarding the overall carbon footprint of the AI value chain. 
As per one estimate, generating an image using a large AI model can use as much energy 
as fully charging a smartphone. In addition, mining essential minerals and metals to 
manufacture chips for AI- related hardware leads to massive greenhouse gas (GHG) 
emissions and water consumption in the manufacturing process. The environmental 
dimension also reflects another equity gap, as countries facing energy poverty might have 
limited energy resources to power data centres, a foundational layer in AI systems. 

As described in the United Nations Educational, Scientific and Cultural Organization’s 
(UNESCO) Recommendation on the Ethics of Artificial Intelligence, another dimension is 
the AI life cycle, which ranges from research, design, and development to deployment and 
use, including maintenance, operation, trade, financing, monitoring and evaluation, 
validation, end- of-use, disassembly and termination of AI. When viewed from a life cycle 
lens, the technical dimensions of AI governance would involve governance across these 
various elements, including aspects like the interpretability of models, the quality of 
training data, licensing and certification for AI applications and services, and other factors. 
Data governance, data protection, privacy, and cybersecurity remain essential aspects 
throughout the life cycle of AI development. 

The study of existing institutional models and governance structures of the UN 
System is to help understand how the system has adapted not only its strategy and 
programmatic delivery over the past several decades to the changing realities and 
geopolitics of the world but also its experience as a trusted fora to build consensus through 
normative and multistakeholder processes, in addition to developing tailored capacity 
development programs in support of Member States on complex and challenging areas. 

Conclusion 

The biggest benefit of AI is that it has allowed us to perform extremely complex 
calculations involving huge amounts of data consistently and at amazing speeds. This has 
reduced the time humans spend on routine, repetitive tasks and allowed them to focus 
more time on critical tasks, such as exercising expert judgment or identifying and defining 
problems that need to be solved. AI is opening up opportunities for a new generation of 
businesses, researchers, and geospatial data and services markets. 

This technological shift needs to be approached ethically and fairly. Standards such 
as the Training Data Markup Language for Artificial Intelligence (TrainingDML-AI) can help 
improve the consistency, transparency, and explainability of AI methodologies, which in 
turn will help to ensure that AI meets expected regulations to address ethical issues. It is 
important to note that AI is a tool that must be combined with human intervention and 
oversight. 
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We can't say that there is no place for generative AI to make their way into these 
space. One of the main ways that this will likely be done will be to create detailed maps 
overlaying many different datasets from various sources simply by typing in what you want 
included. This is something we can, of course, do today using the popular GIS products 
already on the market. However, it takes time to collect all of the relevant data, and turn it 
into formats that can work together and accurately plot it. In future we can type a prompt 
into a program and get the result that can then be analyzed for future policy or strategy. AI 
in all forms is rapidly improving as great investment in these models across all industries. 
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  Introduction 

A speech command recognition system trained on speech signal standards of its own 
speaker reliably recognizes speech commands pronounced by this speaker. When 
another speaker tests such a system, the recognition result is often unacceptable. This 
result is explained by the fact that the spectra signals of other speaker differ greatly from 
the spectra signals of own speaker, to which the system is tuned. In [1], it was proposed to 
eliminate the difference in spectra signals of other and own speakers by converting the 
spectrum of other speaker speech signal to the spectrum of own speaker speech signal. 
This paper considers another problem that does not affect the task of eliminating 
difference in the spectra of other and own speakers. In practice, the result of signal 
recognition of both one's own and another speaker is additionally degraded by noise. 
Training speech signals are usually noise-free, while testing speech signals are noisy. The 
presence of noise leads to a strong deviation of the spectra of test speech signals from 
spectra of their standards in training sample. Therefore, the quality of recognition result 
against a noise drops sharply background. 

If the spectrum of a noisy signal differs greatly from the spectrum of a noise-free 
signal, then it is obvious that the degree of connection of such spectra may be quite small. 
To increase the degree of connection, this paper proposes to increase the values of 
amplitude spectra of both signals by a certain constant. 

Thus, it is proposed to solve the problem of recognizing speech commands against a 
background of noise by performing a processing procedure, the steps of which are defined 
as follows. 

Step one. Identification. Assuming that the speech signal model is a sequence of its 
short-term amplitude spectra, their values should be estimated for a given speech signal. 

Step two. Generation. Note that at this step, unlike [1], the obtained spectra of the 
signals of another speaker are not transformed to the spectra of the signals of one's own 
speaker. The values of the short-term amplitude spectra of the speech signal are 
increased by a certain constant. We will call such a speech signal model a model with 
amplification. 

Step three. Adequate perception. The speech command recognition system acts as a 
perceiving and interpreting device. This system is now trained using models with 
amplification of unnoised speech signals in order to be used on models with amplification 
of noisy speech signals. We will assume that the perception of the speech signal is 
adequate if it is correctly recognised by the system. 

If the generated speech signal model is correctly recognised by the system, 
procedure ends. Otherwise, it returns to the second step with a different set of model 
parameters. 

Thus, in this paper, we study only the reduction of noise influence on the speaker 
signal recognition quality, regardless of whether it is our own speaker or someone else's. 

Let's consider the steps for solving the signal recognition problem. 

Identification 

Let the signal Y  {y1,..., yT }  denote the pronunciation of some speech command, 

where T – is a positive integer; yt ,t  1,...,T  take real values. 
Speech signal splitting into fragments. Discrete samples of the speech signal are 

processed in fragments with a certain period L. The fragments have a length N the number 
of speech signal samples in a fragment. Formally the i-th fragment is represented by the 
following description: 

1 ti T  N 1 , L  ti1  ti . 

Original signal division into fragments is based on the idea of speech as a 
quasi-stationary process, the behavior of which remains relatively unchanged over a short 
period of time. This allows the signal to be divided into portions within which the signal can 
be considered stationary [2]. 

Short-term spectrum of speech signal. For each fragment of speech signal its 
short-term spectrum is constructed. The spectrum includes phase and amplitude spectra. 
It is assumed that the speech command recognition system uses as features a sequence 
of vectors of Mel-frequency cepstral coefficients, which are the result of discrete cosine 
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transformation from the short-term amplitude spectrum logarithm of speech signal, 
distributed on Mel-scale [3] without spectrum phase component. 

It is convenient to consider the short-term amplitude spectra sequence 
A {A1,A2 ,A3,...}  as a model of speech signal Y, where the amplitude spectrum Ai is a 

vector of samples {Ai
k }Ai  . The samples of the amplitude spectrum are determined by 

the discrete Fourier transform of the i-th fragment of speech signal: 







N

n

j2 (n1)(k1) / M
tinAi

k ey
1

1 , k 1,..., M / 2 . 

To calculate the discrete Fourier transform, the fast Fourier transform algorithm is 
used, which has maximum performance when the length of input data sequence is a 
power of two [4]. Therefore, the number M is a power of two with smallest exponent: 

M  2log2 N  . 
The fragment N length should be selected taking into account of the problem being 

solved characteristics. A longer length allows for a more signal spectrum accurate 
determination, but may hide rapid changes that have taken place. A shorter length helps to 
identify signal changes, but the spectral characteristics are calculated with greater errors. 
Thus, the fragment length should be selected based on a compromise between spectral 
and time resolutions [5]. 

The L-period is usually chosen to be less than the fragment length N. Then the 
fragments of speech signal overlap. This is done in order not to miss significant changes if 
they occur at the fragment boundaries [6]. 

Construction of a short-term signal spectrum in a window. Dividing the speech signal 
into fragments for constructing short-term spectra is equivalent to multiplying the samples 
by a unit coefficient in the window and by a zero coefficient outside it (rectangular window). 
This leads to undesirable distortion of the signal spectrum. To reduce such distortions, 
windows with coefficients smoothly falling to zero toward the edges of the window and a 
shift of signal fragments with overlap are used [7]. 

In this work, the Hamming window is used, where the values of the samples in the 
window are determined by the formula: wn  0.54  0.46cos(2 (n 1) /(N 1)) , 1 n  N , 
and amplitude spectrum samples are determined by the formula: 





N

n

j2 (n1)(k1) / M
tin1wnAi

k ey
1

, k 1,...,M / 2 . 

Thus, the identified model of speech signal turns out to be represented by a sequence 
A {A1,A2 ,A3,...} , where the i-th short-term spectrum is represented by its samples 

Ai {Ai
k ,1 k  M / 2} .

Generation 

The degree of connection between two amplitude spectra }/ 21 M
pA p  {Ap ,..., A and 

{A1
q ,..., Aq

M / 2}Aq 
 
can be expressed by the correlation coefficient, i.e. the cosine of the 

angle between two vectors of their readings, taking values from 1 (complete coincidence of 
the spectra) to -1 (complete opposite) [8]: 





/ 2

1

2
/ 2

1

2
/ 2

1
(A )(A ))

M

n

n
q

M

n

n
p

M

n

n
q

nr(A p ,Aq Ap A

Let us increase the values of the amplitude spectra readings by the value a > 0 and 
obtain of the “amplified” spectra connection degree: 
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It is easy to see that with unlimited growth of the value a, the degree of connection 
tends to unity. This means that in the general case, increasing amplitude spectra values by 
a limited constant leads to an increase in their connection degree compared to original 
one. 

Obviously, the value of a should not be made too large, since this eliminates the 
difference in the connection degree between similar and dissimilar spectra. 

In this paper, we consider the spectra of noisy and noise-free signals, initial 
connection degree of which depends on the noise level. In each specific case, it turns out 
that an increase or decrease in the spectra connection degree of two signals ultimately 
depends not only on the value of a, but also on the noise level. Below, we will show that 
this is reflected in the recognition results. 

After "amplifying" the short-term amplitude spectrum by the value a > 0, a new 
sequence of amplitude spectra is obtained  1 2 3A

~ {~
A , ~

A , ~
A ,...} , where 

i  i
k   M / 2}~

A {A
~ ,1 k , A

~
 Ak  ai

k
i . The resulting model of speech signal is called a

model with amplification. 

Adequate perception 

To perform the adequate perception stage, a speech command recognition system 
based on hidden Markov models [9] was built in this work. 

To study the influence of noise, the speech command recognition system is trained 
using models with amplification of unnoised speech signals in order to be used on models 
with amplification of noisy speech signals. Experiments to reduce the influence of noise 
are described below. 

Experiments 

Experiments were conducted on 11 speech commands from the TIDigits 1.0 
database [10]. 308 speech signals (28 signals for each command) were used as a training 
set. A classification rule for 11 speech commands was constructed using the speech 
signals from the training set. Then 528 speech signals (48 signals for each command) were 
used to form a test set. Additive white Gaussian noise [11] with a signal-to-noise ratio of Rsn = 3 
dB was artificially added to these speech signals. 

For a given speech signal Y {y1,..., yT } , noise  {1,...,T }   and value Rsn, the 

noisy speech signal Ψ {1,...,T }   is formed according to the formula [12]: 

 y 



t 

T

i
i

T

i
i10 20 t

R

 t  y
sn

1

2

1

2  , t 1,...,T . 

The above-described stages of speech signal processing without amplification of the 
short-term amplitude spectra are called a scheme without amplification. Then the signal 
processing with amplification of the short-term amplitude spectra is called a scheme with 
amplification. 
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The recognized class of each noisy signal for each scheme was compared with  
its true class. For each scheme, the frequency of correct recognition was determined 
v = (Z – Zerr)/Z, where Z is the total number of spoken speech commands, the number of 
erroneously recognized. Such experiments were conducted with different signal-to-noise 
ratios Rsn = 3, 6, 9, …, 60 dB. The results of experiments are shown in Fig. 1. 

Fig. 1. Dependence of recognition result on signal/noise ratio 

The recognition result for the scheme with amplification (Fig. 1) was obtained with the 
length of speech signal fragments N = 760, where the processing period L = N/4, and the 
value of the amplitude spectrum amplification parameter a = 2. 

Fig. 1 shows that when the amplitude spectra of signals are “amplified” by a constant, 
their degree of connection increases, which improves the recognition quality. But this is 
affected by noise. Fig. 1 shows how noise affects the recognition quality when the signal 
spectra are “amplified”. If the test signals are heavily noisy (Rsn < 45 dB), then adding a 
constant (a = 2) improves the recognition quality dramatically. If the test signals are less 
noisy, then adding a constant has less and less effect on the recognition quality, and at a 
certain noise level (in the experiments Rsn > 45 dB), the recognition quality deteriorates, 
although insignificantly (< 1%). 

It is also shown that the recognition result for gain scheme depends on the value of a. 
The influence of the recognition result value was considered for a fixed fragment length  
N = 760, processing period L = N/4 and signal-to-noise ratio Rsn = 12 dB. Considering the 
recognition results for the gain scheme for values of a = 0, 0.1, …, 0.5, 1, …, 10, it turned 
out that with an increase in the value of a, the frequency of correct recognition first grows 
rapidly and then even falls slightly. Too large a constant cannot be added, because this 
worsens the recognition quality for an obvious reason: the difference between similar and 
dissimilar signal spectra is eliminated.  

Finally, it is shown that the recognition result for the gain scheme depends not only on 
the "gain" of the amplitude spectrum by a, but also on the choice of the length of the 
speech signal fragments N. The effect of the length of the speech signal fragments on the 
recognition result was considered for a fixed processing period L = N/4, a = 2, and 
signal-to-noise ratio Rsn = 12 dB. Considering the recognition results for the gain scheme 
for N = 40, 48, …, 80, 120, …, 800, it turned out that with an increase in N, the recognition 
quality increases sharply for a small signal fragment length, and then fluctuates around a 
certain level. For example, for N = 640, the frequency of correct recognition turned out to 
be the highest among the tested values. 
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Conclusion 

In this paper, it is proposed to apply a heuristic technique consisting of increasing the 
values of the amplitude spectra of speech signals by a certain constant. For additive white 
Gaussian noise, the recognition result in the case of significant noise is significantly 
improved and slightly (<1%) worsened in the case of low noise. The proposed approach to 
speech signal recognition uses a number of heuristic parameters. Therefore, in the 
general case, it is necessary to solve the problem of optimizing these parameters to 
improve the recognition quality. 
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where: Cf – mass correction factor; F5 – aerodynamic force acting on a vehicle, defined as

  Introduction 

It is well known that CO2 is one of the main greenhouse gases and motor transport is 
a significant source of this gas generation [1-2]. However, the emergence of electric cars 
does not fundamentally solve this problem, since the process of charging the batteries of 
electric cars will require additional energy capacity, often operating on the principle of 
burning fossil mineral fuel [3-5]. The study of the issue of CO2 emissions into the at-
mosphere by motor transport is based on two models: 

1. Model based on the average speed criterion.
2. Model based on the instantaneous emission model.
According to the first model [6-8], emissions from cars consuming hydrocarbon fuel 

are proportional to the average speed of the vehicle. 
According to the second model, the main criterion for calculating emissions into the 

air is such an indicator as the specific power of the car [9-13]. This indicator is defined as 
the ratio of the power consumed by the car to its weight, i.e. 

VSP  trP t( )
m

(1) 

where VSP – Is the vehicle specific power; m – Is the vehicle mass. 
According to work [11], there is a strong connection between VSP and CO2 emitted 

into the air (Table 1). 

Table 1 

VSP СО2 

7 > VSP < 10 3.52 

10 < VSP < 13 4.10 

13 < VSP < 16 4.63 

16 < VSP < 19 5.16 

According to this model, at any moment t, the traction power Ptr required to move the 
vehicle at a speed v (m/s) can be calculated as 

1 2 3 4 5(  )tr P v F F  F F  F  (2)

where: v is the vehicle speed; F1 is the force required to accelerate the vehicle, defined as. 

1 F m .a   (3)

where: a – acceleration; F2 – gravity required to move on an uphill slope 

2 F m g sin  (4) 

where: θ – ascent angle in radians; g – gravity acceleration; g = 9,8 m/s; F3 – gravity 
projection taking into account the inclination angle;  

3 rr F m cosg   (5) 

where: μrr – the resistance coefficient to this force; F4 – inertial force defined as 

4 fF C ma  (6) 



Synchroinfo Journal 2024, vol. 10, no. 3 32 

2
5

1


2
F Ca d fA v (7) 

where: ρa – air density; Cd – aerodynamic drag coefficient; Af – car frontal area. 
Taking into account expressions (2-7), we obtain 

31
2tr rr f a d fP vm a( sg in  g cos C a)   C A v (8) 

Taking into account expressions (1) and (8), the VSP indicator moment t is deter-
mined as  

)3sin t( ) Cd fA v t(rr fVSP t( ) v t( )[a t( )  g t) C a(t
2m

  g cos ( )] 1
 a  (9) 

Thus, to optimize the vehicle operating mode on an uphill track, we will use the basic 
expression (9) in two problem statements: 

1. Determining the optimal value of v(t) at which the integrated value VSP(t) would
reach a minimum. 

2. Determination of the optimal value v(t)opt at which, taking into account the con-
straint imposed on the integral value v(t), the integral value VSP would reach a 
minimum. 

Materials and methods 

Let us consider the proposed solution to first problem mentioned above. Based on 
expression (9), we will form the following target optimization functional 

tmax

1 0

3

[ sin

)] 1 .

rr

f a d f

R v t( )[a(t)  g t

C a(t C A v ]dt
2m



 ( )  g cos (t ) 




     (10) 

To study the criterion R1 extremum for the desired function v(t), integrand derivative in 
(10) for the desired function should be calculated. Therefore, we have  

sin (t) )] 3]
2 0

)

rr f a d fd v[ (t)[a t( ) g t) C a(t C A v
m

dv(t

 g cos ( 1
 

      (11) 

From condition (11) we obtain 

3[ (a t)  g sin (t) )]rr ft) C a(t
2m

 g cos ( 
1

aC d fA v  0       (12) 

From expression (12) we obtain 

2 sin
v t( 03)  3

22

rr

a d f a d fC A

  cosg 

C A 


a t( )[1C f ] g
      (13) 
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The equation solution (12) has the form 

  ( 1 4 )  v t( )  A  A1 2

where 

1

2 (a t)[1C ]
3

f

a d f

A
m C A

   (15) 

2
sin

3
2 f

g bcos ( )t
A

m Ca d A

 
   (16) 

As can be seen from expressions (13-15), the desired optimal mode is characterized 
by the presence of a direct correspondence between v(t) and negative acceleration, i.e. 
deceleration. Physically, this means that the extremum of criterion R1 is possible in the 
case when large decelerations of speed are realized at high speeds, and small decelera-
tions correspond to low speeds of movement. Let us consider the second solution of the 
above problems. We introduce the following restrictive condition on desired function v(t): 

max

0

t

 v t( )dt C; C  const               (17)

00

The physical meaning of the restriction (17) can be clarified from the obvious equality 

S vt                  (18) 

where S0 – distance covered; t0 – route completion time: S0, t0 = const. From (18) we find 

0

9

s
 v t( )

t
     (19) 

Integrating (19) with respect to (t) we obtain 

0 00
0 0 t

st t
dt v t( )dt       (20) 

0

From expression (20) we find 

0

00
t( )

t

 v dt  S      (21) 

i.e. constraint (18) denotes the distance traveled fixedness. 
Taking into account expressions (12) and (18), we will form the following functional of 

unconditional variational optimization 

max

0

2 0

3

0

[ (v t)[a(t) g sin (t) cos (t )

)] ]

t

rr

t

f a d f

R g

C a(t [ v( )t
2m



C A v(t) dt 

   


1

  dt C




     (22) 

where: λ – Lagrange multiplier. 
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According to (12), the solution to problem (22) must satisfy the condition 

{d v(t)[a( )t g sin (t)   g cos ( )] v(t)3 v( t)}
2 0

rr f a d ft) C a(t 1
  C A

m      (23) 
dv t( )

From condition (23) we obtain a quadratic equation similar to (13): 

2 t( )[1C f ]


g sin
v t( 3)  3

2 2a d f a d f

a

m C A m C A

cosb  ( ) t 
 0       (24) 

The quadratic equation solution (24) similarly to (14) has the following form 

1 21v t( ) A  A      (25) 

where: 

21
sin

3
2 f

b
A 

g cos ( )t

m Ca d A

  
     (26) 

Thus, the solution to the second optimization problem also implies the need for such 
an optimal driving mode on uphill roads, when the consumed specific power of the car 
reaches a minimum in the mode of inverse correspondence between the speed of 
movement and acceleration.  

Discussion 

The problem of car movement mode optimizing on an inclined track according to the 
car's movement specific power criterion is considered. Two modes of movement are an-
alyzed: 

– without limitation on the istance traveled in a fixed time;
– with limitation on the d stance traveled in a fixed time.

The solution of both optimization problems shows that the minimum of selected optimiza-
tion criterion can be achieved by ensuring the inverse correspondence between the speed 
of movement and acceleration. 

Conclusion 

An integral criterion for optimizing the movement of a car along an inclined track is 
proposed in the form of an integral of car specific power during the movement. It is shown 
that both in the mode of limiting the distance traveled and without such a limitation, pro-
posed integral criterion reaches a minimum when providing an inverse correspondence 
between the movement speed and acceleration. 
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   Introduction 

The number of crimes in the field of electronic information systems increases from 
year to year. At the same time, the objects of criminal attacks are the financial resources of 
ordinary citizens, access to which is possible through global computer networks. 
Combating fraud is crucial for business success, as it enables safe digital monetization 
and fosters a sustainable mobile ecosystem. TPAY, the leading payments provider in the 
Middle East, Africa, and Turkey (META), has published a comprehensive white paper 
analyzing the dangers, obstacles, and hazards posed by fraudsters in mobile payments. It 
sheds light on the different types and mechanisms of mobile fraud, backed by diverse data 
and assessments gathered from various market research firms [1].  

In the ever-growing world of e-commerce, the security of payment transactions has 
become a top priority for businesses and consumers. With over 4.9 billion internet users 
worldwide, e-commerce sales continue to grow. As a result, the issue of secure payments 
is becoming a critical one, and businesses must give it the attention and resources it 
deserves. Online security threats are constantly evolving, and e-commerce businesses 
must stay up to date with best practices and the latest technologies to protect their 
customers' sensitive financial information. 

According to Juniper Research, the foremost experts in payment markets, merchants 
lost approximately 38 billion USD to online fraud in 2023 alone. This figure is projected to 
rise to 91 billion USD by 2028. 

The most common types of online payment fraud affecting merchants in 2024 will 
include account takeover, friendly fraud/chargeback abuse, identity theft, and e-gift card 
fraud, among others. 

Merchants, payment solution providers, and financial institutions must deploy 
effective fraud prevention technologies to tackle various types of fraud, comply with 
international regulations, and ensure a smooth user experience. However, the 
effectiveness of these technologies depends on the quality and completeness of the data 
used. 

Over the last 20 years, people have adopted digital lifestyles. With the global 
expansion of mobile payment, fraud techniques are likewise getting more advanced. In 
order to make mobile payment a secure payment procedure, increasing awareness is 
necessary, as well as robust and comprehensive anti-fraud solutions. 

In this age of digital monetisation, methods such as direct carrier billing and mobile 
wallets will prove to be useful instruments for all market participants, particularly Mobile 
Network Operators (MNOs), to 

carry out secure everyday transactions. The TPAY Mobile simple but transformative 
payment technology enables more than 18.6 million monthly active users across 31 
countries in the region to make 1.6 billion monthly transactions on its platform. 

Statista’s Digital Market Insights reveals that revenue from mobile e-commerce sales 
reached an estimated 1.7 trillion USD [2] in 2023, accounting for the majority of all retail 
e-commerce sales. Globally, a large part of e-commerce growth is driven by consumers 
using their mobile devices, phones and tablets to acquire goods and services. The share 
of mobile e-commerce in all e-commerce has been on a steady climb, up from just 52% in 
2022 to an expected 63% in 2028. 

A mobile payment is a transaction conducted and completed using a mobile device - 
such as a smartphone, a tablet, or even a smartwatch- and a payment instrument like a 
bank account or debit/ credit card, transport card, gift card, or a mobile wallet like PayPal 
or Direct Carrier Billing. Consumers pay for services from their smartphones, transferring 
money between accounts, or moving money from one account to another. These 
payments can be made using digital wallets or peer-to-peer platforms.  

Mobile payment – It is e-commerce on a smartphone, payment via the phone bill 
(Direct Carrier Billing – DCB), mobile POS (Point of Sales), airtime payment and more. 

For consumers, mobile payment offers a safe alternative to cash-based transactions 
and allows for rapid money transfers. In some countries, mobile payment methods are the 
most frequently used, with the highest proportion of users leveraging them at least weekly. 

Some mobile payment types such as digital wallets (financial applications that allow 
you to store funds, make transactions, and track payment histories on smartphones and 
tablets) and peer-to-peer payment apps have been popular for years, but their popularity 
skyrocketed in 2020 due to COVID-19 and pandemic lockdowns.  
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According to a Mastercard’s survey [3], 79% of respondents worldwide say they used 
contactless payments amid the COVID-19 pandemic, citing safety and cleanliness as key 
drivers. Some digital wallets also allow users to send money between individuals, meaning 
a small business contractor or service provider can receive money directly. 

The term “mobile payment” actually describes many different financial transaction 
activities facilitated through or on a mobile device. As such it includes: 

– usi g a phone to pay for something on a mobile website or an app;
– se ding money to a friend from a mobile wallet;
– using a ph ne to pay for something in a shop – using a contactless tap or barcode

scan; 
– pay ng for goods and services using phone credit;
– pay ng for goods and services using a dedicated mobile money account.
If we categorize all these activities under distinct groups, the basic forms of mobile 

payments are proximity payment and remote payment. 
Proximity payment: This refers to in-store payment solutions using smartphones. This 

market is exhibiting rapid growth owing to its instant payment offerings. The proximity 
payment segment of mobile payments is further sub-segmented into Near-field 
communication (NFC) and QR code payments. 

NFC payments are a form of contactless payment that uses near-field communication 
technology, that wirelessly transfers data during a purchase via a smartphone or tablet by 
sharing it with another device. 

QR code payment is a contactless method in which consumers scan a QR code from 
a mobile app to be directed to a payment page. It is becoming increasingly more common 
in the payment processing landscape. QR code payment contains encoded data in a 
unique pattern of black-and-white squares and is convenient for both online and offline 
payments. 

App-based mobile payment is another form of contactless payment. Some 
merchants, particularly food giants like Starbucks and McDonald’s, have their own apps 
that customers can use to pay. 

Combining the convenience and safety aspects of contactless payment via a mobile 
phone or other devices, app-based mobile payment lets consumers buy goods or services 
directly via the merchant’s app. 

Remote payments do not require any direct interaction. They offer the ease of 
contactless payment through the available real- time online terminal. This payment 
segment is further categorised into browser-based mobile (internet) payments, direct 
carrier billing, digital wallets, and linked-based (SMS) payments. 

Browser-based transactions mean users purchasing online via their smartphone or 
tablet. The customer enters their payment information into the website checkout form and 
pays depending on what the merchant offers. 

Direct Carrier Billing (DCB) is a type of online payment that allows consumers to 
charge the cost of a purchase to their mobile phone bill. 

Digital wallets like Apple Pay, Google Pay, PayPal, and Samsung Pay allow users to 
store their debit, credit, and gift cards or bank accounts within a mobile phone. Once 
linked, purchases can be made using a mobile smart device rather than a physical 
card-both online and in-store at retailers that have NFC receivers. 

Link-based payments or SMS payments are processes initiated by merchants 
sharing with consumers a URL as a mobile message, which functions similarly to QR 
codes. As a quick and convenient way for merchants to get paid by their customers, 
payment links — sometimes called pay by link—direct consumers to a secure checkout 
page, where they can make a purchase after entering their payment details. By accepting 
payments across multiple channels, payment links allow merchants to address cart 
abandonment issues and increase conversion rates directly. 

Banks have become more active in monitoring the means of protection against 
unauthorized access to networks and information arrays, updating and improving methods 
and means of information security. In the area of anti-fraud, the implementation of 
regulations has been a giant step forward. Almost all banks have implemented specialized 
software that allows them to combat the risks associated with remote banking channels 
and the threat of fraud with funds in the accounts of legal entities and payment cards of 
individuals. 
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It is important that many banks do not just purchase ready-made software products, 
but create their own anti-fraud systems themselves. This increases the level of information 
security, since it is easier to cope with known program code than with know-how created 
by experienced programmers and information security specialists. For a number of banks, 
the development and implementation of software of this level have become an 
independent source of income and helped to achieve competitive advantages in the 
market. 

In addition, to manage fraud risks in the field of information technology, banks are 
actively implementing: 

– anti-fraud systems that protect against most known methods of penetration into
information databases; 

– electron c digital signature with several levels of security;
– ryptographic algorithms to encrypt streams of information;
– available methods for recognizing devices from which clients log into personal

accounts or use client-bank systems; 
– other methods and means that provide a high level of authentication and verification

of users and private payments. 

Global mobile payment market 

Changing technologies have significantly impacted the global payments landscape 
throughout history. A wide variety of payment choices are now produced by digital 
technologies. 

The online payment ecosystem consists of several components that ensure smooth 
and secure payment transactions. The main components of this ecosystem are: 

Customers: They initiate transactions by selecting the goods or services they want to 
purchase and providing their payment details. 

Merchant Websites/Apps: An e-commerce platform developed by a merchant that 
displays products and services for purchase and collects customers' payment information. 

Payment gateways: They act as intermediaries between the merchant's website and 
the payment processor. Payment gateways encrypt the customer's payment details and 
transmit them securely to the payment processor. 

Payment processors: They receive, verify and process payment information from the 
payment gateway, receive funds from the issuing bank and deposit them into the 
merchant's account. 

Issuing Banks: Financial institutions that issue credit or debit cards to consumers on 
behalf of card networks (such as Visa or Mastercard). 

Card Networks: Associations or organizations responsible for establishing and 
maintaining the rules and parameters governing the processing of electronic payment 
transactions (e.g. Visa, Mastercard, American Express, etc.). 

To ensure secure transactions, all of these components must work together and 
implement security measures that protect sensitive customer data. 

Fortune Business Insights, a customer research and consultancy company, explains 
in its report, “Mobile Payment Market Forecast, 2024-2032,” that the market is expected to 
exhibit a CAGR of 28.1% during the forecast period of 2024-2028 [4]. 

Asia Pacific accounts for the largest global mobile payment market share. Leading 
the globe with around 46% in 2022, Asia Pacific owed its dominant position in driving the 
mobile payment market growth to mainly government initiatives. These initiatives facilitate 
convenient transactions but also contribute significantly to fostering a more efficient and 
secure financial ecosystem across the region. 

Payment security should be one of the top priorities of any e-commerce business. 
Here are some compelling reasons why secure payments are essential for e-commerce: 

Build trust and confidence: By ensuring payment transactions are conducted 
securely, you can instill trust and confidence in your customers, leading to long-term 
relationships. Customers who trust your ability to protect their financial information are 
more likely to make repeat purchases and recommend your business to others. 
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Fig. 1: Digital Wallets Share of Global Transaction Value % 2017-2027F 

(Source: “Global Payments Report 2024”, p. 12, WorldPay, 2024) 

Fig. 2: Global Market Share of Mobile Wallets In e-commerce and POS in 2023 with 2027 forecast 

(Source: “Market Share of Digital/Mobile Wallets in Total E-commerce and POS Transaction Value Worldwide in 
2023 with a Forecast for 2027, by Region,” Statista, March 2024) 

Fraud prevention. Online payment fraud can significantly impact an e-commerce 
business, resulting in loss of revenue and damage to its reputation. By implementing 
strong security measures, businesses can minimize the risk of fraud and protect their 
customers, transactions and profits. 

Compliance with rules and standards. E-commerce businesses must comply with 
various payment security regulations, such as the Payment Card Industry Data Security 
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Standard (PCI DSS). Ensuring secure payments helps businesses remain compliant and 
avoid potential fines for non-compliance. 

Protect customer data. A data breach can expose sensitive customer information, 
leading to identity theft, financial loss and damage to a company's reputation. Robust 
security measures can help prevent data breaches and protect customer data from theft or 
misuse. 

Reduce chargebacks. Chargebacks occur when a customer disputes a purchase, 
often due to unauthorized transactions or fraud. Secure payment processing can help 
minimize the risk of chargebacks and associated costs such as fees, lost profits and 
damage to the reputation of your merchant account. 

Among the various forms of mobile payments, digital or mobile wallets grow the 
fastest throughout the world. A payment technology and solutions company, Worldpay’s 
“Global Payments Report, 2024” showed that digital wallets are the major payment 
method online, executing 50% of global e-com transaction value in 2023. In their ninth 
edition of The Global Payments Report, Worldpay off a snapshot of today’s 
consumer-to-business payments landscape: globally, by region and in 40 selected 
markets that account for 88% of global GDP [5]. According to the 2024 report, wallets 
accounted for 30% of global POS spend, or more than 10.8 trillion USD. 

Still the fastest-growing payment method, wallets are projected to account for more 
than $25 trillion in global transaction value (49%) across e-commerce and POS by 2027. 

Emerging countries use digital wallets as a driver to reach their financially 
underserved or unbanked population. That’s why digital wallets are projected to become 
the leading POS payment method in Latin America, Middle East & Africa by 2027. 

Fig. 3: MEA E-com Payment Methods  

(Source: “Global Payments Report 2024”, p. 134, WorldPay, 2024) 
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Payment Methods in Middle East and Africa 

E-commerce Payments. In terms of e-commerce transaction value as a percentage of 
all commerce (including e-commerce and POS sales), Middle East and Africa (MEA) 
considered among the top. 

Global e-commerce (e-com) sales represented approximately 14% of all commerce in 
2023. By 2027, e-commerce is expected to account for 17% of global commerce, with 
higher growth rates compared to POS. 

Credit cards maintained a general lead in e-com payments across MEA in 2023 
representing 24% of regional online spending. Both credit cards and debit cards are 
expected to expand in transaction value in all four MEA markets through 2027, although at 
slower rates than digital payment methods, resulting in a steady loss of share. 

According to Worldpay data, wallets continue to dominate e-commerce, accounting 
for 50% of global transaction value in 2023. In MEA, wallets accounted for 23% of regional 
e-commerce expenditure in 2023, with transaction value increasing by 35% annually. By 
2027, wallets are expected to account for 34% of e-commerce value, growing at a 26% 
CAGR. 

Four MEA markets covered for the Worldpay study (Saudi Arabia, UAE, Nigeria, and 
South Africa) represent the highest use of cash on delivery among all global regions at 9% 
of 2023 regional online spending, followed by having the highest regional use of cash 
overall. 

POS Payments. Point of sale (POS) payments consist of business-to-consumer 
transactions which occur at a physical location “point of sale.” 

According to Worldpay analysis that includes traditional in-store transactions as well 
as all face- to-face transactions, digital wallets continue their phenomenal growth 
regardless of where they take place. Mobile money-stored value wallets such as e-money, 
M-PESA, MTN MoMo, and Orange Money are popular in the region, and many are 
historically able to execute payments by text with feature phones.  

They compete with super apps like Vodapay, pass-through wallets such as stc pay in 
Saudi Arabia, Apple Pay and Google Pay across the region.  

In 2023, wallets accounted for 18% of POS transaction value. By 2027, they are 
expected to account for 33% of POS spending across the four MEA markets at a 21% 
CAGR. 

On the other hand, cash remains the leading 35% of POS transaction value across 
the four MEA markets covered in the GPR 2024 of Worldpay. While the highest in any 
region, cash use in these markets is orecasted to still register 26% of POS transaction 
value in 2027. 

DCB as the Most Convenient Method. As an uncategorized e-commerce payment 
method, direct carrier billing (DCB) is accepted as the most prominent mean of online 
transactions among the unbanked population of the Middle East and Africa. Also known as 
“operator billing,” DCB has emerged for both merchants and consumers as a fast and 
convenient payment method that is rapidly gaining popularity. Because all it needs is an 
active mobile number to process the transaction and pay it via the mobile number, DCB 
finds its foothold, especially among the financially underserved regions. People with a 
pre-paid plan can simply top up and begin making a purchase. For post-paid subscribers, 
it could also be the most convenient source of credit with a sort of “buy now pay later” plan 
as the carrier’s monthly bill. 
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Fig. 4: MEA POS Payment Methods  

(Source: “Global Payments Report 2024”, p. 136, WorldPay, 2024) 

With a large percentage of the population owning mobile phones, the MEA region is 
one of the fastest-growing DCB markets in terms of mobile connections. DCB is a pure 
telco payment option that allows mobile phone owners to pay for online goods, products, 
and services (digital or otherwise). DCB market is experiencing a remarkable surge in 
growth, driven also by the increase in demand for games, video-on-demand services, 
eBooks, podcasts, and other digital content. 

The global Direct Carrier Billing Platform market was valued at 46,74 billion USD [6] in 
2023 and is anticipated to reach 155,28 billion USD by 2030, witnessing a CAGR of 18.4% 
during the forecast period 2024-2030. 

The major global companies offering DCB Platforms include Bango, Boku, Centili, 
Comviva, Digital Turbine, Digital Virgo, Dimoco, Fortumo, NTT Docomo, Singtel. 

Users are required to confirm the payment on their physical devices and the fact that 
the user does not need to reveal personal data during the payment process makes DCB a 
secure payment method. 

Mobile Payments’ Non-immunity: 
However, even DCB transactions are not totally immune to the risk of fraud, which 

can be extremely costly for businesses. Although rapid technological advancements have 
accelerated innovation in mobile payment methods, they’ve also created vulnerabilities 
that fraudsters can easily exploit. Not only do businesses lose money on transactions, but 
fraud can also affect brand reputation and customer loyalty. 

If telcos, payment aggregators, and merchants wish to increase customer trust and 
loyalty, they should integrate some form of anti-fraud solutions into their payment systems 
to safeguard their transactions. 

Secure payments are a critical aspect of e-commerce, and businesses that prioritize 
payment security will be better prepared to handle the challenges and risks of today's 
digital marketplace. In the following sections, we will review payment security standards 
and regulations, discuss payment security best practices, and explore tools and 
technologies that can help create a secure payment environment.The Association of 
Certified Fraud Examiners (ACFE), the world’s leading anti-fraud body, defines fraud as 
any activity that relies on deception in order to achieve a gain [7]. Fraud becomes a crime 
when it is a “knowing misrepresentation of the truth or concealment of a material fact to 
induce another to act to his or her detriment”. 
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Mobile payment fraud in a nutshell 

Payment security standards and regulations are a critical aspect of online payment 
processing. They aim to protect sensitive data of consumers and merchants, while 
ensuring a high level of security and privacy throughout the entire transaction process. 
Here are some of the most current payment security standards and regulations for 
e-commerce: 

PCI DSS (Payment Card Industry Data Security Standard): PCI DSS is a set of global 
security standards set by major credit card companies to protect cardholder data. Any 
organization that processes, stores or transmits cardholder information must comply with 
PCI DSS requirements, which cover 12 key areas including secure networks, data 
protection, vulnerability management, access control, monitoring and more. 

GDPR (General Data Protection Regulation): GDPR is the European Union's (EU) 
comprehensive data protection regulation that applies to any business that processes 
personal data of EU residents, including e-commerce businesses. Among other things, it 
requires organizations to protect personal data, provide privacy notices, obtain consent to 
process data, and report violations within 72 hours. 

PSD2 (Revised Payment Services Directive): PSD2 is an EU regulation aimed at 
improving the security, transparency and efficiency of online payments. It introduces 
measures such as Strong Customer Authentication (SCA) and Open Banking, which 
require banks to share customer data with authorized third-party payment processors. 

National data protection laws and regulations. In addition to the above-mentioned 
international standards and regulations, individual countries have their own data protection 
and privacy regulations. For example, in the US, the California Consumer Privacy Act 
(CCPA) provides additional data privacy rights to California residents and imposes liability 
on businesses that handle their data. Traders should be familiar with the rules that apply to 
their specific markets. 

It is critical for merchants to be aware of and comply with relevant regulations, as 
failure to comply can result in large fines, lawsuits, and loss of trust from customers and 
partners. 

Mobile payment fraud is defined as any fraudulent or unauthorized behavior that 
causes challenges for players who are not adequately safeguarded throughout a 
transaction. Mobile payment fraud involves any dishonest or malicious actions intended to 
take advantage of vulnerabilities in mobile payment systems or trick users into giving up 
access to their financial accounts or personal data. 

According to McKinsey, the global payment industry is exceeding pre-pandemic 
expectations, topping 3 trillion USD by 2026, and registering double-digit gains each year 
[8].  

This is attracting top telco players around the world who are making sure they take 
advantage of this opportunity. But so are cybercriminals and fraudsters. As shown by 
Juniper Research, the foremost experts in payment markets, merchants lost around 38 
billion USD to online fraud in 2023 alone, and these figures will rise to 91 billion USD by 
2028. Their report titled “Online Payment Fraud: Market Forecasts, Emerging Threats & 
Segment Analysis 2023-2028” [9] says that merchant losses from online payment fraud 
combined will exceed 362 billion USD globally between 2023 and 2028. 

Juniper Research report demonstrates that the rise in e-commerce transactions in 
emerging markets is driving this growth. Merchants there face new threats, such as an 
increased use of AI for attacks. 

Outseer, the global leader in payments authentication and monitoring solutions, 
demonstrates in its latest “Outseer Fraud & Payments Report: 1H 2022,” that 70% of 
fraudulent transactions occur within the mobile channel [10]. 

The analysis report of fraud attacks and consumer fraud data collected by the 
Outseer Research team from the first half of 2022 also shows that 75% of fraudulent online 
banking payments activities originate from trusted accounts on trusted devices. This 
suggests that consumers are unwittingly parting ways with their money, having been 
duped by fraudsters’ scams. 

Another finding of the report is that the growth of card-not-present (CNP) digital 
payments continues to rise, bringing with it the increased risk of fraud and the majority of 
CNP fraud that was observed was based upon account takeover. 
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A rise in e-commerce transactions in emerging markets is also driving this growth. 
Merchants there face new threats, such as increased use of AI for attacks. Increasing 
losses in the industry highlight the importance of robust security features for mobile 
payments. 

Cybercriminals take several approaches to payment fraud depending on their 
objectives, their capacity to obtain the required information, and the potential financial 
exploitation. Thus, there is no single threat vector. Fraudulent actors use a range of tactics 
to get access to sensitive payment information or carry out unauthorized transactions. 
However, they do not usually know which tactic will work when they attack a certain target. 
So, they usually try multiple methods until they find the vulnerability they want. So, mobile 
payment fraud takes several forms, such as identity theft, account takeover, synthetic 
identity fraud, and friendly fraud, etc. 

Identity theft: The ultimate objective is to sell personally identifiable information (PII) 
on darknet marketplaces or use it to open fraudulent financial accounts and thereafter 
make the transaction. PII can be taken through social engineering, phishing, or business 
resources. According to the “Identity Fraud Report 2024,” [11] compiled by Veriff, 6% of all 
verification attempts were fraudulent in 2023. Identity fraud itself was the biggest threat, at 
an average of 6.03% over the course of 2023. 

Account takeover: Users may give their login credentials to cybercriminals using 
phishing and social engineering techniques, or they may have their login credentials stolen 
from a third-party data breach and use them across several online accounts, leaving those 
accounts vulnerable to a hijack. 

Account takeover: Users may give their login credentials to cybercriminals using 
phishing and social engineering techniques, or they may have their login credentials stolen 
from a third-party data breach and use them across several online accounts, leaving those 
accounts vulnerable to a hijack. Any type of online account – banking, credit, e-commerce, 
brokerage, reward points, social security, healthcare or social media – can fall victim to 
account takeover fraud. As a lesser- used but effective form of fraud, account takeover 
(ATO) fraud is projected to become more popular as cybercriminals look for ways to 
escape current anti- fraud measures and deceive victims.  

Synthetic identity fraud: Financial accounts that may be connected to a particular 
person are created using a mix of true identity data and faked information. By fabricating 
recent births or using homeless citizens’ IDs or social security numbers in an analogue 
way, first fraudsters cobbled together dozens of fake people for use in their mortgage fraud 
scheme. The digital creation of synthetic identities is now one of the top fraud trends. 
Synthetic fraud hits the financial sector the hardest, and it’s the fastest-growing fraud type 
in that sector. 

Friendly fraud: By taking advantage of weaknesses in corporate processes or 
application vulnerabilities, legitimate customers can fraudulently obtain reimbursements 
from chargebacks. Sometimes referred to as “chargeback fraud”, friendly fraud can be 
accidental. But sometimes it’s done intentionally by criminals, who place orders and claim 
they never received them. Unfortunately, the person committing this type of fraud is 
virtually indistinguishable from the regular customers. 

Card-Not-Present (CNP) fraud: CNP fraud is the most common type of mobile 
payment fraud. It happens when someone with malicious intent gets hold of crucial 
payment details, such as credit card numbers, personal information (cardholder’s name, 
billing address, etc.) or the three-digit CVV security code and link this information with a 
new mobile device. Once the fraudster has stolen these details, then he can make 
fraudulent purchases; and the transaction may appear legitimate. CNP fraud can also be 
committed by getting a lost or stolen mobile device and using its mobile wallet to make 
unauthorized purchases with it, either online or in-store. 

In a market analysis released by Ekata [12], a global leader in dynamic identity 
verification solutions for real-time risk decisioning, the most common types of online 
payment fraud that will affect merchants in 2024 include account takeover, friendly 
fraud/chargeback abuse, synthetic identity theft, promo abuse, e-gift card fraud, affiliate 
fraud, and triangulation fraud. 

According to another report, conducted by MRC on Global Payments & Fraud, the 
most prevalent types of e-commerce fraud in 2023 were chargebacks, refund 
abuse/coupon abuse, account reactivation, identity theft, and card testing. At the same 
time, about 85% of merchants have already started implementing Strong Customer 
Authentication (SCA) to comply with the EU’s PSD2 and PSD3 regulations.  
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The Merchant Risk Council’s (MRC) 2024 report, based on the findings of the “2024 
Global eCommerce Payments & Fraud Survey 2024,” [13] delivers valuable insights 
gathered from a global survey of more than 1,100 merchants from over 35 countries 
across North America, Europe, Asia-Pacific (APAC), and Latin America (LATAM) regions. 
Here are just some highlights: 

• Merchants accept 4.6 different payment methods on average. Globally, roughly
three-quarters of eCommerce merchants accept cards and digital wallet payments, and 
most also take debit transfers and mobile payments. 

• 8 out of 10 (82%) merchants began accepting at least one new payment method
over the past year. Real-time payments (RTP) and buy now, pay later (BNPL) are among 
the fastest-growing acceptance methods, along with digital wallets, debit transfers, and 
mobile payments. 

• Card and digital wallet payments, followed by mobile payments and debit transfers
are perceived as having the highest fraud rates, even though they are the most widely 
accepted. 

• 9 out of 10 merchants encourage customers to pay via certain, preferred payment
methods, usually by prioritizing or promoting these methods at checkout. Merchants are 
adopting this, in the objective of reducing fraud and minimizing processing costs. 

• More than 90% of merchants employ at least one tool or technique designed to
boost payment authorization rates, for instance, automated retries or intelligent payment 
routing. Merchants are increasingly making use of third-party data to improve the 
effectiveness of authorization-boosting tactics. 

When it comes to tools and techniques merchants employ to monitor and prevent 
fraud, the 2024 'Global eCommerce Payments & Fraud Report' focuses on tools driven by 
AI and/or ML. As shown in the figure below, the adoption of these fraud management tools 
is likely to grow swiftly over the coming months and be implemented and integrated into 
merchants' IT systems worldwide. 

Fig. 5: Fraud Rate Comparison for Verticals 

(Source: Identity Fraud Report 2024, Veriff) 
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A Mobile Payment Scam Example 
With mobile payment scams, scammers may attempt to trick you into sending them 

money through a mobile payment method like PayPal. If you link such services to your 
bank account or debit card, it’s almost like handing someone cash. The following is an 
overview of the scam: 

1. A Middle Eastern Bank customer receives an SMS that looks like a fraud alert from
the bank. The message may say, "Did you make a purchase of $750.50 at ABC Store?". 

2. When the customer responds “No” (because the text was bait), the scammer will
respond that someone from that Bank will contact you. 

3. They will then call the customer. In many cases, the number they are calling from
appears to be the bank’s actual phone number, which they have spoofed. (Caller ID is not 
a reliable source for identifying callers.) They will ask for a one-time code you would have 
received via text from “the bank.” (while banks may send text messages to validate 
unusual activity on account, they will never ask to share a security code or online banking 
credentials to resolve fraud). 

4. If the code is given to them, they will use it to enroll their bank account with the
mobile payment app using your contact information or something that may resemble it. 
They may even have you change and share your online banking credentials. (Banks never 
ask for this). 

5. If successful, the scammer can access your account via the mobile payment app.
And if a customer shares their online banking credentials, many more kinds of fraudulent 
transactions can occur. 

Types of DCB Fraud in General 
DCB is fast and convenient for both merchants and consumers. There is always the 

risk of fraud, if there are digital transactions involved.  
Fraudsters use these attributes for two major purposes. They deceive clients into 

making unnecessary purchases by using social engineering. Scammers take advantage of 
technology – bots, click farms, etc. to obtain fraudulent payouts from companies promoting 
or endorsing DCB-enabled services. 

One of the leading fighters against DCB fraud is Mobile Ecosystem Forum Ltd. (MEF). 
As an independent authority in the mobile industry with members in 45 countries, MEF’s 
DCB Fraud Working Group published its “Anti-Fraud Yearbook 2023,” [14] late in 2023. In 
it, MEF explains two main forms of DCB fraud, as a general distinction: 

DCB ad fraud: A large percentage of DCB fraud targets the advertisements that VAS 
businesses conduct. These companies place adverts on mobile sites. Then, using a 
number of techniques, fraudsters create payouts for clicks. When the user clicks on a link, 
all the steps of the payment flow are clicked upon automatically. This type of fraud is, not 
exclusive to DCB. It is the same as any other ad- based mobile fraud. 

Consumer-targeted DCB fraud: Essentially, fraudster uses social engineering and/or 
deception to trick DCB consumers into making unintended purchases – or signing up for 
unwanted subscriptions. Here are the main types: 

A. Misinformation: In this case, the merchant gives all the data that authorities require. 
They distort or leave out important details, though. A few examples of the techniques 
employed are: 

• Extremely tiny or unreadable price details resource
• An excessive focus on free trials
• Payment triggering calls to action of a misleading kind, such as “Play Now” or “Get It

Here.” 
B. Disinformation: In this case, the fraudster gives false information, omits it 

completely, or distorts it. In addition, they conceal billing receipts, making it hard for 
customers to cancel a fraudulent subscription. 

C. Misleading incentives: It is a phishing type of scam. Here, the customer reacts to a 
promotion like “You have won a prize!” or “A virus has been found on your device.” Once 
the activity is performed, the fraudster deceives the user into taking additional actions that 
result in an unplanned purchase. 

D. Trust manipulation: Another kind of phishing. This time, the fraudsters pose as a 
close friend or a reputable company. For instance, they might use the typeface, colours, 
and logo of an authentic brand to create a link to a fake shopping page. These messages 
can occasionally originate from a contact whose account has been hacked. 
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How to prevent mobile payment fraud 

Best Anti-Fraud Practices 
Implementing e-commerce payment security best practices helps businesses comply 

with security regulations and reduces the likelihood of security breaches and fraud 
attempts. Here are some guidelines that e-commerce sellers should consider: 

Secure data storage 
To prevent unauthorized access to sensitive data, businesses should ensure 

cardholder information and other sensitive information is securely stored using encryption, 
tokenization or other data security mechanisms. 

Encryption 
All sensitive data transmitted over public networks, such as payment information, 

must be encrypted using SSL (Secure Sockets Layer) or TLS (Transport Layer Security). 
This ensures that attackers cannot easily decrypt the intercepted data. 

Strong authentication and access control 
Implementing multi-factor authentication (MFA) for all user accounts, limiting access 

to sensitive systems, and regularly checking access rights significantly reduces the risk of 
unauthorized access. 

Secure Code Development 
E-commerce websites and applications should be developed using secure coding 

techniques to minimize vulnerabilities that can be exploited by attackers. To ensure 
security, you should conduct regular code reviews and vulnerability scanning. 

System monitoring 
Continuous monitoring of network and system activity helps identify suspicious 

activity or potential breaches, allowing you to respond quickly to mitigate threats. You can 
use log viewing, intrusion detection systems, and other monitoring tools. 

Regular security checks 
Conducting regular security audits helps identify security and compliance gaps, 

providing an opportunity to address them before attackers can exploit them. 
By adopting these best practices, e-commerce businesses can effectively secure 

their payment processes and protect sensitive cardholder data. 
Fraud is a problem that affects all players in the mobile payment ecosystem: the 

consumer loses money, carriers lose revenue and incur extra customer service 
complaints, and merchants lose brand reputation. Powerful and complete anti-fraud tools 
and techniques are therefore essential to be able to make mobile payments such as Direct 
Carrier Billing (DCB) a foolproof payment process. DCB will become an effective tool for all 
market players, especially Mobile Network Operators (MNOs) to effectuate daily secure 
transactions in this era of digital monetization. 

The Mobile Ecosystem Forum (MEF) kicked off a new workgroup some time ago to 
tackle fraud related to DCB. One important component is best practices. The group’s aim 
is to share knowledge and best practices so that there is greater awareness and DCB 
fraud can be minimised. Here are four simple best practices recommended by the group 
[15]: 

Know your content: You should always know what is running on the product channel. 
Be aware of each purchase offer in the product channel prior to launch. Track all live 
programs. 

Know your traffic: Your market activities can tell you a lot about the presence or 
absence of fraud. You can assess this in three ways: Study transaction patterns and look 
for anomalies; run secret shopper tests; do device-level monitoring and analysis. 

Know your partners: Some basic considerations to make when selecting an anti-fraud 
partner include: conducting a reputational analysis and scrutinising their historic records; 
confirming they know what’s running on the network; making sure they have access to 
transactions and download data; using fraud detection that covers both IP addresses and 
the device; and ensuring any party that has committed fraud cannot re-enter the product 
channel. 

MEF’s DCB Fraud Group also comprises anti-fraud specialists whose technical 
solutions can detect and eliminate anomalies to identify questionable traffic and 
transactions. These systems combine machine learning algorithms with payment 
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processing workflows to block fraud in real-time. Providers include Evina, Empello, MCP 
Insight, mFilterIt, and Upstream. 

Their products work by placing a sensor on a payment page, which scans activity 
patterns and compares them to fraud patterns. When there is a match, it prevents the 
fraudulent transactions from going through. It then displays the traffic analysis results on a 
dashboard. 

Fraud Management Toolkits 
Implementing appropriate tools and technologies to secure e-commerce transactions 

can help merchants adhere to security best practices and comply with regulatory 
requirements. Some important tools and technologies for securing e-commerce 
transactions include: 

SSL/TLS certificates. SSL/TLS certificates play a critical role in protecting sensitive 
data transmitted over the Internet by encrypting the connection between the user's 
browser and the web server. E-commerce websites must have a valid and up-to-date 
SSL/TLS certificate to ensure secure communications. 

Secure hosting. Choosing a reliable and secure web hosting provider, as well as 
using security features such as firewalls, intrusion detection systems, and virtual private 
networks (VPNs), can increase the security of an e-commerce website and its backend 
systems. 

Secure payment gateways. Payment gateways are third-party service providers that 
facilitate online transactions between sellers and buyers. Choosing a reliable payment 
gateway that complies with PCI DSS and other relevant security standards can help 
ensure the security of your payment data. 

Fraud detection tools. Fraud detection tools that use machine learning, artificial 
intelligence, or rules-based algorithms can help identify and prevent suspicious 
transactions and fraudulent activity, thereby protecting both merchants and customers. 

Tokenization. Tokenization is a method by which sensitive data is replaced with a 
non-sensitive equivalent called a token. This helps secure payment data and reduce risks 
associated with storing and transmitting data. 

When it comes to specifi tools and techniques merchants employ to monitor and 
prevent fraud across the customer journey, “2024 Global eCommerce Payments and 
Fraud Survey” has a lot to put forward. The Survey was conducted by The Merchant Risk 
Council (MRC), a global non-profi membership association connecting e-commerce 
professionals through industry-leading educational programs, online community groups, 
conferences, and networking events.  

Fig. 8: Fraud Management Tools & Techniques  

(Source: “The 2024 Global E-Commerce Payments & Fraud Report,” MRC, p.59, 2023) 
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Advocating for safer and more profi e-commerce for everyone, MRC, in collaboration 
with Visa Acceptance Solutions and Verifi unveiled the fi of the Survey. Drawing 
observations from a wide spectrum of businesses across more than 35 countries, their 
report [16] aims to deliver clear and impartial insights into the perceptions and evolving 
trends in e-commerce payments and fraud as observed by merchants worldwide. As an 
authoritative guide to empower merchants with knowledge for strategic decision- making 
in payment management and partnerships, the report also focuses on fraud-fi tools driven 
by AI and/or ML. 

According to “The 2024 Global E-Commerce Payments & Fraud Report,” merchants 
are using globally an average of one to two diff AI/ ML-driven fraud management tools; 
however, as shown in the relevant fi below, none of the six tools tested in the survey is 
currently in use by more than 50% of merchants. But adoption of these tools is likely to 
grow swiftly. No doubt, these advanced solutions will quickly become central tools in 
merchants’ anti-fraud toolkits as they are implemented and integrated into their IT systems 
over the coming months. 

Tips to Minimize the Risk of DCB Fraud 
Digital Virgo – an expert in the field of Telecom Payment - in collaboration with its 

partner Evina – an expert in mobile fraud - worked together in order to put forward with the 
ten essential tips [17] to minimize the risk of fraud in the DCB ecosystem. The ten tips are 
as follows: 

1. Be aware of having a full understanding of the DCB ecosystem.
2. Audit your risk & assess your level of exposure.
3. Get organized, fraud is a subject that needs to be dealt with.
4. Implement continuous real-time monitoring in order to identify unusual patterns.
5. Compare and analyse user behaviour to detect suspicious users.
6. Get total control of end-user flow by hosting the customer’s confirmation page.
7. Integrate Business Intelligence tools to identify possible sources of fraud from the

business KPIs. 
8. Rely on experts to analyse your Data.
9. Make sure your traffic sources are trusted.
10. Set up a validation process for the incoming traffic.
Payment assurance is an ongoing process that requires constant monitoring, 

evaluation and improvement. E-commerce businesses must be vigilant in identifying and 
addressing payment security threats to protect their customers and reputation. Here are 
some important steps to monitor and respond to payment security risks: 

Continuous system monitoring. Implement real-time monitoring of your e-commerce 
platform to detect unusual activity such as unauthorized access, transaction anomalies, or 
indicators of a potential data leak. 

Incident Response Plans. Develop comprehensive incident response plans that detail 
the steps to be taken in the event of a security breach or any other security-related event. 
This plan will enable your organization to respond quickly and effectively to incidents while 
minimizing the damage caused. 

Employee training. Train your employees on security best practices and ensure they 
are aware of potential threats targeting e-commerce businesses. Employee awareness is 
critical to maintaining a high level of security and preventing successful attacks. 

Regular vulnerability assessments and penetration testing. Conduct regular 
vulnerability assessments and penetration tests to identify any potential weaknesses in 
your systems, applications or infrastructure. This way, you can proactively address any 
discovered vulnerabilities before attackers take advantage of them. 

Stay up to date with the latest threats and vulnerabilities. Stay up to date with the 
latest payment security threats, vulnerabilities and fraud schemes so you can be better 
prepared to defend against them. Subscribe to industry newsletters, attend webinars or 
conferences, and participate in online payment security forums. 



Synchroinfo Journal 2024, vol. 10, no. 3 
51

Conclusion 

Ensuring e-commerce payment security is an ongoing challenge that requires a deep 
understanding of the online payments ecosystem, adherence to industry standards and 
regulations, and adoption of best practices. By leveraging effective tools and technologies, 
leveraging the power of no-code and low-code platforms and continually monitoring and 
responding to security threats, companies can create a secure and seamless payment 
experience for their customers. 

By prioritizing payment security, your e-commerce business protects your customers' 
valuable information and strengthens your credibility and reputation in the marketplace. In 
the long term, this will increase customer trust, loyalty and business success. 

In terms of payments, merchants are aware that as more customers use new mobile 
payment methods, fraudsters will find it more and more appealing to target these methods. 
Despite this, merchants are continuing to extend their acceptance offerings. 

The proliferation of mobile payment methods such as DCB and mobile wallets, 
payment fraud types, and payment management tools and approaches has placed 
businesses under increasing pressure to monitor and evaluate a wide range of 
payment-related metrics. For many, maintaining a consistent and logical approach to 
payment monitoring and assessment may prove to be an increasing issue in the future. 

Merchants are attempting to control first-party misuse and other common fraud issues 
by implementing comprehensive strategies that make use of a variety of tactics and 
solutions. These include strategies and technologies related to identity and verification, 
improved requirements, and flagging and checking. They also involve using the updated 
compelling evidence guidelines of card brands to prevent or reverse first-party misuse 
disputes. 

There is never a “one size fits all” solution in the industry since different merchants 
have different objectives and methods for managing and preventing fraud. Some prioritize 
the customer experience as their top priority, while others concentrate more on 
chargebacks and fraud reduction. The fight against these criminal gangs is a collective 
responsibility that extends to all regulated firms. In today’s digital age, this is possible in 
practice if all the parties involved in the payment ecosystem collaborate by providing 
verified payment options. 

When it comes to fighting fraud in mobile payment, including organized crime 
activities, compliance, and the prevention of illicit funds movement in the financial system, 
in recent years, there has been a significant increase in the adoption of new technologies 
and efforts by major financial institutions. 

Machine learning (ML), Artificial Intelligence (AI) and data analytics have all emerged 
as powerful technologies among the innovative regulatory technology application use 
cases, including risk assessment, regulatory change monitoring, compliance reporting, 
communications security and compliance, Anti-Money Laundering (AML) policies and 
laws, and Know Your Customer. 

Merchants and payment solution providers must deploy fraud prevention 
technologies and tools to tackle various types of fraud efficiently, remain compliant with 
international regulations, and create a frictionless user experience. Financial institutions, 
too, must invest in the necessary resources and expertise to implement these 
technologies effectively. However, it should not be forgotten that these technologies are 
only as good as the data, and if that data is biased or incomplete, it can lead to inaccurate 
or unfair results. 

The main topics covered in this review prove their relevance not only in understanding 
the complexity and the scale of global fraud and its financial damages but also in creating 
successful anti-fraud strategies that consumers, merchants, and payment solution 
providers can implement to deter. 
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