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ABSTRACT

The paper describes an authentication algorithm structure and key stages of its
application for smart power grid systems, its advantages over traditional
solutions, and practical application scenarios. An authentication algorithm
based on a combination of verifiable encryption and one-time keys, designed to
ensure high cryptographic strength in demanding security environments.
Particular attention is paid to adapting the algorithm to critical infrastructures
such as energy grids, where delays and data compromise can lead to
catastrophic consequences.
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Introduction

Modern authentication systems face numerous challenges related to increasing
security and user experience requirements [1, 2]. Communication networks continue to
evolve, and with the support of comprehensive long-term development programs, quality
standards can be expected to improve [3-5]. These issues are particularly pressing in the
context of critical infrastructures such as energy grids. Energy systems, the backbone of
the economy and everyday life, are increasingly becoming targets for sophisticated
cyberattacks capable of causing large-scale outages, financial losses, and threats to
national security [6]. Protecting such systems requires not only resilience to external
threats but also ensuring uninterrupted operation, which challenges developers to combine
high security with minimal delays in authentication processes.

With the growing number of cyberattacks and the increasing sophistication of hacking
methods, traditional approaches such as passwords and static keys are becoming
increasingly less reliable. Passwords are often vulnerable to phishing, brute-force attacks,
and data leaks, while static keys, while providing a higher level of security, are vulnerable
to compromise over long periods of use—especially in systems where regularly changing
keys is difficult, as is the case with distributed power grid nodes. These issues are driving
the search for new solutions that can provide both a high level of security and the
operational efficiency critical to energy facilities.

One of the most promising areas in this area is the use of one-time keys in
combination with verifiable encryption. One-time keys, generated dynamically for each
session or transaction, minimize the risks associated with their interception or reuse by
attackers, which is especially relevant for power grids with their vast number of devices.
However, one-time keys alone do not solve all problems, such as verifying the integrity of
authentication processes in real time. Verifiable encryption comes to the rescue, ensuring
that all authentication stages are completed correctly without malicious intervention, which
is critical for preventing man-in-the-middle attacks in power facility control systems [7, 8].

The purpose of this article is to present an authentication algorithm based on these
technologies and demonstrate its advantages in the context of protecting energy
infrastructures. The proposed solution is aimed not only at increasing cryptographic
strength but also at optimizing computing resources, making it applicable even in power
system networks with limited network bandwidth.

The concept of verifiable encryption

Verifiable encryption is a cryptographic method that encrypts a message in such a
way that a verifier can verify that certain conditions for the encrypted data are met without
decrypting it. This approach is based on the use of zero-knowledge proofs and
cryptographic protocols that guarantee data integrity.

One of the key properties of verifiable encryption is transparency. This means that an
encrypted message can be verified against specified parameters without having to
disclose it. For example, it can be verified that a message was signed by a specific user
or contains certain attributes while remaining encrypted.

Preserving confidentiality is also an important aspect. The message content remains
protected, which is achieved through the use of strong cryptographic algorithms such as
RSA, elliptic curve algorithms, or homomorphic encryption [9]. Data integrity is ensured by
digital signature mechanisms or hash functions.

One-time keys, as their name suggests, are used only for a single operation or
session. One-time keys minimize the risks associated with compromise, as even if leaked,
the key cannot be reused. These keys are generated for each client-server interaction and
are then destroyed.

One-time keys play an important role in preventing replay attacks, in which an
attacker intercepts data and attempts to reuse it [10]. The temporary nature of the keys
and their uniqueness make these attacks ineffective. Using one-time keys also reduces
the risk of leaking long-term keys, as compromising one temporary key does not reveal
information about other sessions.

Using verifiable encryption with one-time keys offers a number of advantages. First
and foremost, it offers a high level of security. One-time keys eliminate the possibility of
reusing compromised data, and verifiable encryption guarantees the confidentiality of the
information. The algorithm's flexibility allows it to be adapted to various tasks and
conditions. Verification parameters can be configured to meet the requirements of a
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specific system or organization. Another important aspect is user convenience, as the
method can be integrated with other authentication methods, including biometric
technologies and token devices [11]. A comparison with other authentication methods is
presented in Table 1.

Table 1
Comparison with other authentication methods
Method Security level Usability Resilience to attacks
Passwords Low [12] Medium (requires Low (vulnerable to phishing, brute force,
memorization) and dictionary attacks) [13]
Multi-factor High (combination of  |Low (requires additional| High (complicates attacks, but vulnerable

authentication (MFA) factors) [14] devices/actions) to SIM-swap) [19]
Magic Link Average (depending on the| High (no password Medium (vulnerable to email/SMS
security of the delivery required) interception)

channel) [16]

Verifiable encryption

Very high (one-time keys +| High (automatic key |Very high (non-reuse by design, protection
cryptography) [17] generation) against MITM) [18]

Authentication algorithm based on verifiable encryption using one-time keys

Authentication algorithm based on verifiable encryption using one-time keys The
complexity of attacks aimed at compromising user data is growing, requiring developers
to create innovative approaches to ensure the confidentiality and integrity of information.
Algorithms based on a combination of verifiable encryption and one-time keys represent
one of the most promising technologies. One of the algorithms is presented below:

Registration:

The user sends their digital identity p1 to the device.

The device generates two keys:

Primary key k1 for encryption.

Auxiliary key k2 for hashing.

The device calculates the hash of p1 using GOST 34.11-20181: 1, = H(p,).

The device encrypts the hash h1 using the key k1 and the block cipher:
¢ =E (h)=h @k,.
The device calculates the hash from the key k2 and adds it to the encrypted hash h1:

¢ =c, ®H(k,).

The device sends cl' to the server, which stores it in the database.

Verification:
The user sends their digital identity p1 to the device.
The device generates two one-time keys:

Primary key k{ for encryption.
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Secondary key k, for hashing.
The device calculates the hash of p2 using GOST 34.11-2018:

by =H(p,).

The device encrypts the hash hZ using key k{ and the block cipher:

¢, =E (h))=h,®k,.

The device calculates the hash of key k; and adds it to the encrypted hash 4, :
c, =c, ® H(k,).

The device sends c'2 to the server.

The server calculates the encrypted distance between ci and 0'2 using function F:
F(c,c,)=c,®c, =c,.

The server sends the encrypted distance ¢, back to the device.

The device decrypts ¢, using keys k,, k,, k,andk,:

Dkl,k,',kz,k‘z (c;)=( ®H(k,)))®(c, @H(kz)) @ (k, C_Dk;) =
= (h ® H(k,))® (h, ® H(k,)) ® (k; © k).

The device calculates the final value:

h@®h =D

Ky ey ey S

(Cd)@)H(kz)@H(k;)-

The device compares 4 @ h, with the threshold value s. If 4 @4, <s, the device

returns "OK", otherwise "NG".

Authentication algorithm based on verifiable encryption using one-time keys

In the era of digital transformation, smart technologies are increasingly being
implemented in various industries [19]. In recent years, the development of grid
technologies has received a strong boost during the pandemic, affecting virtually all
industries, including industrial and manufacturing sectors [20]. The energy sector is a
critical element of the infrastructure of any country. The operational efficiency of an energy
company depends largely on the reliability of corporate information and communication
systems and networks. However, these systems also create new data security risks [21].

Modern energy systems, such as smart grids and power generation networks, require
a high level of security and reliability [22]. These systems integrate complex infrastructure,
including control centers, generators, distribution nodes, smart meters, sensors, and
control devices. Interaction between these elements occurs through digital communication
channels, which creates risks of cyberattacks, ranging from data interception to command
spoofing [23]. The implementation of Smart Grid technology in the electric power industry
increases economic efficiency, its use significantly reduces the costs of production,
distribution and consumption of electricity [24].
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To protect such systems, an authentication algorithm based on verifiable encryption
with one-time keys is proposed, ensuring the integrity and confidentiality of critical
information [25]. Such tools help mitigate emerging risks in the information and
communication systems of energy generating companies
[26, 27].

Power systems are based on data transmission networks controlled by SCADA
(Supervisory Control and Data Acquisition) systems. These systems are responsible for
collecting information, remotely controlling equipment, and monitoring parameters in real
time [28]. Smart Grid SCADA controls smart meters, transformers, and circuit breakers,
and in large energy companies, it regulates generator operating modes, balances loads,
and monitors the status of power lines [29]. Data is transmitted between field devices such
as RTUs (Remote Terminal Units) and PLCs (Programmable Logic Controllers), servers,
and dispatch interfaces via wired and wireless channels.

However, many communication protocols, including Modbus and DNP3, are not
designed to protect against modern cyberthreats, making them vulnerable to attack. The
implementation of verifiable encryption is particularly relevant for IEC-61850, which is used
in digital substations, and IEEE C37.118, where data integrity is critical for real-time
network management [30, 31].

The proposed method is adapted not only for classic SCADA systems but also for
new architectures, including distributed substations, where the method protects control
commands during high-voltage line switching; hybrid microgrids (Microgrids), ensuring
data authentication between solar farms, wind turbines, and energy storage systems in
standalone mode; and automatic load shedding (ALS) systems, verifying the authenticity
of load balancing commands during power grid failures [32]. For decentralized networks
with intermittent connections to the control center, such as remote wind farms, the
algorithm implements local verification via pre-established keychains, minimizing
dependence on centralized infrastructure and maintaining security even under limited
connectivity.

The main problem with such systems is the lack of guarantees of the authenticity of
transmitted commands. An attacker can infiltrate the communication channel, spoof
parameters, or resend an intercepted command, causing equipment to malfunction. This
can lead to accidents, consumer outages, or infrastructure damage. Traditional encryption
methods are not always effective: long sessions with persistent keys facilitate replay
attacks, and the lack of verification mechanisms allows data manipulation [33].

Each command, such as "disable overloaded section" or "adjust generator
frequency,"” is encrypted with a unique key that is destroyed after use. This eliminates the
possibility of reusing intercepted data. Verifiable encryption simultaneously ensures that
the command has not been altered during transmission: any attempt to tamper with it
results in automatic message rejection. When sending an instruction to shut down a
transformer, the system generates a one-time key, encrypts the command, and transmits
it to the recipient. Even if the communication channel is compromised, an attacker will be
unable to inject false instructions or reproduce previously sent data.

With the growing number of loT devices, the issue of compatibility with resource-
intensive algorithms arises. The proposed method is optimized for low-power processors.
Key generation requires less than 5% of the computing power of a typical protection and
automation device [34]. The authentication latency does not exceed 2 ms, which meets
the requirements of GOST R IEC 61850-5-2011222 for critical commands. To minimize
the load, messages are grouped with a single verification key.

Special attention is paid to the protection of emergency notification systems.
Messages about overloads, power line failures, or abnormal voltage surges require instant
delivery and absolute reliability. The algorithm ensures their integrity through verifiable
encryption, and one-time keys prevent blocking or delays of notifications. Upon detecting
generator overheating, the system generates a key, encrypts the message, and sends it
to the control center. The recipient verifies the authenticity of the data and the validity of
the key, eliminating false alarms or the concealment of an emergency.

26
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Thus, the authentication algorithm based on verifiable encryption with one-time keys
offers a universal solution for power systems. It protects control commands, monitoring
data, and emergency messages, minimizing the risk of cyberattacks. Implementing this
approach increases the resilience of Smart Grids and power networks, ensuring the
security of critical infrastructure in the face of growing digital threats.

Conclusion

The proposed authentication algorithm, based on verifiable encryption and one-time
keys, represents a significant advance in security and usability for modern systems. In an
era of increasingly sophisticated cyberthreats and ever-increasing data protection
requirements, this approach offers a reliable solution capable of minimizing the risks
associated with information leaks and key compromise.

An important aspect of the proposed algorithm is its versatility. lts adaptability to
various application areas, including financial services, corporate networks, government
platforms, and even the Internet of Things (loT), opens up new possibilities. In each of
these areas, the algorithm is capable of providing a high level of security while maintaining
simplicity and user convenience. This is especially important in an environment where
users increasingly prefer systems that are not only secure but also intuitive to use.
However, despite all its advantages, the algorithm requires further development and
optimization.

One area for future research could be improving its performance, especially when
working with large data volumes or in systems with high loads. Furthermore, it is important
to explore the possibilities of integrating the algorithm with other technologies.
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