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ABSTRACT

Contemporary cyber threat landscapes characterized by adaptive adver-
saries and rapidly evolving attack vectors necessitate a paradigm shift from
reactive to proactive information security risk management (ISRM). This
study develops a conceptual framework for proactive ISRM through sys-
tematic analysis and synthesis of leading international standards — NIST SP
800-39, NIST SP 800-30 Rev. 1, and ISO/IEC 27005:2018 — and their
adaptation to critical information infrastructure (Cll) protection require-
ments. The research introduces a dynamic risk factor model incorporating
threat shifting phenomena, where risk probability is formalized as a
time-dependent function of adversary adaptation (TTPs evolution). A
three-tier governance architecture (organizational-business pro-
cess—information system levels) is enhanced with continuous monitoring
feedback loops and threat intelligence integration mechanisms. The
framework uniquely addresses industrial control systems (ICS/SCADA)
vulnerabilities through domain-specific threat shifting analysis across
temporal, target, resource, and methodological dimensions. Validation
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1 Introduction

The exponential growth of cyber threats targeting critical infrastructure has exposed
fundamental limitations of traditional periodic risk assessment models. According to the
IBM Cost of a Data Breach Report (2023), the average time to identify and contain a
breach reached 277 days globally, with industrial sectors experiencing even longer de-
tection cycles exceeding 300 days. This latency stems from the inherent mismatch be-
tween static annual risk assessments and dynamic adversary behavior characterized by
continuous adaptation of tactics, techniques, and procedures (TTPs) [1]. The 2022
cyberattack on a European energy grid operator, which remained undetected for 218 days
despite compliance with ISO/IEC 27001 certification requirements, exemplifies the inad-
equacy of compliance-driven periodic assessments in preventing sophisticated persistent
threats [2].

Proactive risk management represents a paradigmatic evolution from reactive inci-
dent response to anticipatory risk mitigation through continuous assessment, threat
forecasting, and adaptive countermeasures [3]. Unlike preventive approaches that ad-
dress known vulnerabilities through periodic controls validation, proactive ISRM antici-
pates threat evolution by modeling adversary adaptation patterns and integrating real-time
threat intelligence into risk calculus [4]. This distinction becomes critical for critical infor-
mation infrastructure (CIl) protection, where incident consequences extend beyond fi-
nancial losses to public safety, national security, and socioeconomic stability [5].

Despite growing recognition of proactive approaches, significant research gaps per-
sist:

1. Theoretical gap: Existing risk models (e.g., R=PxIR=PxI) treat probability (PP) as
static, neglecting adversary adaptation dynamics [6];

2. Methodological gap: Standards provide fragmented guidance—NIST SP 800-30
details assessment procedures but lacks organizational integration mechanisms, while
ISO/IEC 27005 emphasizes business alignment without technical granularity for ICS en-
vironments [7];

3. Implementation gap: No comprehensive framework exists for adapting interna-
tional standards to Russian CII regulatory requirements (Federal Law No. 187-FZ) while
maintaining technical interoperability with global best practices [8].

This study addresses these gaps through three research objectives:

1. To formalize a dynamic risk factor model incorporating threat shifting phenomena
into quantitative risk assessment;

2. To develop a hybrid governance framework integrating NIST RMF's three-tier ar-
chitecture with ISO/IEC 27005's PDCA cycle for Cll environments;

3. To validate the framework's applicability through domain-specific analysis of threat
shifting patterns in industrial control systems (ICS/SCADA).

The remainder of this paper is structured as follows: Section 2 reviews theoretical
foundations of proactive risk management and relevant standards; Section 3 details the
research methodology; Section 4 presents the conceptual framework and comparative
analysis; Sections 5 and 6 discuss scientific novelty and practical implications; Section 7
concludes with limitations and future research directions.

2 Theoretical Foundations and Literature Review
2.1. Evolution of Risk Management Paradigms
Information security risk management has evolved through three distinct paradigms

[9]:

Reactive paradigm (1980s—1990s) focused on post-incident containment and re-
covery, with risk management limited to insurance mechanisms and legal liability mitiga-
tion. This approach proved inadequate against targeted attacks where detection latency
exceeded containment capabilities.

Preventive paradigm (1990s—2010s) emerged with standards proliferation (ISO/IEC
17799, BS 7799) and introduced periodic risk assessments (typically annual) coupled with
control implementation based on static threat catalogs. While improving baseline security
posture, this model failed to address adaptive adversaries who modify TTPs between
assessment cycles [10].
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Proactive paradigm (2010s—present) recognizes cybersecurity as a dynamic game
between defenders and adaptive adversaries [11]. Core principles include:

* Continuous risk assessment integrated into system development life cycles (SDLC);

* Threat intell gence-driven anticipation of adversary behavior;

» Organ zational resilience through redundancy and graceful degradation;

* Qu ntitative modeling of adversary adaptation patterns [12].

The paradigm shift necessitates redefining risk not as a static property but as a
time-dependent stochastic process influenced by defender actions and adversary coun-
ter-adaptation [13].

2.2. Threat Shifting: Theoretical Underpinnings

The concept of threat shifting (or adversary adaptation) describes behavioral
changes in attacker TTPs in response to defensive measures [14]. First systematically
documented in NIST SP 800-30 Rev. 1 [15], threat shifting manifests across four domains:

1. Temporal domain: Attackers modify timing patterns to evade detection (e.g.,
low-and-slow attacks during off-peak monitoring hours);

2. Target domain: Shift toward less protected assets following security hardening of
primary targets ("path of least resistance");

3. Resource domain: Increased computational/financial resources to overcome
strengthened defenses (e.g., brute-force attacks with cloud-based GPU clusters);

4. Methodological domain: Replacement of exploited vulnerabilities or attack tools
following patch deployment [16].

Critically, threat shifting violates the independence assumption underlying traditional
risk models, where control implementation linearly reduces risk probability. Empirical
studies demonstrate that 68% of advanced persistent threat (APT) groups modify TTPs
within 30 days of defensive measure deployment [17], rendering static risk assessments
obsolete shortly after completion.

2.3. Standardization Landscape: NIST RMF vs. ISO/IEC 27005

NIST Risk Management Framework comprises interconnected publications forming a
comprehensive ecosystem [18]:

« NIST SP 800-39 establishes a three-tier governance model (organiza-
tion-mission-information  system) and four-phase risk management process
(frame-assess-respond-monitor);

* NIST SP 800-30 Rev. 1 details risk assessment methodology with explicit treatment
of predisposing conditions and threat shifting;

* NIST SP 800-137 mandates continuous monitoring through automated data col-
lection on threats, vulnerabilities, and control effectiveness;

* NIST SP 800-37 Rev. 2 integrates risk management into SDLC through six-step
RMF implementation [19].

Strengths include technical granularity, explicit threat modeling guidance, and con-
tinuous monitoring requirements. Limitations involve U.S. regulatory context (FISMA
compliance focus) and limited guidance on organizational culture development [20].

ISO/IEC 27005:2018 provides risk management guidance within the ISO/IEC 27000
series, emphasizing:

» Busi ess-driven risk criteria aligned with organizational objectives;

* FI xible methodology selection (qualitative/quantitative/semi-quantitative);

* PDCA cycle integration for continuous improvement;

* Risk treatment options (modify, retain, avoid, share) with business justification re-
quirements [21].

Advantages include vendor neutrality, global applicability, and strong business
alignment. Weaknesses encompass insufficient technical detail for ICS environments and
absence of explicit threat shifting modeling [22].

Comparative analysis reveals complementary strengths: NIST RMF excels in tech-
nical implementation and continuous monitoring, while ISO/IEC 27005 provides superior
organizational integration mechanisms. Hybrid implementation yields synergistic benefits
but requires careful adaptation to jurisdiction-specific regulatory requirements [23].
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3 Research Methodology

This study employs a conceptual research methodology combining systematic liter-
ature review, comparative standards analysis, and conceptual model development [24].
The research design follows three sequential phases:

Phase 1: Systematic Standards Analysis

All NIST SP 800 series publications related to risk management (800-30, 800-37,
800-39, 800-137) and ISO/IEC 27005:2018 were subjected to content analysis using a
coding framework derived from ISO/IEC 27000 terminology. Key constructs extracted in-
cluded: risk factors, assessment methodologies, governance levels, monitoring require-
ments, and threat modeling approaches. Russian regulatory documents (FSTEC Orders
No. 31/2019, No. 235/2020) were analyzed for compliance mapping.

Phase 2: Conceptual Model Development

Based on gap analysis from Phase 1, a hybrid framework was developed through
iterative design cycles:

» Cycle 1: Integration of NIST's three-tier architecture with ISO/IEC 27005's PDCA
cycle;

* Cycle 2: Incorporation of dynamic risk factors modeling threat shifting;

* Cyc e 3: Domain-specific adaptation for ICS/SCADA environments;

* Cyc e 4: Regulatory compliance mapping to Russian Cll requirements.

Model validation employed expert review by three certified information systems au-
ditors (CISA) with 15+ years' experience in Cll protection.

Phase 3: Practical Validation

The framework was applied to a real-world case study involving risk assessment of an
electrical grid SCADA system (IEC 60870-5-104 protocol). Assessment results were
compared against traditional annual audit outcomes to quantify improvements in risk de-
tection coverage and response time reduction.

Ethical considerations: All case study data were anonymized; regulatory compliance
assessments were conducted under formal engagement with the Cll operator.

4 Conceptual Framework for Proactive ISRM
4.1. Dynamic Risk Factor Model

Traditional risk models express risk (RR) as the product of probability (PP) and impact
(1mn:

R = P \times I \tag{1}

This formulation assumes static probability distributions, contradicting empirical ev-
idence of adversary adaptation. We propose a dynamic risk factor model where probability
becomes a time-dependent function incorporating threat shifting dynamics:

R(t) = Abig(T(t), V(t), P_c, L(t), I(t), \Delta E(t)\big) \tag{2}

where:

* T()T(t) = Threat sources and events (time-varying based on threat intelligence
feeds);

* V(t)V(t) = Vulnerabilities (technical and organizational, evolving with patch cycles);

* PcPc = Predisposing conditions (static environmental factors like geographic loca-
tion, network architecture);

« L({)L(t) = Likelihood function incorporating adversary adaptation:
L(t)=LO-ea-ATTPs(t)L(t)=LO-ea-ATTPs(t);

* [(t)I(t) = Impact magnitude (business-dependent, may change with system criticality
reassessment);

« AE(t)AE(t) = External environment changes (regulatory updates, emerging tech-
nologies).
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The likelihood function L(t)L(t) explicitly models threat shifting through coefficient aa
(adversary adaptability factor) and ATTPs(t)ATTPs(t) (TTPs evolution index derived from
MITRE ATT&CK updates and internal threat hunting data). For industrial control systems,
aa is empirically calibrated to 0.18-0.32 based on historical APT campaign analysis [25].

4.2 Three-Tier Governance Architecture with Continuous Feedback

Building upon NIST SP 800-39's three-tier model, we enhance organizational inte-
gration through bidirectional feedback loops (Figure 1).

ORGANIZATIONAL LEVEL
(Risk appetite definition, strategic planning, resource allocation)
1| Continuous feedback: Risk tolerance adjustments based on
1| operational risk exposure trends and regulatory changes
I
BUSINESS PROCESS LEVEL
(Risk-oriented process design, segmentation, redundancy implementation)
11 Continuous feedback: Process redesign triggers from
11| system-level anomaly detection and threat intelligence
0
INFORMATION SYSTEM LEVEL
(SDLC-integrated risk assessment, automated control validation)
7
L—— Continuous Monitoring Layer (NIST SP 800-137)
* Real-time vulnerability scanning
* Threat intelligence correlation
« Control effectiveness metrics
» Anomaly detection in ICS traffic

Figure 1. Enhanced Three-Tier Governance Architecture for Proactive ISRM

Critical enhancements include:

1. Downward propagation: Strategic risk appetite decisions directly parameterize
quantitative risk thresholds at lower tiers;

2. Upward feedback: System-level monitoring data triggers automatic risk reas-
sessment at business process and organizational levels when predefined thresholds are
exceeded;

3. Lateral integration: Cross-tier risk aggregation mechanisms identify systemic
vulnerabilities emerging from interactions between tiers (e.g., supply chain risks affecting
multiple business processes).

4.3. Threat Shifting Analysis Matrix for ICS Environments

Industrial control systems exhibit unique threat shifting patterns due to operational
technology (OT) constraints. We developed a domain-specific matrix mapping threat
shifting domains to ICS characteristics (Table 1).

This matrix enables proactive identification of shifting attack patterns before full ex-
ploitation occurs, reducing detection latency by an average of 37% in validation case
studies.
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Threat Shifting Domains in ICS/SCADA Environments

Table 1

Threat Shifting Domain

ICS-Specific Manifestations Detection Indicators

Mitigation Strategies

Temporal

* Attac synchronization with * Anomalous ¢ mmand

maintenance windows timing patterns

* Ex loitation during shift changes | < Deviation from historica

(reduced monitoring) operational baselines

* Low-f equency command * Corr lation with

injection mimicking normal personnel schedule

operations changes

24/ security operations center (SOC)
* Be avioral analytics with adaptive

» Automated re ponse playbooks for

coverage

baselines

off-hours

Target

* Unusual protoco
« Shift from IT etwork to OT

protocols (Modbus, DNP3)

transitions at IT/OT

boundary

» Ex loitation of engineering
 Lateral movement to

workstations as pivot points ) )
engineering VLANs

* Targeting o legacy systems
* A cess attempts to

excluded from patch cycles
end-of-life systems

* Micro- egmentation of OT networks

* Virtual patching for legacy systems

* Application allow-listing o

engineering workstations

Resource

* Protocol fuzzing

* In reased computational resources signatures in network

for protocol fuzzing traffic

* ocial engineering escalation * Coordi ated phishing

(targeting multiple personnel tiers) campaigns across

* Supply chain compromis departments

requiring extended investment » Anomalous so tware

supply chain artifacts

* Protoc l-aware intrusion detection
systems
* Cross-depa tmental security
awareness training
* Software bill of materials (SBOM)

verification

Methodological

» ero-day exploitation

* Shift from known CVE patterns in protocol

exploitation to zero-day in OT analyzers

protocols * Legitimate tool misus

* Re lacement of malware with (e.g., PLC programming

living-off-the-land techniques software)

* Physic 1access attempts following * Correlation o cyber

cyber defense hardening events with physical

security logs

* Protoc 1 anomaly detection with
machine learning

* U er and entity behavior analytics

(UEBA)

« Integrate cyber-physical security

monitoring

4.4. Hybrid Implementation Roadmap for Russian Cll Operators

Russian Cll operators face dual compliance requirements: international best prac-
tices (for technology interoperability) and domestic regulations (FSTEC Orders, Federal
Law No. 187-FZ). Our framework provides a phased implementation roadmap.

36

Synchroinfo Journal 2026, vol. 12, no. 1



Phase 1: Regulatory Alignment (Months 1-3)

* Map NIST RMF processes to FSTEC Order No. 31 requirements for continuous
monitoring;

« Align ISO/IEC 27005 risk criteria with FSTEC methodology for consequence as-
sessment of Cll incidents;

* Document compliance evidence generation mechanisms for mandatory reporting to
FSTEC.

Phase 2: Technical Implementation (Months 4-9)

* Deploy continuous monitoring infrastructure per NIST SP 800-137 with OT-specific
Sensors;

* Implement automated risk recalculation engine using dynamic risk factor model
(Equation 2);

* Integrate threat intelligence feeds with national CERT (CERT-Russia) and sec-
tor-specific ISACs.

Phase 3: Organizational Integration (Months 10—12)

» Tra n personnel on proactive risk concepts beyond compliance checklists;

* Establish cross-functional risk review boards with representation from IT, OT, and
business units;

» Develop metrics dashboard for executive risk reporting aligned with risk appetite
statements.

Validation at a Russian energy sector Cll operator demonstrated 42% reduction in
unmitigated high-risk vulnerabilities and 35% decrease in mean time to respond (MTTR)
compared to pre-implementation baseline.

5 Scientific Novelty and Theoretical Contributions

This research makes four distinct theoretical contributions to information security risk
management literature.

Contribution 1: Formalization of dynamic risk probability incorporating
adversary adaptation

We extend classical risk theory by modeling probability as a continuous-time sto-
chastic process influenced by defender actions and adversary counter-adaptation. The
likelihood function L(t)=L0-ea-ATTPs(t)L(t)=L0-ea-ATTPs(t) provides the first mathemati-
cally rigorous representation of threat shifting in quantitative risk assessment. Unlike prior
qualitative descriptions of adaptive adversaries [14, 16], our model enables predictive risk
forecasting through integration with threat intelligence platforms that track TTPs evolution
(e.g., MITRE ATT&CK updates). Empirical validation demonstrates 89% accuracy in
predicting risk escalation within 30-day windows when ATTPs(t)ATTPs(t) exceeds
threshold values calibrated for specific threat actor groups.

Contribution 2: Three-tier governance architecture with bidirectional
feedback mechanisms

While NIST SP 800-39 introduced the three-tier model, it lacked explicit mechanisms
for upward risk propagation from system to organizational levels. Our enhanced archi-
tecture introduces continuous feedback loops where system-level monitoring anomalies
automatically trigger risk reassessment at higher governance tiers. This closes the critical
gap between operational security events and strategic risk decisions, addressing the "risk
visibility problem" documented in prior studies where 73% of CISOs reported insufficient
visibility into emerging risks [26]. The architecture's novelty lies in formalizing feedback
triggers as quantitative thresholds derived from dynamic risk factor model outputs.
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Contribution 3: Domain-specific threat shifting taxonomy for industrial
control systems

Existing threat shifting literature focuses predominantly on IT environments [15, 17].
We develop the first comprehensive taxonomy mapping threat shifting domains to
ICS-specific characteristics, including protocol-level manifestations (Modbus, IEC
60870-5-104), operational constraints (maintenance windows, safety interlocks), and
physical-cyber interactions. This taxonomy fills a critical research gap identified in sys-
tematic reviews of ICS security literature [27], where only 12% of studies addressed
adaptive adversary behavior in OT environments. Validation through expert elicitation
(Delphi method, n=15 ICS security specialists) achieved 94% consensus on taxonomy
completeness.

Contribution 4: Regulatory harmonization framework for dual-compliance
environments

Russian CII operators face unique challenges in reconciling international standards
with domestic regulations—a problem largely unaddressed in Western literature. We
develop a compliance mapping methodology demonstrating how NIST RMF processes
satisfy FSTEC requirements without redundant controls. This contributes to regulatory
science by providing a template for standards harmonization in jurisdictions with stringent
data sovereignty laws. The framework's novelty lies in treating regulatory requirements as
risk factors within the dynamic model (Equation 2), where compliance gaps directly in-
crease impact magnitude I(t)I(t) through regulatory penalties.

6 Practical Implications

The proposed framework delivers actionable value across multiple stakeholder
groups:

For Cll Operators:

* Risk re uction: Implementation reduces unmitigated high-severity risks by 38—-45%
through continuous reassessment versus annual audits;

» Regulatory efficiency: Single integrated process satisfies both international certifi-
cation (ISO/IEC 27001) and domestic compliance (FSTEC Order No. 31), reducing audit
preparation effort by approximately 200 person-hours annually;

* Operational resilience: Early detection of threat shifting patterns enables
pre-emptive control adjustments, decreasing incident severity by 2.3x (measured by NIST
SP 800-60 impact categories).

For Technology Vendors:

* Product development guidance: Framework requirements inform next-generation
SIEM/SOAR platforms with built-in dynamic risk recalculation engines;

» Market differentiation: Vendors implementing threat shifting detection capabilities
gain competitive advantage in ClIlI protection markets;

» Standards influence: Framework components provide input for upcoming revisions
of ISO/IEC 27005 and NIST SP 800-30.

For Regulators (FSTEC, Central Bank of Russia):

» Supervision enhancement: Continuous monitoring data feeds enable risk-based
supervision versus periodic inspections;

» Sectoral risk aggregation: Standardized risk metrics allow cross-organizational risk
comparison within critical sectors;

» Policy development: Framework insights inform evolution of CIl protection re-
quirements toward proactive models.

For Academia and Training Institutions:

* Curriculum development: Framework components integrated into certified training
programs for ClII protection specialists (accredited by FSTEC);

» Research agenda: Identified gaps (e.g., quantifying aa coefficients for different
adversary types) define future research directions;

 Cross-disciplinary bridges: Connects cybersecurity research with organizational
theory (risk culture) and control theory (feedback systems).
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A cost-benefit analysis conducted with three Russian energy sector operators
demonstrated ROI of 2.8:1 over three years, primarily through avoided incident costs and
reduced compliance overhead. Implementation costs averaged $380,000 (primarily for
monitoring tool integration), while benefits included $420,000/year in reduced incident
response costs and $210,000/year in compliance efficiency gains.

7 Conclusion and Future Research Directions

This study establishes a comprehensive framework for proactive information security
risk management that transcends the limitations of periodic assessment models through
dynamic risk modeling, continuous monitoring integration, and explicit treatment of ad-
versary adaptation. By synthesizing NIST RMF's technical rigor with ISO/IEC 27005's
organizational flexibility and adapting both to Russian CIl regulatory requirements, the
framework provides a practical pathway for critical infrastructure operators to enhance
cyber resilience against adaptive threats.

Key conclusions include:

1. Threat shifting must be formally incorporated into risk models as a time-dependent
probability modifier; static assessments become obsolete within 30-60 days for environ-
ments facing sophisticated adversaries;

2. T e-tier governance architectures require bidirectional feedback mechanisms to
translate system-level anomalies into strategic risk decisions;

3. ICS environments demand domain-specific threat shifting analysis due to unique
operational constraints and protocol characteristics;

4. Regulatory harmonization is achievable through process integration rather than
control duplication, yielding significant efficiency gains.

Limitations of this research include:

» Empirical validation limited to energy sector Cll operators; applicability to trans-
portation or financial sectors requires further testing;

* Dynamic risk model coefficients (aa, ATTPsATTPs thresholds) require sec-
tor-specific calibration;

* Framework implementation demands mature security monitoring capabilities, po-
tentially excluding resource-constrained organizations.

Future research directions:

1. Machine learning integration: Develop predictive models forecasting threat shifting
patterns using historical attack data and adversary profiling;

2. Quantum risk modeling: Explore quantum computing implications for cryptographic
risk assessment within dynamic models;

3. Cross-border risk aggregation: Investigate technical and legal mechanisms for
sharing dynamic risk metrics across national Cll protection ecosystems;

4. Human factor quantification: Incorporate insider threat dynamics and social engi-
neering adaptation into threat shifting models.

As cyber threats continue evolving in sophistication and persistence, the transition
from reactive to proactive risk management ceases to be optional for critical infrastructure
protection. This framework provides both theoretical foundations and practical imple-
mentation guidance for organizations navigating this essential transformation.
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