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ABSTRACT

The software testing topic is becoming more and more popular. This article
discusses the software testing concept, software testing types, how it works
and where it is applied. Software testing is the most important phase of the
software development life cycle, so this article is about ensuring the quality
of all software applications types by executing certain types of testing meth-
ods and streamlined software testing processes. The object of the work is
the software testing process. The subject of the research is software testing
and its life cycle. The purpose of the work is to review the software testing
concept, testing types, software testing capabilities, software testing
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1 Introduction

From the early 1950s, when the first programs were written to the present day, the
cost of software products has skyrocketed. And if until the beginning of the 70s there was
obvious optimism in the programmers work assessment, then from the beginning of the
70s the crisis began to manifest itself more clearly affecting both the scientific research
spheres and production. This crisis was caused both by the programs complexity that solve
real production problems and the decrease in these programs reliability. No longer rumors
but articles and official reports about the "failures" of projects due to programmer errors
and not equipment failures. Thus, one error in the Fortran program caused the failure of
the attempt to launch the first American research vessel to Venus which led to several
people death in medical institutions and to aircraft crash. As a result, the question arose
that something needs to be changed in the programming itself. This is how software testing
was born [1-4].

Various testing types are used including black box testing, white box testing, state-
based testing, security testing, acceptance testing, acceptance testing, system testing,
alpha and beta testing, tuning, verification, and validation. Based on the research and
studies that have been done, in this article they have all been divided into three types of
high-level tests: functionality, performance, and security.

1.1 Setting a common goal

The work object is the software testing process.

The work purpose is to review the software testing concept, testing types, software
testing stages, as well as presentation of issue current state.

1.2 Research problem statement

To achieve this goal, the following tasks were put forward:

To study sources given topic on the Internet;

Consider the software testing concept, highlight the software testing types, consider
the purpose.

2 Software testing
2.1 The software testing concept

First, we need to understand what testing is and how the term "program testing" dif-
fers from the term "program debugging". Obviously, both debugging and testing are activ-
ities aimed part at improving the software products reliability. Despite the fact that the
judging problem about correctness of the program has existed for a long time and many
scientists have dealt with it, until now for any test problem, one can hear the following
statements like “Testing is checking process of program correctness and demonstrating
that any program does not contain errors ". However, no programmer can prove that a
program is completely error-free. | know it's possible. It is the test "definition" describes the
opposite of what the term "test" actually means.

Software testing is software product testing exploratory process with a final tests set
chosen in a certain way to verify the correspondence between the program actual behavior
and its expected behavior (ISO/IEC TR 19759:2005). .

The testing purpose is to verify the software to the requirements, to give confidence
in the quality of the software and to look for obvious errors in the software that need to be
identified before the program user discovers them.

Software testing is performed for the following purposes:

1. Compliance check.

2. ldentify problems at an early development stage and prevent the increase in the
product cost.

3. Use cases discovery that were not foreseen during development. And also look at
the product from the user's point of view.
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4. Increase loyalty to the company and products. The identified shortcomings nega-
tively affect the users trust.

Here are the seven testing principles.

1) Testing shows the defects presence. Testing only reduces the defects likelihood in
the software but does not guarantee their absence.

2) Exhaustive testing is not possible. A complete test with all input combinations of
data, results, and assumptions is physically impossible (except in trivial cases).

3) Early testing. Testing should start early in the software development life cycle in
order to detect defects as early as possible.

4) Defects accumulation. Most of the shortcomings lie in the limited number of mod-
ules.

5) Pesticides paradox. If you repeat the same test scenario over and over again at
some point this tests series will stop finding new defects.

6) Tests are context dependent. Testing is done differently depending on the context.
For example, security-critical software is tested differently than news portals.

7) The delusion that there are no mistakes. The defects absence during testing does
not mean that the product is ready for release. The system should be easy to use and
meet its expectations and needs.

Test procedure:

1) Product analysis.

2) Work with requirements.

3) Testing strategy development.

4) Test documents creation.

5) Prototype testing.

6) Basic test.

7) Stabilization.

8) Operation.

The actual result deviation from the expected one is called a defect and also an error.

A bug report is a document that reports that there are no defects in a component or
system that could cause the component or system to fail to perform its intended function.

The defect life cycle is shown in Figure 1.

New (New) - Testers find errors, localize them and enter them into a special system
where error reports are stored. From this moment the bug officially begins to exist. Re-
jected (Rejected) or Assigned. Rejected (Rejected) - A comment from a programmer or
manager about the reason for reject-a (rejected). This may be a low-quality defect descrip-
tion. The defect already exists (duplicate), the defect cannot be reproduced, etc. Some
errors may also occur because they are no longer relevant to the client. Then the tester
either closes the defect (Closed) or completes the comments on this defect and transfers
the defect to the Assigned state.

Assigned - the defect has been checked and opened (i.e. the fix is recognized). Fixed
(Fixed) - the defect has been fixed and in this state it requires re-checking by the tester.
After the tester checks the bug the defect is moved to the Closed state if the bug is fixed.
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Fig. 1. Defect life cycle

2.2 Software testing types

There are different types of programming according to studies and research, such as
black box, white box, gray box, regression, recommendation, usability, performance, mod-
ularity, system, integration, security, smoke, health and object-oriented testing, etc. It is
not possible to implement all software testing types, so a certain amount of time is always
spent on testing. Functional testing is very common and quite a lot of research has been
done in the past so itis only in rare cases that a website goes down due to lack of functional
testing. This part of the article focuses on the most important testing methods such as
functionality "F" [5], performance testing "P" [6-8], and security testing "S" [9-10]. The cor-
rect tests combination must be included from all heads F, P and S.

Functionality is primarily an software testing aspect that ensures the software quality.
Verification and validation are used for static and dynamic testing, respectively. Static test-
ing checks all kinds checks and passes. Dynamic testing or actual testing includes all
functional and non-functional tests.

A) Functional testing.

The main quality factor in software is the conformity of the required function and its
behavior. Part of software function is related to the external behavior which basically de-
termines all kinds of user usage. High-level software development is carried out in such
way that the customer is satisfied in the early design stages and development. There are
different types of functional testing that can be performed at different testing levels such
as unit testing, integration testing (top-down testing and bottom-up testing), and system
testing. There are many tests at different testing levels such as black box testing, white
box testing, gray box testing, regression testing, fog testing, use case testing, certification,
smoke testing and feasibility testing. -path, acceptance testing, alpha testing, beta testing,
etc. The main functional testing types are briefly described in Table 1.

Table 1

Description of functional testing types

Type of testing Description

Modular testing The lowest testing level is mostly done by the developer to test the code unit.
Integrated It is done to check communication between different modules to make sure
testing that data is being passed correctly between different components.

It is done on a top-down or bottom-up basis.

System testing The system is tested as a whole to ensure that it behaves or functions as
intended and as specified in the requirements document. Regression testing
is done to make sure that nothing is broken in the system after bug fixes and
bug testing. General testing by Smoke and Sanity is done to make sure all
links and features work and the environment is stable.

White and black | Black box testing is done to ensure that the application output is correct for
box testing all the different types of positive and negative inputs.

White box deals with internal code processing to ensure that no redundant
code is written in the software.
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B) Performance testing.

This is a type of non-functional testing that tests the software performance under all
fair and unfair conditions.

It includes all time-related parameters such as load time, access time, execution time,
execution time, etc. It also includes results, failure rate, mean time between failures and
overall program reliability. The most popular testing types in performance testing are stress
testing and load testing.

Stress testing is done to determine upper limits and understand system throughput.
The final boot is given to the application to confirm the system reliability.

Load testing is called endurance testing. This test is carried out to determine if the
system can withstand the expected continuous load.

C) Security testing.

According to current scenarios, flood and buffer attacks are the most common. In an
object-oriented system design considerations include error handling. Some other design
problems such as communication and trust issues, unreliable communication channels,
unstructured or missing access control mechanisms, listening lack, incorrect and timely
logging and organizational errors also lead to security risks. The program is required to
learn security features such as strong authentication, cryptography and access control as
well as some other security mechanisms.

Gary McGraw [11] suggests: “Pleasibility is a bug that an attacker can exploit. Soft-
ware security testing is critical to protecting the information, services, skills and resources
of attackers as well as reducing the potential protection cost.”

a) security testing generally follows two approaches types;

b) software testing in relation to the software functionality;

A risk-based approach requires caution from attackers.

A security penetration test is a test in which security evaluators attempt to bypass the
system security features based on their structure understanding and system implementa-
tion.

Another type called Fuzz Testing was introduced by Barton Miller [12] from Wisconsin
University in 1988. This is a web testing technique that automatically generates false, ran-
dom and unexpected data to determine how a program will respond. It is good for software
testing where input has no control over predefined data. This testing method is only used
to find simple programming features but not complex code.

Now, to summarize the above testing sections Table 2 lists all testing types.

Table 2
All testing types description
Testing type Method
Functional Testing Black Box, White Box, All Pair Testing, State Transi-

tion Tables, Decision Tables, Model Based Testing,
Usage Based Testing, Pretesting, Specification
Based Testing, Regression Testing, Smoke Testing,

Health Testing.
Performance Testing Load, stress, endurance and configuration testing.
Security Testing Static Analyzer, Brute Force Attack, SQL Injection

and Cross Site Scripting (XSS), Penetration Testing
and Fuzz Testing.
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5 Conclusion

The software testing process is considered, the software testing theoretical concept
is considered, the testing types are considered and the issue current state is outlined in
this paper. The work goals and objectives have been achieved.

Since it is always a goal, software testing research can be done in addition to this
article to suggest a common test environment and methods to support functional testing,
performance testing and security testing for a development environment and other plat-
forms that use some algorithms without the tools use in the shortest possible time.
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